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1. 5IHZ%

{Rockchip-Secure-Boot2.0.md)
{Rockchip-Secure-Boot-Application-Note.md)

{ Android Verified Boot 2.0

2. KNk

3. A

FIER) A/B System BIHERGE FF0 Mifn, Rgta] MHAHE—4 slot LE3, H—n/Eah kBRI A
Mo =353l RN AT DLE A [ 75 DUE 55— slot _EMTEFRE ARG,

4. AB Bk S A7 it

TERENIE N misc 73X 2KB i B,

/* Magic for the A/B struct when serialized. */
#define AVB_AB_MAGIC "\QABO"
#define AVB_AB_MAGIC_LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB_AB_MAJOR_VERSION 1
#define AVB_AB_MINOR_VERSION 0

/* Size of AvbABData struct. */
#define AVB_AB_DATA_SIZE 32

/* Maximum values for slot data */
#define AVB_AB_MAX_PRIORITY 15
#define AVB_AB_MAX_TRIES_REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from © to AVB_AB_MAX_PRIORITY,
* both inclusive with 1 being the lowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8_ t priority;
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/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB_MAX_ TRIES_ REMAINING.
*/

uint8_ t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */
uint8_t successful_boot;

/* Reserved for future use. */
uint8_t reserved[1];
} AVB_ATTR_PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.

*

* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR, MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_ t reservedi[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* Reserved for future use. */
uint8_t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

XF/NEEZME, %A misc 771X, A vendor 731X, A LAZE ETF(%] vendor,

TESEEER AN lastboot, FRiCERG— DAl EshELE, FBNH TG T A= N retry (2K
A5e, mitEaE#H ARSI boot_ctrl ARSS.

ZEMT:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR, MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_t reservedi[2];



/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8_t last_boot;
/* Reserved for future use. */

uint8_t reserved2[11];

/* CRC32 of all 28 bytes preceding this field. */
uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

[FIIAE AvbABSlotData 1 is_update FRifiz, RS RGHRAVIRE, Bk T:

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB_AB_MAX_PRIORITY,
* both inclusive with 1 being the lowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8_t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB_MAX_TRIES_REMAINING.
*/

uint8_t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */
uint8_t successful_boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_t is_update : 1;
/* Reserved for future use. */
uint8_t reserved : 7;
} AVB_ATTR_PACKED AvbABSlotData;

BRIFRAS RS N SREI &

AvbABData:
¥ ax
priority FRi& slot L5E4%, 0 AARIAS), 15 Ntk
tries_remaining ZIRFEREL, BE RN 7 IR

successful_boot RARHRNG B ZBE, 10 K slot INEEN, 0: % slot REHEEN

is_update PRI slot AR, 10 % slot IEFEAZR, 0: 1% slot RAKEFALALL)

AvbABSlotData:



2] R4

magic ZEHYASKERE R \0ABO

version_major FRAEE

version_minor WTENESSS

slots slot 5| F{F/E, = UL AvbABData

last_boot =R BT slot, 0: slot A _ERIEINESN, 1: slot B _ERKIIAS
crc32 BER

5. B HBC A

5.1 pre-loader PiHH

H (] pre-loader S #F A/B slot 73 XF1H slot 73X,

5.2 uboot fil &

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=y
CONFIG_AVB_LIBAVB_ATX=y
CONFIG_AVB_LIBAVB_USER=y
CONFIG_RK_AVB_LIBAVB_USER=y
CONFIG_ANDROID_AB=y

5.3 system bootctrl 2%
H i system bootctrl &I HEEGIZ4, bootloader £ X FHX AN HEE ],
5.3.1 successful_boot =,

EHE#HARS)G, boot_ctrl #KHE androidboot.slot_suffix, B Xl slot &

successful_boot = 1;

priority = 15;

tries_remaining = 0;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

HRASGH, boot_ctrl HHE:
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FslotiLE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 1;

lastboot = 0@ or 1; :refer to androidboot.slot_suffix

YHislotiRE:

successful_boot = 1;

priority = 15;

tries_remaining = 0;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

HRAF5ERK, boot_ctrl KH :

TR s Lot E:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

lastboot = @ or 1; :refer to androidboot.slot_suffix

YfslotiRE:
successful_boot = 1;
priority = 14;
tries_remaining = 0;
is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

5.3.2 reset retry i\

EHE#HARSG)G, boot_ctrl #KHE androidboot.slot_suffix, & i slot A&

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

ARFAZBH, boot_ctrl BHE:
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FfFslotiZE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 1;

lastboot = @ or 1; :refer to androidboot.slot_suffix

WHiislotiRE:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

HRAF5ERK, boot_ctrl HH:

TR s TotiLE:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

lastboot = @ or 1; :refer to androidboot.slot_suffix

YfslotiXE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

5.3.3 PR ARG

1. successful_boot &=,
i REIEEBHNRSR, A~=EHRRNHMRAE S, BRIE system bootetrl Al &
B BB TR, WREEFELETNRE, SS8ESf—EHER

N

. reset retry &z
PEss: ARZAREF retry ML, AT DARD 7 {5 5 ) 7
A ARSI HARAE A

6. IMifE

SERTEES
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AB successful_boot F A\ EHEFIE
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Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader e i
tries_remaining = tries_remaining = 7
is_update = ; last boot=0 is_update = ;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system ,r.p” S PRBRENE S
tries_remaining = O b _0 tries_remaining = 7;
is_update = ; Last_boot = is_update = ;
I
l Slot A Slot B
successful_boot = 1; successful_boot = O
cem priority = 15; FiRslot B priority = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
AR
Slot B
successful_boot = 1; i.,'E',Slct B% i successful_boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A S5lot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;
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Slot A S5lot B

successful_boot = 1;
priorty = 14;
tries_remaining = O

successful_boot = 1;

oty = 15;
system Last_boot=1 priority = 15

tries_remaining = 0;

is_update = 0; is_update = 0;

AB reset retry B EIE A :
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Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader i o i o
tries_remaining = g tries_remaining = 7;
is_update = 0; last boot=0 is_update = 0;
M.slot ABTH
lﬂmﬁ Slot B
successful_boot =0; successful_boot = O
stem prionty = 15; prionty = 14;
Y tries_remaining = 7; L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 0;
l S5lot A Slot B
successful_boot =0; successful_boot = 0;
prionty = 15; g prionty = 14;
system tries_remaining = 7; ?l‘.;ﬁ‘,;httﬁ_q:['} tries_remaining = 7;
is_update = O; ast_boot= is_update = 1;
5lot B
successful_boot =0; gE:Sk:t e successfu |_boot =0
prionty = 14; prionty = 15;
system tries_remaining = 7; Lagt_bc ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
reboot
successful_boot =0; successful_boot = O
riority = 14; riority = 15;
bootloader e ' e '

tries_remaining = 7;
is_update = 0;

Last_boot=0

tries_remaining = 7;
is_update = 0;
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Slot A Slot B
¥

successful_boot =0;

successful_boot = 0
priorty = 14; last boot =1 priorty = 15
tries_remaining =7; -
is_update = 0;

cystem

tries_remaining = 7;

x

is_update = 0;

7. RN SRS

7.1 NRGUTHR

2% (Rockchip Linux FZ 77 ZHK$655) -

7.2 M recovery F-2

AB system /& F recovery T4,

8. # X%

FIRMWARE_VER:8.1

MACHINE_MODEL :RK3326

MACHINE_ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: Ox00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:

mtdparts=rk29xxnand:0x00002000@0x00004000(uboot_a), 0x00002000@0XxE0006000(uboot_b)
, 0X00002000@0XOEEE8000 (trust_a), OXO0002000@OXx000CaCEO (trust_b), 6x00001000@OXO000C
000 (misc), 0x00001000@OXO000dOO0 (vbmeta_a), Ox00001000@0x0000e000 (vbmeta_b), 0x00020
000@OXx0000e000 (boot_a), Ox0002000000x0002e000(boot_b), Ox0010000000x0004e000(system
_a), 06x00300000@0x0032e000(system_b), 0x00100000@0x0062e000 (vendor_a), 0x00100000@0x
0072e000(vendor_b), 0x00002000@0x0082e000(0em_a), O0X00002000@0X00830000(oem_b), 0x00
10000@0x00832000(factory), O6x00008000@0x842000(factory_bootloader), 0x00080000@0x00
8cab00(oem), -@0x0094a000 (userdata)


af://n164
af://n165
af://n167
af://n169

9. M
HEE—ERNL AB BYEH:

9.1 Miksuccessful_boot

1. HIRS slot A, RGiM slot A J33, KEM slot B B8], RFM slot A B3], MIAFERK, EZ misc
7IX

2. 545 slot A 5 slot B, FHZIRSG, HUEIRFAN slot A, REZRGM slot B A5, reboot R4, HHITHR
48 slot B, MIA5EMK, E4S misc 771X

3. J5%'5 slot A 5 slot B, JHI®E reset 24t 14 {XJ5, retry counter €, JEREM last_boot f8E R SE)H
3l), BIREIEH M slot A J53l, MHATERL, (B2 misc 77X

4. %5 slot A 5 slot B, JHZ1RSE, URIRG N slot A, KEZRSGIM slot B JH5), reboot R%E, HHiH
40 slot B, WERFM slot A JF51, reboot R, HHTRFAN slot A, WIXTER, EZ misc 77X

9.2 JlliAreset retry F5iz

RS slot A, RGEM slot A J53, IKEM slot B A3, REGiM slot A 53, MMIAZERMR, TEZS misc
o

2. 545 slot A 5 slot B, HEIRSG, HURIRFAN slot A, REZRGM slot B JH5], reboot R4, HHIHR
2N slot B, AT, E4%S misc 771X

3. J5%5 slot A 5 slot B, JHI®E reset R4t 14 {XJ5, retry counter €, JEHEM last_boot f8E R GE)H
3f), BPREIEH M slot A J53l, THATERL, 7543 misc 77X

4. 1535 slot A 5 slot B, HH slot B 1Y boot.img #iidf, HENRS, URTRFN slot A, WERFM slot
B J3Z4ll, reboot RGt, RAZHEG 7RG, Mslot A IEWHHNRG. MIRTEMK, 1EZ misc 77X

5. %% slot A 5 slot B, ASERS, MHIRF N slot A, KEZRGM slot B J35), reboot 2FE, HHiFH

G0 slot B, ERFM slot A JH5l, reboot R, HFTRFAN slot A, MMIATERK, {EZ misc 77X

<
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