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1. Wi-Fi/BT Configuration

1.1 Kernel Configuration

Please refer to the the Second chapter "WIFI/BT Configuration" in the
Rockchip Developer Guide Linux WIFI BT EN.pdf document under the /docs/Linux Wifibt directory.

1.2 Buildroot Configuration

Execute in the root directory: make menuconfig.
1. Wi-Fi configuration:

Please select the corresponding configuration according to the actual Wi-Fi used, and it must be consistent with

the kernel configuration.

<Select>

2. Bluetooth configuration

Realtek modules are recommended to use BlueZ protocol, and Ampak/AzureWave modules are recommended to

use BSA protocol. Choose one of the following configurations according to the module type:

¢ For Realtek modules, please choose: bluez-utils 5.x, if BlueZ is used, bluez-alsa and readline are needed to

be turned on at the same time
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[W] bluez-—alsa

bluez—alsa

—*— readline

e For Ampak modules, please choose: broadcom(ampak) bsa server and app




Enter wifi/bt chip support(XXX)---> select the actual chip model, which must be consistent with the rkwifibt

configuration.
e For AzureWave modules, please choose: broadcom(cypress) bsa server and app

Enter wifi/bt chip support(XXX)---> select the actual chip model, which must be consistent with the rkwifibt

configuration.

"]

3. Exit the configuration dialog box and save the configuration with make savedefconfig

1.3 Compilation Introduction

1. Compile rkwifibt and execute in the root directory:
make rkwifibt-dirclean && make rkwifibt-rebuild

2. Compile the Bluetooth module, choose one of the following three compilation options according to the

module type

e Realtek module compilation:

make bluez5 utils-rebuild

make bluez-alsa-rebuild

e Ampak module compilation:

make broadcom bsa-rebuild

e AzureWave module compilation:

make cypress bsa-rebuild

3. Compile deviceio, execute in the root directory:

make deviceio-dirclean && make deviceio-rebuild
4. Package the firmware and execute it in the root directory:

./mkfirmware.sh #0Or ./build.sh, global compilation, will package the firmware

automatically

2. Configuration Network by Command Line

1. First make sure that the Wi-Fi service process is enabled, and enter the serial port: ps | grep

wpa_ supplicant
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grep wpa supplicant

3380 S wpa_ supplicant -B -i wlanO -c /data/cfg/wpa supplica
618 root 1836 R grep wpa supplicant

2. If it does not start, please start it manually:
wpa_ supplicant -B -i wlan0 -c /data/cfg/wpa supplicant.conf &
3. Modity the /data/cfg/wpa_supplicant.conf file and add the following configuration items:

network={

ssid="WiFi-AP" // Wi-Fi name

psk="12345678" // Wi-Fi password

key mgmt=WPA-PSK // Encryption method(Optional), if it is not filled in, it
can be identified automatically

#key mgmt=NONE // No encryption

4. Re-read the above configuration: wpa cli reconfigure

5. Rconnect: wpa_cli reconnect

3. Network Configuration by Mobile Phone

3.1 BLE Network Configuration

3.1.1 Introduction

BLE network configuration supports both BlueZ BLE and BSA BLE. Please refer to the first chapter "WIFI/BT
Configuration" of this document for details. And BLE network configuration has been integrated into deviceio,
and the interface is located in RkBle.h.

3.1.2 Interface Description

Please refer to the the second chapter "BLE Interface Introduction (RkBle.h)" in the
"Rockchip Developer Guide Rk3308 Devicelo Bluetooth EN.pdf" document in the /docs/Develop reference

documents/Devicelo directory.

3.1.3 Sample Program

The sample program is located in: external/deviceio/test/rk ble app.c.
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3.1.4 APP

APP is located in: /external/app/RockHome.apk
APP source code is located in: /external/app/src/RockHome

This APP is only used as a development demo on the mobile phone side. We have adapted Hornor 8, Remi 6,
Xiaomi 6, OnePlus 6, OPPO AS models, iphone6s (plus), Samsung S6, VIVO X9 and other mobile phones. Other
models of mobile phones have not been tested, and there may be app compatibility risk.

3.1.5 Network Configuration Steps

The network configuration steps are explained by taking BSA BLE network configuration as an example, and all
logs on the board side are logs of BSA configuration network. The BlueZ operation steps are the same, but the
log on the board side is different.

1. Make sure that the Wi-Fi service process is started, and enter from the serial port: ps | grep

wpa_supplicant

plicant

wpa_supplicant -B -i wlanO -c /data/cfg/wpa_ supplica
grep wpa supplicant

2. If it does not start, please start it manually:
wpa_ supplicant -B -i wlan0 -c /data/cfg/wpa supplicant.conf &

3. On the board side, command line execute " deviceio test wificonfig",enter 1 and press Enter to

start BLE network configuration

ble wifi
ble wifi |

ceprint wifi
i orint wifi

> wifi in
/s

Fer: no pre

[BT_RFKILL]: ENABLE UART RTS

[BT_RFKILL]: DISABLE UART RTS
[BT RFKILL]: bt turn on power
bluetooth ~ver bsa rer

-

and tx dma channels

4. The name of the "set BLE broadcast device" must be prefixed with RockChip, otherwise the APK cannot

search the device:
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DEBUG: app ble rk server open: app ble rk server open
[RK] ble status: RK BLE STATE IDLE
INFO: app ble start: app ble start
BSA trace 1029%@ 01/01 09h:56m:09s:326ms: BSA BleEnableInit
BSA trace 1030@ 01/01 0Sh:56m:09s:326ms: BSA BleEnable
DEBUG: app ble rk server set device name: app ble device name: RockChipBle
INFO: app ble rk server gatt server init: wifi introducer gatt server init
BSA trace 1031@ 01/01 09h:56m:09s:328ms: BSA BleSeAppRegisterInit
BSA trace 1032@ 01/01 09%h:56m:09s5:329ms: BSA BleSeAppRegister
INFO: app ble rk server register: server if:4

5. Open the APK on the mobile phone

Click CONTINUE -> START SCAN to scan for BLE devices named with RockChip as the prefix:

(022 . t@9d@® |
REITEBERE
RockChipEle
SF:CB:6F :AD:F8:30
mBEERBEAHK,
B FBluetoothif df ik REHARITREETEE

CONTINUE START SCAN STOP SCAN

6. Click on the BLE device you want to connect to and start to connect to the device. If the device is

connected successfully, the log on the board side will be showed as follows

INFO: app_ble rk server profile cback: BSA BLE SE OPEN EVT status:0
INFO: app ble rk server profile cback: app ble rk server conn_up conﬂjzﬁ73§1‘-k
INFO: app ble rk server profile cback: app ble rk server conn up connected to [40:BD
:ED:F8:9A:1D]

DEBUG: app dm set ble wvisibility: Set BLE Visibility Discoverable:0 Connectable:0
BSA trace 1049@ 01/01 0%h:57m:56s:262ms: BSA DmSetConfigInit

BSA trace 10508 01/01 0Sh:57m:56s:263ms: BSA DmSetConfig

[RK] ble status: RK _BLE_STATE CONNECT

INFO: app ble rk server profile cback: Stopping Advertisements

BSA trace 1051@ 01/01 0S%h:57m:56s:267ms: bsa sec event hdlr event:0

DEBUG: app mgr security callback: event:0

DEBUG: app mgr_ security callback: BSA SEC LINK UP EVT bd addr: 40:bd:ed:f8:%a:1d
DEBUG: app _mgr security callback: ClassOfDevice:00:00:00 => Misc device

DEBUG: app mgr security callback: LinkType: 2

DEBUG: bt mgr notify callback: BT LINK UP EVT """

7. When the device is connected successfully, enters the network configuration interface on the APK, click the
>> button to get the Wi-Fi list, select the Wi-Fi you want to connect to, enter the password, and click

Confirm to start the network configuration:
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8. After the board receives the ssid and psk, it starts to connect to the network

[RK] ble data.cmd: wifisetup, ble data.start: 1, ble data.end: 4
01-01 09:59:30.161 954 995 D [RK] wifi ssid is diaozhatian
01-01 09:59:30.162 954 995 D [RE] wifi psk is 7788123456
[RK] rk _config wifi_ threa
[REK] controlWifi connect ...
[REWIFI] execl: wpa cli -iwlanO disable network all
[ 7170.184932] CFG80211-ERROR) wl cfgB80211 disconnect Reason 3
[ 7170.191679] CFG80211-ERROR) wl is linkdown : Link down Reason
[ 7170.191800] link down if wlan0O may call cfgB0211 disconnected.
=2 from 64:09:80:0a:13:b0
[ 7170.216075] CFGB0211-ERROR) wl is linkdown
[ 7170.219478] CFGB0211-ERROR) wl is linkdown
[REWIFI] execl: wpa cli —-iwlan0O add networ
format wifiinfo ssid: 6469616f7a686174659616¢]
[RKWIFI] execl: wpa cli -iwlan0O set network 2 ssid 6469616f7a68617469616e
format wifiinfo password: \7\7\8\8\1\2\3\4\5\6
[RKWIFI] execl: wpa cli -iwlanO set network 2 psk \"\7\7\8\8\1\2\3\4\5\6\"
01-01 059:59:31.301 954 3769 I RK wifi connect ssid:"diaozhatian" strlen(ssid):11;
ori:"diaozhatian" strlen(ori):11; psk:"7788123456"

WLC E LIN

event 16, reason

Link down Reason
Link down Reason

WLC_E DEAUTH
WLC E DEAUTH

9. If the connection is successful, the board will send a notification to the phone APK

wifi is connected.
OK]

OK]

[RK] rk blewifi state callback state: 4
DEBUG: app_ble rk server send message: conn id : 0x4

INFO: app ble rk server send message: Sending Notification
INFO: app ble rk server send notification: app ble rk server send notification
BSA trace 1220@ 01/01 0%h:59m:41s:21%ms: BSA BleSeSendIndInit
DEBUG: app ble rk server send notification: uuid: 00009999-0000-1000-8000-00805F9B34

EB
DEBUG: app ble rk server send notification: uuid string: 0000180A-0000-1000-8000-008
O5F9B34FB

00009999-0000-1000-8000-008

DEBUG: app ble rk server send notification: uuid string:
O05F9B34FB
DEBUG: app ble rk server send notification: attr index notify: 1

BSA trace 1221@ 01/01 0%h:59m:41s:222ms: send notification: “F-___-,————f'

BSA trace 1222@ 01/01 09h:59m:41s:223ms: 0000: 01

10. After the APK receives the notification with successful network configuration, it disconnects the BLE

connection and returns to the device search interface. The log on the board side is as follows



DEBUG: app_ble rk server profile cback: event = 23

INFO: app_ble rk server profile cback: BSA BLE_SE CLOSE_EVT status:]lS«me——
INFO: app_ble rk server profile cback: conn_id:0x4

INFO: app_ble rk server profile cback: app ble rk server connection down conn_id:4
reason:19

DEBUG: app_dm set ble adv _param: BDA:00:00:00:00:00:00

DEBUG: app_dm set ble adv param: adv_int min:2056 adv_int max:2056 inst_id:0

BSA trace 224@ 01/01 08h:17m:48s:918ms: BSA DmSetConfigInit

BSA trace 225@ 01/01 08h:17m:48s:919%ms: BSA DmSetConfig

DEBUG: app_dm set ble visibility: Set BLE Visibility Discoverable:1l Connectable:l
BSA trace 226@ 01/01 08h:17m:48s5:923ms: BSA DmSetConfigInit

BSA trace 227@ 01/01 08h:17m:48s:923ms: BSA DmSetConfig

[RK] ble status: RK BLE STATE DISCONNECT -

BSA trace 228Q@ 01/01 08h:17m:485:928ms: bsa_ sec _event hdlr eizzE;L’_,fwf’

DEBUG: app mgr security callback: event:1

DEBUG: app mgr_ security callback: BSA SEC LINK DOWN EVT bd addr: 51:59:51:a21:1d:03
DEBUG: app mgr security callback: Reason: 19

DEBUG: app mgr_ security callback: LinkType: 2

DEBUG: bt mgr notify callback: BT LINK DOWN EVT

11. To start the network configuration again, you need to enter 2 to turn off the BLE network configuration;

then enter 1 to restart BLE, and repeat the above network configuration process.

3.2 AirKiss Network Configuration

3.2.1 Introduction

At present, AirKiss only supports rtl8723ds, please refer to the first chapter of this document ‘Wi-Fi/BT
Configuration’ for detailed configuration; for AP modules, please refer to the introduction in the

external/wifiAutoSetup directory.

AirKiss has poor compatibility and it is not recommended to be used as the only one network configuration
solution, and other network configuration solution need to be added. Please refer to "/docs/Develop reference
documents/WIFIBT/RK platform RTL8723DS AIRKISS network configuration introduction.pdf” for detailed

introduction.

At present, AirKiss network configuration has been integrated into deviceio, and the interface is located in
Rk_wifi.h.

3.2.2 Kernel Modification

Modify the /drivers/net/wireless/rockchip wlan/rtl8723ds/Makefile file:

-CONFIG WIFI MONITOR
+CONFIG WIFI MONITOR

Il
B

Il
=

3.2.3 Interface Description

Start AirKiss network configuration, return 0 if it succeeds, return -1 if it fails:
int RK wifi airkiss start(char *ssid, char *password)

e ssid: the name of Wi-Fi sent from the mobile phone

e password: the password of the Wi-Fi sent by the mobile phone

Close AirKiss network configuration:
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void RK wifi airkiss stop()

3.2.4 Sample Program

The sample program is located in: external/deviceio/test/rk wifi test.c

This test case calls RK_wifi airkiss_start() to start AirKiss, obtain ssid and password, and start Wi-Fi network

configuration. Main interface : void rk_wifi_airkiss_start(void *data), called in DevicelOTest.cpp.

voia rK_wifi_airkiss_start(voic +data)
{

int -err- -=-0;
struct -wifi info -info;
pthread t tid =-0;

memset (&info, -0, -sizeof (struct -wifi info));
printf ("===== %5 -=====\n", - func );

if (RK_wifi airkiss start(info.ssid, -info.psk) -<:0)
return;

err -=-pthread create(&tid, ‘NULL, -rk wifi config_thread, -&info);
if - (err) -{
printf ("Error -- -pthread create() -return-code: -%d\n", -err);
return; B

}

while (lwifi_state)
sleep (1) ;
} ‘«-end-rk wifi airkiss start-»

3.2.5 WeChat Network Configuration

You can use the mobile APP or scan the WeChat QR code to configure the network.

1. Mobile APP download address: https://iot.weixin.qq.com/wiki/document-download.html, enter the

download center -> WiFi device -> AirKiss debugging tool, download AirKissDebugger.apk
WiFig&

AirKissEA754% - T

Airkissififi T2 : T&

AirlinkiFi£T R : 7%

2. Scan the following QR code on WeChat. When configuring the network with the QR code, the phone must
be connected to Wi-Fi first, otherwise it will prompt: failed to search for the device, please turn on the

phone’s Wi-Fi and try again
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3.2.6 Operation Example

1. Take the APP as an example to explain the operation on the mobile phone. Open AirKissDebugger.apk,
enter the ssid and password, and the AESKey can leave empty. Click the send button, will prompt
"AirKissDebugger: Bingo" when the network configuration is successful

AirKissDe

sslebugger

“diaozhatian”

startAirKi

pwd=TTE

AirKissDebugger:Bingo

2. Command line execute: deviceio test wificonfig on the board side, enter 3 and press Enter to start

airkiss

network configuration

# deviceio test wificonfig
version:V1.2.1

*d#
01.
02.
03.
04.
05.
06.
07.

08.

Which

Please Input Your Test Command Index ####
ble wifi config start
~stop
| nfig start
air s wif onfig stop

Softapiaifi nfig start
softap wifi config stop
voiceprint wifi nfig start
voiceprint wifi config stop
would you 1li 3

rk wifi airk 3 _start

3. AirKiss started successfully
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Start
Airk

AirKiss complete: ssid "diaozhatian", pwd "7788123456", random 0xab5
ATRKISS STATUS COMPLETE
: esult () ok!

= 11, "pwd le

5. Network configuration is successful

wpa cli —-iwlanO status | grep wpa state: wpa ste
wpa cli —-iwlan(0 status | grep ip address: ip addr

Congratulation: wifi connected.
cted interface "wlanO'

cted interface "wlanO'

6. To start the network configuration again, you need to enter 4 to close the AirKiss network configuration;

then enter 3 to restart AirKiss and repeat the above network configuration process.

3.3 SoftAP Network Configuration
3.3.1 Introduction

First, use the Wi-Fi of the SDK board to create an AP hotspot and connect to the AP hotspot on the mobile
phone; second, obtain the currently scanned hotspot list of the SDK board through the mobile phone APK, and
fill in the password to connect to the AP on the mobile phone. The APK will send the AP's ssid and password to
the SDK board; finally, the SDK board will connect to Wi-Fi according to the received information.

SoftAP configuration network has been integrated into deviceio, and the interface is located in Rk _softap.h.

3.3.2 APP

APP is located in: /external/app/RockHome.apk

App source code is located in: /external/app/src/RockHome

3.3.3 Buildroot Configuration
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3.3.4 Interface Description

1. Start softap network configuration:
RK softap_ start(char* name, RK_SOFTAP SERVER TYPE server type)

¢ name: the name of the Wi-Fi hotspot, the prefix must be Rockchip-SoftAp
e server_type: network protocol type, currently, only supports TCP protocol

2. Stop softap network configuration

int RK _softap_ stop(void)

3. Registration status callback

RK_softap register callback (RK_SOFTAP STATE CALLBACK cb)

e Connecting to the network: RK_SOFTAP STATE CONNECTTING
e The network connection is successful: RK_SOFTAP_STATE SUCCESS
¢ Network connection failed: RK_SOFTAP_STATE FAIL

3.3.5 Sample Program

The path of the sample program is: external/deviceio/test/rk_wifi_test.c

Main interface:
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void rk wifi softap start(void *data)

rk_ wifi_ softap_stop(void *data)

Called in DevicelOTest.cpp.

3.3.6 Network Configuration Steps

1. First, make sure that the Wi-Fi service process is started. Enter on the serial port: ps | grep

wpa_supplicant, if it doesn't start, please start it manually:
wpa_ supplicant -B -i wlan0 -c /data/cfg/wpa supplicant.conf &

2. Execute deviceio test wificonfig inthe command line of the board, enter 5 and press Enter to start

SoftAP network configuration

ftap wi fi__
ftap wifi ¢
iceprint wifi
print wifi
you 1i 5
Current WiFi

cillall
killall
no pr

del
ommand
apd 19 i i £ wlanO up
Hostapd 19 i i ) add wlanl ty
[ 4794.] C 11-ERROR) wl_ cfg8 11 event i
[ 4794.191298] Register interface
(e} 191298

3. Open RockHome.apk, slide left to select the third option, enter the SoftAP network configuration mode,
click SEARCH DEVICES, scan for SoftAP devices named with Rockchip-SoftAp as the prefix
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4. Click the SoftAP device you want to connect to, start to connect to the device, when the device is connected

successfully, and there will be the following log on the board side:

wlanl: STA 94:87:e0:34:e6:fd IEEE 802.11: assocociated
wlanl: AP-STA-CONNECTED 94:87:e0:34:e6:fd

[ 5955.601561] CFGB0211-ERROR) wl cfg80211 change station : WLC SCB AUTHORIZE sta f1
ags_mask not set

5. When the device is successfully connected, enters the network configuration interface on the APK, click >>
to get the Wi-Fi list, select the Wi-Fi you want to connect to, enter the password, and click Confirm to start

the network configuration
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6. The board receives the ssid and psk and starts to connect to the network



TcpServer r buf:
POST /provision/wifiSetup HTTP/l 1
Content-T
ser—Ag )& i J; Android 8.1.0; MI 6X MIUI/V10.2.2.0.0DCCNXM)

s 123456", onnecting:0
RK | oOFTAP TATE PONNEfTTING

GET /provisic
Content-T
Android 8.1.0; MI 6X MIUIL/V10.2.2.0.0DCC

ept-Enc

64.2880 CFGB0Z211-ERROR) wl fg 211 connect : Connecting with64:09:80:0a:13:b
ssid "di zhatian”, len (11) channe

connect done d with 64: 3
0211-ERROR) wl cfg 11 determine vsdb mode Same Channel concur
is enabl
696452 ect done s ed with 64:09

8. After the network configuration is successful, disableWifiAp on the board side, the mobile phone APK

returns to the device search interface, and the log on the board side is as follows:

POST /provis
Content-T
: §.1.0; MI 6X MIUI/V10.2.2.0.0DCCNXM)

r“untent Lenqth

{"result":"1"}

OFTAP STATE SUCC

stapd 19: cmdli i = ostapd
wlanl: interf SABLED
wlanl: AP-STA-DIS ONNECTED 94 : ”7 e0:34: =
] 11-ERROR) wl __ 11 >]1 station : Disconnect STA : ff:ff:
3
Current WiFi Hostapd 19: cmdline = killall dnschip is AP6&255.

11-ERROR) wl_notify connect_ status_ap : event WLC E DEAUTH (5)

ostapd lQ i = ifconfig wlanl down
wlanl: AP-DIS ABLED
nl80211: deinit ifname=wlanl disabled 11b rat

9. If you want to start SoftAP network configuration again, you need to enter 6, press Enter to de-initialize

SoftAP, and then enter 5 to re-initialize SoftAP, and repeat the above network configuration steps.

3.4 Softap Web UI Configure Network

3.4.1 Introduction

The rule of the Softap Web UI network configuration is the same as the above SoftAP network configuration,
except that there is no need to install any APK on the mobile phone, connect to the hotspot, and then configure

the network in the browser directly.
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3.4.2 Code Directory

external/rk_webui/ (contains source code, startup script)
buildroot/package/boa/

buildroot/package/rockchip/tk_webui/ (including compilation script)

3.4.3 Buildroot Configuration

First, Buildroot selects BR2 PACKAGE _RK WEBUI = vy ,then saves the configuration and recompiles make

rk_webui to regenerate the new firmware.

There is no help available for this option.
Symbol: BR2_PACKAGE_RK_WEBUI [=y]
Type : boolean
Prompt: Rockchip web ui

Location:

-» Target packages
-> rockchip BSP packages (BR2_PACKAGE ROCKCHIP [=y])
Defined at package/rockchip/rk _webui/Config.in:1
Depends on: BR2_PACKAGE ROCKCHIP [=y]

3.4.4 Configure Network

1. After startup regularly, execute ps to ensure that the following 4 processes are started:

2. Open the setting interface of the phone and search for APs with Rockchip WebUI  prefix, such as
Rockchip WebUI 9604 (the last 4 number represents the last 4 number of the Wi-Fi MAC address of the

device, which is convenient to distinguish), and click connect:
< WLAN

WLAN

DLink880_5GHz

3. Open the mobile browser, enter: 192.168.88.1 (the browser will jump to /cgi-bin/home.c automatically),

then press Enter, the following interface appears:


af://n331
af://n335
af://n338

(D) 192.168.88.1/cqi-bin/home.c @

4. Click WiFi AP:

() 192.168.88.1/cgi-bin/wifi.cgi

&« Saved Access Points

Scan

Add Network

5. Click Scan:

O

() 192.168.88.1/cgi-bin/scan.cc

<« Scan Results

DLink8808H iH
ZainAP
TP-LINK_HKH

Caesar-AP

@ :

9) )

)

—
®

6. Click the Wi-Fi you want to connect, then enter the password and click Connect (Note: Due to the hardware
limitation of the Wi-Fi chip: When the current Wi-Fi connection such as TP-LINK HKH and its own
hotspot Rockchip WebUI XXXX are not in the same channel, it will cause the phone disconnected from

the hotspot, please reconnect to the hotspot to obtain the network configuration status)



(D 192.168.88.1/cal-bin/dialog.e [0
&« TP-LINK_HKH

BSSID:
De:21:6a:c8:6f 7
Frequency:
2462Mhz
Security:

[WPA-PSK-CCMP][WPA2-PSK-CCMP]
[ESS]

CER YIS BWIFIR SR EARE
Ei S SBAANTT, EEMTEsetting
ﬁﬁﬁi&ﬂﬁ, LI ENAC IR

7. Reconnect the phone to the hotspot, click refresh, you can see that it is connected (and supports forget and

disconnect operations)

® 192.168.88.1/cgi-bin/wificgi (@) 3

«— Saved Access Points

Scan

TP-LINK_HKH Connected  Forget  Disconnect

Add Network

HE: YEEEHEWFRARTEEREENSSEG-HTF, WER
EsettingMEER A, LIENERMRE.
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