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1. BEA

OTP NVM (One Time Programmable Non-Volatile Memory), B[R R]4mfE—IRMHAES KA, 1E XS EE,
FLASH 7] 2 X185,

OTP X K EX R N X (Secure OTP) FIIEZ4X (Non-Secure OTP) , FEZEMHHE (HlE0U-
Boot, UserSpace) AJ AEIZIZENAEZ £XEE, (HRELNERERE 22 XEHE, —RBUEEIRA 27
FLeXiE, AAEZeMHAE (FHliiMiniloader/SPL, OP-TEE) A] ABE #1535 % 2XIHOTP,

KTz et FAAE L 2 TS Y K TrustZone FITEERTIR, Hi71E2%
{Rockchip_Developer_Guide_TEE_SDK_CN.md) 3¢ ARM & /7% #l,

2. Non-Secure OTP

2.1 OTP Layout
RK ¥ Non-Secure OTP Layout G5 EEAMHR], K/NHRES L TR
2.1.1 RV1126/RV1109

RV1126/RV 1109 Non-Secure OTP Ffi fH 5 1-1 FirR:

Type Range [bytes] Description

SYSTEM 0x000 ~ 0xOFF system info, read only

OEM 0x100 ~ Ox1EF oem zone for customized
RESERVED 0x1F0 ~ Ox1F7 reserved

WP 0x1F8 ~ 0x1FF write protection for oem zone

%% 1-1 RV1126/RV1109 Non-Secure OTP Layout

2.2 OEM Zone

RK ‘&5 OTP Miifd OEM XM, J7{E% 7B e EdE, than: $55, MAC ik, ™mEE%, &
WFRE SIS APL AT OEM XEUHATINE . 2% OTP Layout KL FA OEM SZHHE M, Hhan:
RV1126[1) OTP_OEM_OFFSET >4 0x100, RANGE 24 0x100 ~ 0x1EF, TOTAL SIZE 4 240 bytes,
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2.2.1 OEM Read

/%
* @offset: offset from oem base
* @buf: buf to store data which read from oem
* @len: data len in bytes
*/
int rockchip_otp_oem_read(int offset, char *buf, int 1len)

{
int fd = 0, ret = 0;

fd = open("/sys/bus/nvmem/devices/rockchip-otp@/nvmem", O_RDONLY);
if (fd < 0)
return -1;

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK_SET);
if (ret < 0)
goto out;

ret = read(fd, buf, len);
out:
close(fd);

return ret;

2.2.2 OEM Write

1, B2 OEM Write RTE[THR ZEREE TR, HHUZERIRT

int rockchip_otp_enable_write(void)

{
char magic[] = "1380926283";

int fd, ret;

fd = open("/sys/module/nvmem_rockchip_otp/parameters/rockchip_otp_wr_magic",
O_WRONLY);
if (fd < 0)
return -1;

ret = write(fd, magic, 10);
close(fd);

return ret;

2, HAREIRR N RIS TR EAT TN, SRS ANERERICE R, NSRS R RHE S IER
JEAERL

/*
* @offset: offset from oem base, MUST be 4 bytes aligned
* @buf: data buf for write
* @len: data len in bytes, MUST be 4 bytes aligned
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*/
int

{

out:

rockchip_otp_oem_write(int offset, char *buf, int len)

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if (len % 4)
return -1;

fd = open("/sys/bus/nvmem/devices/rockchip-otp®/nvmem", O_WRONLY);

if (fd < 0)
return -1;

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK SET);

if (ret < 0)
goto out;

ret = write(fd, buf, 1len);

close(fd);

return ret;

2.2.3 Demo

1, OEM X3 w20 EE A 0~ 15

void demo(void)

{

char buf[16] = { 0o, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12,

int ret = 0;
ret = rockchip_otp_enable_write();
if (ret < 0)

return ret;

rockchip_otp_oem_write(0, buf, 16);

13, 14, 15 };

2, JEJF OEM Read 83 hexdump P EELR, W N NEBLMLSEE OEM XIHEHE

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp@/nvmem
00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37 00
00000010 00 00 00 00 10 25 16 12 2f 0e Of 00 08 00
00000020 00 OO0 0O eO Oa el OGa l1le 0O 0O OO OO GO 0O
00000030 OO0 00 OO OO OO OO0 OO0 GO 0O OO0 OO 00 00 66

*

00000100 00 01 02 03 04 05 06 07 08 09 0a Ob 6C Od
00000110 00 00 0O OO0 00 0O GO GO 060 00 00 00 00 60

*

000001e@ OO0 00 0O 0O OO OO0 OO0 GO 00 0O 00 00 00 00
000001f0 00 00 00 00 OO GO GO GO Of 00 00 00 00 00

00
00
00
00

Oe
00

00
00

00
00
00
00

of
00

00
00
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3. Secure OTP

Secure OTPH i B§ Z ff RG] OEM ZonelX 38 FH AT & FH P AR FH 785K o

3.1 Protected OEM Zone

ZOEM Zone X BN &84 TfEOP-TEE OS_I-f &2 Trust Application(TAN ) i fH, & et Rk ERE
5 1ZX0EM ZonelX 1, NERFZRLAAEZL 2 AR BUREHREEIEHIZOEM Zonel X8, RK3588FHif3L
F#X 4] Protected OEM Zone %¢5 WIRE, —HXMARE IRE, ¥ ILIEFERRS Protected OEM Zone,

311 XHTA
Platform Protected OEM Zone Size Support Write Lock
RV1126/RV1109 2048 Bytes Not Support
RK3308/RK3326/RK3358 64 Bytes Not Support
RK3566/RK3568 224 Bytes Not Support
RK3588 1536 Bytes Support

3.1.2 5Tk

P d454:2% (Rockchip_Developer_Guide_ TEE_SDK_CN.md) X4, ZWi%i&17 rk_tee_user/ H3% FHJCA
TANH, Demol&Zrk_tee_user/v2/ta/rk_test/rktest_otp.c, Firktest_otp.c XX ATELEN] EHEEAETAHIEFH DA
N EREETA],

FREX Protected OEM Zone Size

static TEE_Result get_oem_otp_size(uint32_t *size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0Ox3f8e, 0x434f,
{ Ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0x4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
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return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_OUTPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_InvokeTACommand(sta_session, 0, 160, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

}

*size = taParams[0].value.a;

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

12HY Protected OEM Zone

/*

* read_offset: {WEEXFEIMO - (size - 1)
* read_data: ZEUBEMHHTAHE LS

* read_data_size: BEEUKE, PAFTNEAN
*/

static TEE_Result read_oem_otp(uint32_t read_offset, uint8_t *read_data, uint32_t

read_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,



TEE_PARAM_TYPE_NONE) ;

taParams[0] .value.a = read_offset;
taParams[1].memref.buffer = read_data;
taParams[1].memref.size = read_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 130, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

)55 Protected OEM Zone

/%
* write_offset: {WBXEIMO - (size - 1)
* write_data: ZEUEMATAHE AT R
* write_data_size: W5 KE, AFINEA
*/
static TEE_Result write_oem_otp(uint32_t write_offset, uint8 t *write_data,
uint32_t write_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0Ox40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = write_offset;



taParams[1].memref.buffer = write_data;
taParams[1].memref.size = write_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 140, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

S [4] Protected OEM Zone %¢5 Y1HE

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

3

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_oem_otp_write_lock(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, O0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = OEM_OTP_WRITE_LOCK;

//disable Protected OEM Zone write from 0 to 511

taParams[0].value.b = 0;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);



if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

//disable Protected OEM Zone write from 512 to 1023

taParams[0].value.b = 1;

res = TEE_InvokeTACommand(sta_session, ©, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned 0Ox%x\n", res);

//disable Protected OEM Zone write from 1024 to 1535

taParams[0].value.b = 2;

res = TEE_InvokeTACommand(sta_session, ©, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

AR TA f#H Protected OEM Zone % Demo:

TEE_Result demo_for_oem_otp(void)

{

TEE_Result res = TEE_SUCCESS;
uint32_t otp_size = 0;

res = get_oem_otp_size(&otp_size);

if (res != TEE_SUCCESS) {
EMSG("get_oem_otp_size failed with code 0x%x", res);
return res;

}
IMSG("The OEM Zone size is %d byte.", otp_size);

uint32_t write_len = 2;
uint8 t write_data[2]
uint32_t write_offset

I~

{0xaa, Oxaa};
0;

res = write_oem_otp(write_offset, write_data, write_len);
if (res !'= TEE_SUCCESS) {
EMSG("write_oem_otp failed with code Ox%x", res);
return res;

}

nParamTypes,

nParamTypes,

IMSG("write_oem_otp succes with data: 0x%x, Ox%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;



uint8 t read_data[2];
uint32_t read_offset = 0;

res = read_oem_otp(read_offset, read_data, read_len);
if (res != TEE_SUCCESS) {
EMSG("read_oem_otp failed with code Ox%x", res);
return res;

}

IMSG("read_oem_otp succes with data: 0x%x, Ox%x", read_data[0],
read_data[1]);

return res;

3.2 Non-Protected OEM Zone

1%OEM ZoneXIHA] DA#U-BootfUserSpacell [, #iESRZBEIELZ 2 ARNTFH,

1 F"Non-Secure OTPIXIFEYNPAR %2 e K2R AE 5K, H Fi{XE 721 & Non-Secure OTPH Tl OEM Zone[X
13, ¥ Non-Secure OTP{H Tl FHOEM Zone X3 F-&, HI/ XA EU-BootHlUserSpacel$:5 OTPHY 7
3K, ATCAHEFIZ0EM Zone[X 38,

3.2.1 ZFPEE

Platform Non-Protected OEM Zone Size
RK3308/RK3326/RK3358/RK3566/RK3568/RK3588 64 Bytes
3.2.2 {5 A

U-Boot i$2HX Non-Protected OEM Zone, 1% u-boot/lib/optee_clientApi/OpteeClientInterface.c #
trusty_read_oem_ns_otp BRIER

U-Boot /%5 Non-Protected OEM Zone, i&J&H] u-boot/lib/optee_clientApi/OpteeClientInterface.c -
trusty_write_oem_ns_otp PR,

PARZ2U-Boot {# ] Non-Protected OEM Zone 2% Demo:

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2;
uint8_t write_data[2] = {0xbb, Oxbb};
uint32_t write_offset = 0;

res = trusty_write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("trusty_write_oem_ns_otp failed with code 0x%x", res);
return res;
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printf("trusty_write_oem_ns_otp succes with data: 0x%x, 0x%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = trusty_read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {

printf("trusty_read_oem_ns_otp failed with code 0x%x", res);

return res;

}

printf("trusty_read_oem_ns_otp succes with data: Ox%x, 0x%x", read_data[0],
read_data[1]);

return res;

UserSpace i #5552 % (Rockchip_Developer_Guide_ TEE_SDK_CN.md) 1%, #mi¥ rk_tee_user/ Hk
THICANH, RIEIECAHZSH

rk_tee_user/v2/host/rk_test/rktest.c ' invoke_otp_ns_read F1 invoke_otp_ns_write FRIEXAISCEN, 5035 B
FH DA eRE BN AT

#define STORAGE_CMD_READ_OEM_NS_OTP 13
/* byte off XHM 0 - (size - 1) */
static uint32_t read_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_len)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dds,
{ 0xb3, 0x2f, Oxb3, 0x4b, Oxce, Oxeb, Oxc4, 0x71 } };
const TEEC_UUID *uuid = &storage_uuid;

//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out;

//[3] Start invoke command to the TEE application.

memset (&operation, 0, sizeof(TEEC_Operation));

operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,
TEEC_MEMREF_TEMP_OUTPUT,



TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;
operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_READ_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= Ox%x\n", res);
goto out1l;

printf("Read OK.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res;

#define STORAGE_CMD_WRITE_OEM_NS_OTP 12
/* byte off X[EIM 0 - (size - 1) */
static uint32_t write_oem_ns_otp(uint32_t byte_off, uint8_t *byte_buf, uint32_t
byte_len)
{
TEEC_Result res = TEEC_SUCCESS;
uint32_t error_origin = 0;
TEEC_Context contex;
TEEC_Session session;
TEEC_Operation operation;
const TEEC_UUID storage_uuid = { 0x2d26d8a8, 0x5134, 0x4dd8,
{ O0xb3, ox2f, Oxb3, Ox4b, Oxce, Oxeb, 0xc4, Ox71 } };
const TEEC_UUID *uuid = &storage_uuid;

//[1] Connect to TEE

res = TEEC_InitializeContext(NULL, &contex);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
return res;

//[2] Open session with TEE application
res = TEEC_OpenSession(&contex, &session, uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &error_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin Ox%x\n",
res, error_origin);
goto out,;

//[3] Start invoke command to the TEE application.
memset (&operation, 0, sizeof(TEEC_Operation));
operation.paramTypes = TEEC_PARAM_TYPES(TEEC_VALUE_INPUT,
TEEC_MEMREF_TEMP_INPUT,
TEEC_NONE, TEEC_NONE);
operation.params[0].value.a = byte_off;
operation.params[1].tmpref.size = byte_len;



operation.params[1].tmpref.buffer = (void *)byte_buf;

res = TEEC_InvokeCommand(&session, STORAGE_CMD_WRITE_OEM_NS_OTP,
&operation, &error_origin);
if (res != TEEC_SUCCESS) {
printf("InvokeCommand ERR! res= Ox%x\n", res);
goto outl,

printf("write OK.\n");
outl:
TEEC_CloseSession(&session);
out:
TEEC_FinalizeContext(&contex);
return res,;

AR ZUserSpace f# i Non-Protected OEM Zone 2% Demo:

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2;
uint8_ t write_data[2]
uint32_t write_offset

I~

{0xbb, 0xbb};
0;

res = write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("write_oem_ns_otp failed with code 0x%x", res);
return res,;
}
printf("write_oem_ns_otp succes with data: Ox%x, 0x%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {
printf("read_oem_ns_otp failed with code 0x%x", res);
return res;

}

printf("read_oem_ns_otp succes with data: 0x%x, 0x%x", read_data[0],
read_data[1]);

return res;

3.3 OEM Cipher Key

ZOEM ZoneXIH THMEH P %H, BH—HS AARAER, AP RS ARG T U E S HH T
Rt lE, NRIEEAARNEE, RSGHIBMRERINEAERIED, REREOMEER O] PAEU-Boot
FlUserSpaceifd F,
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3.3.1 3ZFPEH

Platform OEM Cipher Key Length

Is Support
Hardware Read

RK_OEM_OTP_KEYO0-3 (16 or 32 Bytes),

RV1126/RV1109 Not Support
RK_OEM_OTP_KEY_FW(16 Bytes)
RK3566/RK3568  RK_OEM_OTP_KEYO0-3 (16 or 24 or 32 Bytes) Not Support
RK3588 RK_OEM_OTP_KEY0-3 (16 or 24 or 32 Bytes) Support
3.3.2 fEH 51k

U-Boot %%5 OEM Cipher Key, &M u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty_write_oem_otp_key BRIEY

PRIEY uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id, uint8_t *byte_buf, uint32_t
byte_len)H key_id £5F41 R :

enum RK_OEM_OTP_KEYID

3

RK_OEM_OTP_KEYO =
RK_OEM_OTP_KEY1 =
RK_OEM_OTP_KEY2 =
RK_OEM_OTP_KEY3
RK_OEM_OTP_KEY_FW = 10, //keyid of fw_encryption_key
RK_OEM_OTP_KEYMAX

~

W N P O ™M
~

~

FIRFEEY RS RK_OEM_OTP_KEY0, RK_OEM_OTP_KEY1, RK_OEM_OTP_KEY2,
RK_OEM_OTP_KEY3; RV1126/RV1109 F-& AN H:S RK_OEM_OTP_KEY_FW %41,
RK_OEM_OTP_KEY_FW Z4HFEZH T BootROM fi#% Loader [EfF, F U A] DA % Z ALY 5551
PR R Kernel [E4F,

AR /2U-Bootk#’5 OEM Cipher Key % Demo:

uint32_t demo_for_trusty write_oem_otp_key(void)

{

uint32_t res;

uint8_t key[16] = {
0x53, 0x46, Ox1f, 0x93, 0Ox4b, 0x16, Ox00, 0x28,
Oxcc, 0x34, Oxbl, 0x37, O0x30, Oxa4, O0x72, Ox66,

B

res = trusty write_oem_otp_key(RK_OEM_OTP_KEYO, key, sizeof(key));
if (res)

printf("test trusty write_oem_otp_key fail! 0x%08x\n", res);
else

printf("test trusty write_oem_otp_key success.\n");
return res,;
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U-Boot Wi 275 E£2%¢5 OEM Cipher Key, 1&1d] u-boot/lib/optee_clientApi/OpteeClientInterface.c Hf
trusty_oem_otp_key_is_written PR,

PAR /2 U-BootH| W2 & E.4846%45 OEM Cipher Key 2% Demo:

void demo_for_trusty_oem_otp_key_is written(void)

{

uint8_t value;
uint32_t res = trusty_oem_otp_key_is_written(RK_OEM_OTP_KEYO, &value);
if (res == TEEC_SUCCESS) {
printf("oem otp key is %s", value ? "written" : "empty");
} else {
printf("access oem otp key fail!");

H A RK3588 & 1037 HF Hardware Read Ji8E, H 0] BUEMA u-
boot/lib/optee_clientApi/OpteeClientInterface.c H trusty_set_oem_hr_otp_read_lock K%,

VFIZR 8 CPUK TR T %5, BASIR A N IR L kL et FNES, KFI%H5CPU
FRESH E Y, MR DAE S B0Z 2 HIE S cryptof A TINfR BI85,  ZTRK3588 /N2
RK_OEM_OTP_KEY0, RK_OEM_OTP_KEY1, RK_OEM_OTP_KEY2, £ii/Hi%H%lm 8% CPU Xf
oTP HhZHEny 5 IR, L Secure Boot, Security Level 5551 R 2SS IR, Fr LU P77 ZiA
JGEASHEGOTP GG PV 1% 5L, #RK35881L/HHI/ERK_OEM_OTP_KEY3M, JiHIZHEAZ
FENHOT P s 54 117 1525 LR,

PATR 2 RK3588 & U-Boot {4l Hardware Read THHES# Demo:

uint32_t demo_for_trusty set_oem_hr_otp_read_lock(void)

{

uint32_t res;

res = trusty_set_oem_hr_otp_read_lock(RK_OEM_OTP_KEYOQ);
if (res)
printf("test trusty set_oem_hr_otp_read_lock fail! 0x%08x\n", res);
else
printf("test trusty_set_oem_hr_otp_read_lock success.\n");
return res;

U-Boot fifiHOEM Cipher Key# {7 421E, 158 u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_oem_otp_key_cipher A%,

PR /Z2U-Boot{# fl OEM Cipher Key £% Demo:

uint32_t demo_for_trusty_oem_otp_key_cipher(void)

{

uint32_t res;

rk_cipher_config config;

uintptr_t src_phys_addr, dest_phys_addr;
uint32_t key_id = RK_OEM_OTP_KEYO;
uint32_t key_len = 16;

uint32_t algo = RK_ALGO_AES;

uint32_t mode = RK_CIPHER_MODE_CBC;
uint32_t operation = RK_MODE_ENCRYPT;
uint8_t iv[16] = {



0x10, 0x44, 0x80, 0xb3, 0x88, Ox5f, 0x02, 0x03,
0x05, 0x21, 0x07, Oxc9, 0x44, 0x00, Ox1lb, 0x80,
3
uint8_t inout[16] = {
Oxc9, 0x07, 0x21, 0x05, Ox80, 0x1lb, 0x00, 0x44,
Oxac, 0x13, Oxfb, 0x23, 0x93, 0x4a, 0x66, Oxe4,
3

uint32_t data_len = sizeof(inout);

config.algo = algo;

config.mode = mode;
config.operation = operation;
config.key_len = key_len;
config.reserved = NULL;
memcpy(config.iv, iv, sizeof(iv));

src_phys_addr = (uintptr_t)inout;
dest_phys_addr = src_phys_addr;

res = trusty_oem_otp_key_cipher(key_id, &config,
src_phys_addr,
dest_phys_addr,
data_len);
if (res)
printf("test trusty oem_otp_key_phys cipher fail! 0x%08x\n", res);
else
printf("test trusty_oem_otp_key_ phys_cipher success.\n");

return res;

UserSpace Jiiil%e’5 F1{# | OEM Cipher Key 55 U-Boot ¥ti2{ll, EHIERHIIZF LA U-Boot K85 AIfEH
OEM Cipher Key %

UserSpace H %5 f1{# F| OEM Cipher Key 15Z%# librkcrypto/demo/demo_otpkey.c, librkcryptoiRA 1L
4 (Rockchip_Developer_Guide_Crypto_ HWRNG_CN.pdf) ZRiAE 4K EISDKH,

Android* - librkcryptoli#7Ehardware/rockchip/ H 3% o

Linux*F-55: librkcryptoRf fEexternal/ H 3% o
3.4 OTP Life Cycle
55 X FFOTP Life Cycle, HAEHZZEHIOTPHEIELE AR A ay & B BB R E I AR

3.4.1 ZFPEE
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Platform OTP Life Cycle Type B

BlankF BB B Em RS R, Missioned[¥ B
REPIR AR, BEBRMRGER, SR
B AT DAEREE ANMRARRE B, AFRAXBR T B ANRE
RK3588 Blank/Tested/Provisioned/Missioned ¥ ANEIBRIT B, 57t IN /& Provisionedf
B, OEMW] LUEEHE AMissionedfT B, OEMM
Provisioned1 Bt AMissionedM R 5, &5
OTPEHE R G ARG A LA,

3.4.2 PURAS B

PARHRK3588 OTPAE Provisionedit B FMissioned i BX YR E RFRFIR, HH RwW £RA[EE, R RRH
I
B Provisioned Missioned i

Secure e
# F P 3 Z i Secure BootZfE, T E I A Secure BootHIAE /G A RE B EROTP

Boot 1
Enabl RW R Life Cycle, Secure Booti¥ I
nable
- <<R0ckchip_Developer_Guide_Secure_Boot_Application_Note_EN.Ind>>
ag
RSA
Public RW R Ik
Hash
Securit P RIS 7 AR IRE, 7RSI Security Level |54 E B LOTP
ecuri
Level Y RW R Life Cycle, Security Levelil. {Rockchip_Developer_Guide_TEE_SDK_CN)
eve
PLE
OEM s gy
. TEERE Y X , .
Cipher RW IR £ OEM Cipher Key F& i
Key0-2
Fw N
) TCE N . SN L2 s i
encryption ~ RW - FZH T IN% Loader[&EfF, BootRom/H N} B 210 F %2 H 2
key
3.4.3 5L

H AT OTP Life Cycle REEFE L2 MBI, FE R OTP Life Cycle Provisioned[ B¢ P 5 Missioned [t
B, HP#&EE2% (Rockchip_Developer_Guide TEE_SDK_CN.md) XA4Y4, ZWi¥I&17 rk_tee_user/ H% T
HICA TANH, SASFETAHEFH DA BB AT,

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

}

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_otp_life_cycle_to_missioned(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,

{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0x4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;


af://n239
af://n272

TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, O, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = LIFE_CYCLE_TO_MISSIONED;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;



	Rockchip OTP 开发指南
	概述
	Non-Secure OTP
	OTP Layout
	RV1126/RV1109

	OEM Zone
	OEM Read
	OEM Write
	Demo


	Secure OTP
	Protected OEM Zone
	支持平台
	使用方法

	Non-Protected OEM Zone
	支持平台
	使用方法

	OEM Cipher Key
	支持平台
	使用方法

	OTP Life Cycle
	支持平台
	权限变更
	使用方法




