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1. Chapter-1 JLRl R/

1.1 Feature

v2017(next-dev) 5& RK M U-Boot ‘B /7 v2017.09 IEXMAFTIHKIETHLIRA, HETESX#HF RK
FiE ERAEE S, RN EER:

e ZF¥F RK Android [&E#/53);

o X#F Android AOSP [EIfF/550);

o Z#F Linux Distro [E/53];

o Z#F Rockchip miniloader F1 SPL/TPL ##f Pre-loader 5|5;

o XF¥FLVDS. EDP, MIPI, HDMI, CVBS, RGB % % Ri&#;

o X#FeMMC. Nand Flash, SPINand flash, SPI NOR flash, SD £, U &S1EMIRLEE;

o XF}FAT, EXT2. EXT4 X{FRSE;

o ¥ GPT. RK parameter 77[X3%;

o XFHFHLLOGO. FEHFHE, [RFER. FMIFEM;

e SZFFI2C. PMIC. CHARGE. FUEL GUAGE, USB. GPIO. PWM. GMAC, eMMC. NAND,
Interrupt %

o SZ¥F Vendor storage PR17F - VR FIELE ;

o 37+ RockUSB F Google Fastboot il USB gadget %¢5 eMMC;

o ¢ ¥F Mass storage, ethernet, HID % USB 4% ;

o THEEIHEFIRST AL kernel DTB;

1.2 Version

RK [ U-Boot — B MRA : v2014[HRAFIV201 78 A, AER4FR B Arkdevelopfinext-dev,
FAEHRN T RN HU-Boot& & Nv201 7R AR,

FiR1: FIAME H EMakefile R A B2 45 42017,
#

## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

JIR2: AT — 17 ESXFTEHIZE S N U-Boot 2017.09,

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)


af://n366
af://n367
af://n398

WiEHR: v2017 018 Hoe B #r 2 Github:  https:/github.com/rockchip-linux/u-boot

PIRZRRAS . v201 75 SKRRKAZ IR >= 4.4

1.3 DM

DM (Driver Model) f& U-Boot FfEfY device-driver FF &5 FR kernel [ device-driver B EH 2540,
v2017hRAHLESE DM HEZEH A& DREREH, IS Je b DM SRy, T DM BRI S B,

README:

./doc/driver-model/README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,
4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level
interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

T A4 -

o uclass: BT
e driver: Xz
e device: &

MRS :

./drivers/core/

1.4 Security

U-BootfEARM TrustZonelJ 2 2K Z H )& T Non-Secure World, FoiEBEZH IFEMZ 2R IRE Q0: %4
memory, &% otp, efuse...) , FZAEH] trust FHFEEiAl, RKFEH _EU-BootHICPUIBT T

32fiFA: Non-Secure PL1
64fiF&: EL2(Always be Non-Secure)


https://github.com/rockchip-linux/u-boot
af://n407
af://n422

1.5 Boot-order

RKFA MBI Loader RIS AIFR, HATHMEHR:

// HiZkloader A

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZkloader ik

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL fH24F ddr bin, SPL #H24F miniloader, TPL+SPL HJZH& 58] 7R RK [4]7# ddr.bin+miniloader —%X
HIThRE, AIMHE R,

1.6 Driver-probe

U-Boot 85| A\ T device-driverJF & B8 (HFTIAIL T A2 Bkerel BRFE H 80 % 2 EL 3 Mt device-driverf
probe, driverf¥probe#4Zi A 7 E8NE A RS, #EOWF:

int uclass_get_device(enum uclass_id id, int index, struct udevice **devp);
int uclass_get_device_by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass_get_device_by seq(enum uclass_id id, int seq, struct udevice **devp);
int uclass_get_device_by of_offset(enum uclass_id id, int node, struct udevice
**devp);
int uclass_get_device_by ofnode(enum uclass_id id, ofnode node, struct udevice
**devp);
int uclass_get_device_by phandle_id(enum uclass_id id,
int phandle_id, struct udevice **devp);
int uclass_get_device_by_phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass_get_device_by driver(enum uclass_id id,
const struct driver *drv, struct udevice **devp);
int uclass_get_device_tail(struct udevice *dev, int ret, struct udevice **devp);

BRI LU

int device_probe(struct udevice *dev); // B —EE TRAEESLEL!

1.7 Shell

U-Bootf¥Shelll{CLI(cmdline line interface), Elan<47#X, H A DAMRYE B 7% K HE X CMD, CMDER
TIESShelliH, IEHEEIT run_command () I run_command_list () PAMRAZAIEE R,

int run_command(const char *cmd, int flag)
int run_command_list(const char *cmd, int 1len, int flag)


af://n425
af://n429
af://n434

1.8 Boot-Command

U-Boot 1xZ&J# i CONFIG_BOOTCOMMAND & X MY /H 812 5] Fkernel, TEH1T CONFIG_BOOTCMD Z HiiIAZ:
AAT CONFIG_PREBOOT HiJHizhan4, EHEIXMmPEN N,

1.9 TPL/SPL/U-Boot-proper

U-Boot Jl I {# FI A RIS 9w i3 25 4 ] DA IRl — B AR B = R R [RI D BEAY Loader:  TPL/SPL/U-Boot-

propers
TPL(Tiny Program Loader)#1 SPL(Secondary Program Loader) & Lt U-Boot B 5[ B Loader:

e TPL: JB1T1E sram H, TSR ddr #IUE1L;

o SPL: IBfTTE ddr #, TATHFEARGM lowlevel #FIGAIL. TG EEMZEL (trust.img 1 uboot.img) ;

e U-Boot proper: J&{77Eddr™, BIEATEHE i U-Boot", E315]Fkernel;

1iPH: U-Boot proper IX— Wik FEEN TH SPL X0H, HTF I, FEE T2 U-
Boot proper FA TS I F74 U-Boot,

SERTEES

BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

N

H%2°%: doc/README.TPL 1 doc/README.SPL

1.10 Build-Output

U-Bootdr I G SFEMR HR N — L EZ X CGZRFTPL/SPLYRIER A4 H TPL/SPLIVAE X ) -

// U-BootRiEk

./u-boot.map // MAPFEXfF

./u-boot.sym // SYMBOLFE

./u-boot // ELFXfF, KEAZBvmlinux (B! )
./u-boot.dtb // u-bootHEMdtb

./u-boot.bin // AIPAT ISR, S TE R uboot L imgH TS

// SPLIE:

./spl/u-boot-spl.map // MAPFE X

./spl/u-boot-spl.sym // SYMBOLFE X

./spl/u-boot-spl // ELFXfE, KENZvmlinux (EE! )
./spl/u-boot-spl.dtb // splECHdtb3Zff

./spl/u-boot-spl.bin /7 AIHAT RS, SdTE R loader HT RS

// TPLETEE

./tpl/u-boot-tpl.map // MAPFE X

./tpl/u-boot-tpl.sym // SYMBOLZE S

./tpl/u-boot-tpl // ELFXfF, KFEMZRvnlinux (EZ! )
./tpl/u-boot-tpl.dtb // tplECHdtb

./tpl/u-boot-tpl.bin /7 AIHIT IS, SdTER loader TS
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1.11 Environment-Variables

ENV(Environment-Variables) f&U-Boot X i) — & R EFAM L1877 2, R 2T —5KHASHILET
7, HEH P REHE D SEHE- SR (F R TE B,

EVN @ HHTE X EFEEEESE: EfFmEstit, WMZECE (ipaddr. serverip) . bootcmd, bootargs
%, R AIDAMEMG2AT NMEMH printenv a2 4TEIHIK,

o FPANERE T INENVEGE LA FRIA T E -
o ENVEWHEINIRTU-Bootfdifl, TIEERBIEIRLNE, WML E BN
o FFERTPUEIL U-Boott it fw_printenv T B/ M ENVEHE

RK ‘& |k ENV BUERITEMEHBIER A/ NE AR (Bah: =19)

if ARCH_ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS_IN_UBI

depends on !ENV_IS NOWHERE
default Ox3f8000

help
Offset from the start of the device (or partition)

config ENV_SIZE
hex

default 0x8000

help
Size of the environment storage area

endif

1.12 U-Boot DTS

U-Bootf H C.IDTS X, ZmiElt<s B a4 BAHMNPIDTB XX, #aIN#Eu-bootbin KB, XHHR:
arch/arm/dts/

FHEEBAREEHMANDTS U, 8T defconfigH ) CONFIG_DEFAULT_DEVICE_TREE f5iE.

1.13 Relocation

BEAFVBEE, U-BootH i —2¢fbootloader/NELZIDRAMPIRHIIE, U-Boot5Ekboard_f.c HIRIE/G 2
U CEEMEINERBRENTE L E (Ff Nrelocation, X MHERIEU-BootNfEF BTE) , 58
frelocationFHEK L 5E A board_r.c IMAZ, A PUE FHIE EIRA:
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U-Boot 2017.09-gabfdic5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, Oxfe660000

DRAM: 2 GiB

Sysmem: init

// relocateZ|ddr &l {wfE0x7d304000 kL, RN, NEHMrelocation,
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment



2. Chapter-2 RKZEH
RSB AARK T L — BB, feanures,
21005

EXFTE T A BRI S/ MICONFIG_BL BN, 21818)d make menuconfig B I /E /5%,
FRAEZ SRk, EiEE AE W CONFIG_BL B Ui,

177 B % AE defconfigh FF /5/55 AICONFIG_BC B I, 85K A K configH e X FIEL B AK i ¢ 22 11 3. config
AR,

F Hrdefconfight % i il make savedefconfig 7730

2.2 FEXfF

FEHR:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
./board/rockchip/

./include/configs/

defconfig H 3% :
./configs/
BRI

./arch/arm/mach-rockchip/board.c

2.3 EHHECE

HCE S
FFENECEIRT, SR0EFE A TW N LMIE:
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[/ BPERIUE OFREBEHATEBL)
./arch/arm/mach-rockchip/Kconfig
./include/configs/rockchip-common.h

// BFEME, PARK33994Hi
./include/configs/rk3399_common.h
./include/configs/evb_rk3399.h
./configs/rk3399_defconfig

BB A :
§D1<%+Xﬁrockchqyconunonlk rkxxx_common.h. evb_rkxxx.h & X B TN B 45 H 1A,

« RKIMG_DET_BOOTDEV: fFEAIHRMaS, DUBE NIRRT 77 IR Y A2 i s 28

e RKIMG_BOOTCOMMAND: kernel J38)4>;

e ENV_MEM_LAYOUT_SETTINGS: [Effhn#tiil, €146 ramdisk/fdt/kernel;

e PARTS_DEFAULT: ERIAHI GPT 73[X3R, TERLLIGM T, UEMEHERA KA GPT 7y X RN

BEH
o ROCKCHIP_DEVICE_SETTINGS: ANZtHXm4, FEZEE stdio (—K%SHE B REREsI0m
~ ’

e BOOTENV: distro /7 2\/84/ linux I /S80S R M @4 ;

e CONFIG_SYS_MALLOC_LEN: malloc N1FitA/N;

o CONFIG_SYS_TEXT_BASE: U-Boot i&{THICiAHbAL;

e CONFIG_BOOTCOMMAND: J&Ealai4, —M#E XN RKIMG_BOOTCOMMAND;

e CONFIG_PREBOOT: Widshai<>, 1£ CONFIG_BOOTCOMMAND Hi#H1T;

e CONFIG_SYS_MMC_ENV_DEV: MMC £y ENV &/ B #Y dev num, —f72 0;

0 R PA RK3399 A3 715 AR -

J/include/configs/rockchip-common.h:

#define RKIMG_DET_BOOTDEV \ /7 BASTRIN S A A (2 A

"rkimg_bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev O; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \e"

#define RKIMG_BOOTCOMMAND \

"boot_android ${devtype} ${devnum};" \ // Jashandroidig =& ¢
"bootrkp;" \ // JABHRKASZ[E
"run distro_bootcmd;" // Jashlinux[EF

#ifndef CONFIG_SPL_BUILD



#define ENV_MEM_LAYOUT_SETTINGS \ /7 Rtk
"scriptaddr=0x00500000\0" \
"pxefile_addr_r=0x00600000\0" \
"fdt_addr_r=0x01f00000\0" \

"kernel addr_r=0x02080000\0" \
"ramdisk_addr_r=0x0a200000\0"

#include <config_distro_bootcmd.h>

#define CONFIG_EXTRA_ENV_SETTINGS \
ENV_MEM_LAYOUT_SETTINGS \
"partitions=" PARTS_DEFAULT \ /7 BRIARIGPT /3 X5
ROCKCHIP_DEVICE_SETTINGS \
RKIMG_DET_BOOTDEV \

BOOTENV // BETinuxi B EENE &R G4
#endif
#define CONFIG_PREBOOT // 7ECONFIG_BOOTCOMMAND Z Fitl T I 5 5
AN
£

#ifndef CONFIG_SPL_BUILD

#undef CONFIG_BOOTCOMMAND

#define CONFIG_BOOTCOMMAND RKIMG_BOOTCOMMAND // fEX B4 (&EN

RKIMG_BOOTCOMMAND)

#endif

#define ROCKCHIP_DEVICE_SETTINGS \ // fHRE R
"stdout=serial, vidconsole\@" \
"stderr=serial, vidconsole\@"

2.4 l3ahinfe

RKF-&HIU-Boot BRI, (X5 HE B

start.s

/7 CHRINE
=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic  // ARMAUGHIEM] Lowleve L¥)iATL
=> _main

=> stack // WERIFCIREE TR AR

/7 E—BE] cosgiatt, &RiE— 250 E0[ A

=> board_init_f: init_sequence_f[]

initf_malloc

arch_cpu_init // [SocHilowleve 1¥]4h1k]
serial_init // BOFIEE

dram_init //  UGREddr&&{EE]

reserve_mmu // Mddr REFHEERMLreserve N7

reserve_video
reserve_uboot
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reserve_malloc
reserve_global_data
reserve_fdt
reserve_stacks
dram_init_banksize
sysmem_init

setup_reloc // WiEU-Boot H &% relochyiiik
/7 CHIRR
=> relocate_code // L4V -Boot S relocation

/7 EZME] CHEwiaai, Ak—R7IRRE0EH
=> board_init_r: init_sequence_r[]
initr_caches // fEREMMURII/Dcache
initr_malloc
bidram_initr
sysmem_initr

initr_of_live // ¥ltafeof _live

initr_dm // PItEIdmiESE

board_init 7/ EEWat, SfZ0857]
board_debug_uart_init // EBOiomux. clkEl&E
init_kernel_dtb //  [Y)Flkernel dtb] !
clks_probe // B RGR
regulators_enable_boot_on // WG RS HEE
io_domain_init // io-domain#Jgaft.
set_armclk_rate // __weak, ARMIEH(SEEHE T RASTIN)
dvfs_init /7 SETRC R BB
rk_board_init // __weak, HENEMKFEEHITIH

console_init_r

board_late_init /7 [F&latewlihib]
rockchip_set_ethaddr // ¥EmacHitk
rockchip_set_serialno // WHEserialno
setup_boot_mode // fENT " reboot xxx"An&,

/7 RAEE R loader 5 5. recovery
charge_display // U-Boot7tHl
rockchip_show_logo // ‘@Il logo
soc_clk_dump // FTHIclk tree
rk_board_late_init // __weak, H&NEMREEHTII

run_main_loop /7 OHEAmRITE, siiTEshmS

2.5 N1EAn R

U-Boot H 2% Loader /N%(%| CONFIG_SYS_TEXT_BASE Hitlk, #JAILIN SR YIRS RNERR,

320 & RINERKAGBRT A (HR NN A RENHAD |, 64h & RINAFTE NEERT . R
JEiEE— R reserve_xxx() # O MNEREBIERTHE TR EZNANE, &EHEHE Crelocate2l| F:Bireserve 4%
B b, NFEAERMRMT, PAARM64 I CHATEN) -
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Name

ATF

SHM

OP-TEE

FDT

KERNEL

RAMDISK

SP

FDT

GD

Board

MALLOC

U-Boot

Video FB

TLB Table

F#RAA) start Addr offset —F=3R/RJET DDR base (it {w#A% ;

FastbootHitik A1 A/NHEC B R E : CONFIG_FASTBOOT_BUF_ADDR,
CONFIG_FASTBOOT_BUF_SIZE,

Start Addr
Offset

0x00000000

0x00100000

0x08400000

fdt_addr_r

kernel_addr _r

ramdisk addr r

RAM_TOP-
64K

Size

1M

1M

2M~30M

sizeof(dtb)

sizeof(gd)

sizeof(bd_t)
CONFIG_SYS_MALLOC_LEN
sizeof(mon)

fb size

32K

Usage

ARM Trusted

Firmware
SHM, Pstore

%% TEE JT &
Fit

kernel dtb
kernel 5%

ramdisk 5%

Fastboot buffer

stack

U-Boot dtb

ARG HIHERR (A
u-boot %

32M

MMU T15%

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp FHTI[A] N ARHE LR T SKA/NK 2B ;

o 64 \*F-&: ATF 2 ARMv8 WM, OP-TEE 2n[IEWl; 32 *F&: HA OP-TEE;
« kernel fdtkernel/ramdisk & U-Boot 75 ZMNZRAVE £k, H ENV_MEM_LAYOUT_SETTINGS & ;
e Fastboot WIREFFE buffer HukEFIK/INE defconfig HE X ;

Secure

Yes

Yes

No

No

No

No

No

No

No

No

No



o OP-TEE HIEMZRFEMRIBELRFTRIE, &AN 30M; HH RK1808/RK3308 _ OP-TEE fE
{RHizE, RAE 0x8400000;

2.6 1#hitAn R

RK linux /7 ZBREMEA BN, Android /7 ZER T boot/rootfsHE L iRlinux A H R, HEHEA—F, A
L=

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 | 7104 00001bcO |4096000 |2.5MB |preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 |262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Mot used
reserved? 8064 0000180 | 128 00000080 | 65536 B4KB |legacy DRM key
U-Boat ENV 8128 00001fcO |64 00000040 | 32768 32KB
reserved2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 |4194304 4MB U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 |4MB |trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 |229376 | 00038000 |117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

E 51 http://opensource.rock-chips.com/wiki Partitions

2.7 Kernel-DTB

R4 U-Boot A X F5# FIU-Boot H CLHYDTB, RKF-& Y11 T kernel DTBHLAIHISH¢, RIfii fkernel DTB
EWaINE, FEBERRN THREINERNZES, W: power. clock, display 5,

—AMER:

 U-Boot DTB: $Bi#IAAILIENE, FTENEREIRA;
o Kernel DTB: HSi#IUGILAFE, FTENE L DASMTIR A ;

U-Boot#J4a1L I SEFHU-Boot DTBZERRAFNE. FTENER WML, )G MIZNE L INEKernel DTB i {#
XYDTBAREEHI A H RSN, Kerne DTB FUfCESSCERAERREL: init_kernel dtb() o

FFRE B ATFEIEK U-Boot DTB (BRIEEHITENRE D) |, & FAEKAMIISDKEMF N defconfig #EL
J& Fikernel DTBHL, Alf DUEH X FAMEIIDTSIE, 1% iKkemel DTB,

X FU-Boot DTB:

DTSH%:
./arch/arm/dts/
J&i Fkernel DTBALAG : ZmIEMT EX =18 U-Boot DTS u-boot, dm-pre-reloc I u-boot, dm-spl J&PEM

R R, 7RI EEA_E S FRdefconfigH! CONFIG_OF_SPL_REMOVE_PROPS f57E [property, &4
fXu-boot.dtb S 3 HIBMMAEu-boot.bin A .,
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F P41 52 U0-Boot/5 1] LAY fdtdump i 2K EDTBAIA

fdtdump ./u-boot.dtb | less

W

)

HE 5% T,

2.8 Aliases

U-BootH A L4tk Haliases B 7l Tkernel DTS B HYZE o
eMMC/SDEU-Boot P 4iff N mme ¥ 55, HHA%S0. 1/EX5r; SDYJEEHLS S T eMMC,

mmcl: FRsd
mmcO: F/Remmc

2.9 Stacktrace

JRAE R U-Boot A SCRFE AR EIIAALA], RKF-EHIN T %I6E, HAl—3A 3575 20l 8 F AR TED:

o RGHHIRN H ik ;
o M EENEM dump_stack() ;
o {#HE CONFIG_ROCKCHIP_DEBUGGER ;

514N 2 Stabort :

"Synchronous Abort" handler, esr 0x96000010

// abortfJFE[A. pc. lr. sp

* Reason: Exception from a Data abort, from current exception level
* PC = 000000000028f430
* LR = 00000000002608d0
* SP = 00000000T3dceb30

// BERGEHPCHILR

Call trace:
PC: [< 0028f430 >]
LR: [< 002608d0 >]

/7 BREHRRER

Stack:
[< 0028430 >]
[< 0028da24 >]
[< 00211600 >]
[< 002117b0 >]
[< 00202910 >]
[< 00202aa8 >]
[< 8027698c >]
[< 002151ec >]
[< 00201b2c >]
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/7 FESH P LIAERREE
Copy info from "Call trace..." to a file(eg. dump.txt), and run
command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

FPHRE ER R, ARG R ERIEEExocft (Feldump.xt) JEHUTIH RS

cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/! FFERFRIE
SYMBOL File: ./u-boot.sym

// B EHIHPCHILRA B ARG f7 B
Call trace:
PC: [< 0028f430 >] strncpy+0xc/0x20 ./1lib/string.c:98
LR: [< 002608d0 >] on_serialno+0x10/0x1c ./drivers/usb/gadget/g_dnl.c:217

// BRI B H LR

Stack:

[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete_r+0xcc/0xf0O
[< 00211600 >] _do_env_set.isra.0+0x70/0x1b8
[< 002117b0 >] env_set+Ox3c/0x58
[< 00202910 >] rockchip_set_serialno+0x54/0x140
[< 00202aa8 >] board_late_init+0x5c/0xa0
[< 0027698c >] initcall_run_list+0x58/0x94
[< 002151ec >] board_init_r+0x20/0x24
[< 00201b2c >] relocation_return+0x4/0x0

TR :

o HRMa A =R, BRAHURFIERIEE S TENZ S5 S,

./scripts/stacktrace.sh ./dump.txt // fENTREU-Boot A IS &
./scripts/stacktrace.sh ./dump.txt tpl // fENTRE tp UNTE ARG R
./scripts/stacktrace.sh ./dump.txt spl // AR E sp LA RS B

PITIZA I, SRTHLas ERE P20 SR PRI REA AR ! SN SEIR RIS

#,
2.10 ATAGSfEZ
RKFEE M B3Nt

BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RK- & BB EF 2 8 AT DU T ATAGSHLIME 3 — Ll B 5 B

o J&MYEE: ddr-bin, miniloader, trust, U-Boot, Afl&Kernel,
o RN BOAHE. 1Fi%ER%. ATF f1 OP-TEE SHMANT., ddr &%,

(NZESE
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./arch/arm/include/asm/arch-rockchip/rk_atags.h
./arch/arm/mach-rockchip/rk_atags.c

2.11 U-Boot[#l {4

RKF- & JU-BootHltrust AP (A8 0: RKAIFITHS 2705 i MiniloaderflISPL 7151 5|%, H HiiRockchip
RATHISDK LARV1126 7973 B rd, RVI1126HHEGHIFE B RAFITFE, ZATHIFGRARKRE

o RK &3
Rockchip B 7€ X EF#% K, U-BootFltrust7) HlIFTE Huboot.imgMltrust.img, U1 :
uboot.img 132037 trust.img %S [magic“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER

00000010 00 00 20 00 78 dO Of G0 06 99 c2 a8 20 00 00 00 [.. .X.......

|
00000020 09 8a bO el 89 7a c2 89 0d e8 da ef 86 3e f2 24

6447 trust.img G XM HImagicI“BL3X”

00000000 42 4c 33 58 00 01 00 00 23 00 00 00 f8 00 04 00
|BL3X. .. .#....... |
00000010 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00

o FIT #%3X
U-Boot mainline X 51— Rl R IE AR & I E 45X, U-Boot. trust AKX mcuE @ —ifT L h
uboot.img,

uboot.img FYEE(% S H-Hmagic 29"d0 0d fe ed", F@i<> fdtdump uboot.img A PATE[E Mk,

00000000 do 0d fe ed 00 0O 06 00 00 00 00 58 00 00 04 c4
T Xooot]
00000010 00 00 00 28 00 00 OGO 11 0O OGO 00 10 GO GO 00 00 |...

BEZFITHHIESHEFITE T,

o &IHTE

EHE N T N OTATHII R T FLAF i) RE S EE HHIARIEDL,  uboot.imgMitrustimg#R i T 22453471
(2
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i PR EARURTE

RK uboot.img 1MB 4
RK 32fiZtrust.img 1MB 4
RK 64{itrust.img 2MB 2
FIT uboot.img 2MB 2

M EIRFASATH], uboot.img Fl trust.img YA/ NERIAER 24MB,

BRI B EIE L 5 1

o RKHMZ: iFmSiBINESE, HlIa: --sz-uboot 2048 1 Ml --sz-trust 4096 1, F/n
uboot.imgHif2M, FTELI1f7; trustimgtifraM, FTEI1f7,

o FIT#: HMACEZSE: CONFIG_SPL_FIT_IMAGE_KB Fl
CONFIG_SPL_FIT_IMAGE_MULTIPLE, 7} AR AR KB)FIFT B 5L,

2.12 kernel[#|{}:

RK- & I U-Boot 3¢ 1 = Fig X AAZE F5 | S

o RKER
B SCEHY magic ”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 60 1F 8B 08 00 00 00 0O 0O

KRNL..Y..vvvunn
000PEO10 00 03 A4 BC OB 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
o Androidf& X
B SR magic 9”ANDROID!”:

00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!$.t...@"
000000106 F9 31 CD G0 00 OO0 00 62 00 0O GO GO0 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;

recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;

IiAH: recovery_dtbo: MAndroid-9.04 A& HTHE (% ; ditb: MAndroid-10.04 JF4&HTHE Y55
1%;

e Distrofg =\
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H iR Linux BY—f03@ HEAFT 80 ¥ ramdisk. dtb. kernel 7K — DS, X PDEZIE
AR RS NIELE, B0 ext2. extd, fat %, U-BootFh Ziiliid X/ RGAREYI MIEEHIN
R, BLB%E:

./doc/README.distro
./include/config_distro_defaults.h
./include/config_distro_bootcmd.h

SIS android > rk > distro, &—RKEFEAX MEEIMS, =P RALINIHRZ A
17, EEHCEMFT ISR, WRATE ALY, WIEFEU-Bootan 1T,

JRELedoE X

#define RKIMG_BOOTCOMMAND \
"boot_android ${devtype} ${devnum};" \
"bootrkp;" \
"run distro_bootcmd;"

2.13 Ptk

RKF-EREftER SR A —EHAA T, RS WREEMA, H2 =LK, 5 fsecure-boot
RO o JFHLN KT

ctrl+c: A U-Boot i 17155

ctrl+d: # A loader BeE L ;

ctrl+b: 3 A maskrom 5B ;

ctrl+f: A fastboot Fi3;

ctrl+m: FTE[ bidram/system 15 & ;

ctrl+i: {HHEEPIH initcall_debug;

ctrl+p: FTE cmdline {5 /2.;

ctrl+s: "Starting kernel..." 2 J5i# A\ U-Boot i&17;

2.14 MMU-Cache

RKFEEEAIAHHEMMU, Dcache, Icache, MMUZRH 1:1£&PEMLT, DcacheR FHwrite-back#ilig, AHICHE

:

// Icache[T:

void icache_enable (void);

void icache_disable (void);

void invalidate_icache_all(void);

// Dcache#z[:

void dcache_disable (void);

void dcache_enable(void);

void flush_dcache_range(unsigned long start, unsigned long stop);

void flush_cache(unsigned long start, unsigned long size);

void flush_dcache_all(void);

void invalidate_dcache_range(unsigned long start, unsigned long stop);
void invalidate_dcache_all(void);
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/7 BT NAZ X B Dcache & I
void mmu_set_region_dcache_behaviour(phys_addr_t start, size t size,
enum dcache_option option)

2.15 WZf#IE

o 64 (V- AHIHLASIE bt S Image, FHU-Boot I#EI HiriafTHlk, {H2 RKF-E /) U-Boot I A] 3¢ Hf
xt64 LZAKE RGN TIR . (EJ2 A P b2 RE :

CONFIG_LZ4=y
AN LZAEENZ ARG, 5 A UE XAE B FE BB rkxxx_common . h XAH:

#define ENV_MEM_LAYOUT_SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile_addr_r=0x00600000\0" \
"fdt_addr_r=0x01f00000\0" \
"kernel_addr_no_b132_r=0x00280000\0" \

"kernel_addr_r=0x00680000\0" \ // LZAfEEMNZI b
"kernel_addr_c=0x02480000\0" \ // LZARGE MRk

"ramdisk_addr_r=0x04000000\0"

o 32 M EEMINLEHEF FES zImage, HU-BoothN#E 2 kernel_addr_r #itik E, FHNESENK B f#
. {HERKIY-E M U-Bootid A] 37 Fimagef& X, HHU-BootN#EZI HARia  THitLE,

HATS BB rkxxx_common.h XHHREN T kernel_addr_r Mi&AEN kernel_addr_c i
Ik, (HRHAPAFEHENALE, U-Boot=HIWr YAl 2zimageil EImage, hASEHX2 ML, HiZ
FH P A7 ] -

CONFIG_SKIP_RELOCATE_UBOOT
32fr AR Bt E -

#define ENV_MEM_LAYOUT_SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile_addr_r=0x60100000\0" \
"fdt_addr_r=0x68300000\0" \
"kernel_addr_r=0x62008000\0" \ // zImage[E4s NAZRIHHE
"ramdisk_addr_r=0x6a200000\0"

2.16 bidram/sysmem

U-Boot"] MEFH RS FE N1E, BN EHBIEHE7E RS R NAE, 7 72518 5 IR RR R
INTFEZE R, U-BootiR AALHIZE HIX A, KIERKY- A 5] Abidram,  sysmem N2 EALHIX X LA 17
B TERL,

Htt, fn_EU-BootE f MmallocE ALK, RK-AIERSTE N7 sysmem + bidram + malloc &
AT, Bk BTSSR A,
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low-addr high-

o bidram: EMu-boot, kernelfiBEARFIH., FEHIFRIIAIZLR, #la0: ATF. OP-TEE &5 HIZSHE];
o sysmem: EFikernel AJUL, FTHBIANFEL, HI40: fdt. ramdisk. kernel. fastboot i FHYZS[H],

LEESANTE

./1ib/sysmem.c

./1lib/bidram.c

./include/memb1lk.h
./arch/arm/mach-rockchip/memb1lk.c

40N J2 bidram 1 sysmem FINAFEFEER, HHIMAFRYIIGHED B H N2 dump 3K, 1F
i e R B 2

bidram N7 E38:

bidram_dump_all:

// <1> XHERTU-Boot MAETZ loader FREUKddr R A RZE, —HA26B
memory.rgn[0].addr 0Xx00000000 - OXx80000000 (size: Ox80000000)

memory.total = Ox80000000 (2048 MiB. 0 KiB)

// <2> FREGRTHIEERNSEANFEER, XEEEkerne URNAT I

reserved.rgn[0] .name = "ATF"

.addr = Ox00000000 - OXx00100000 (size: Ox00100000)
reserved.rgn[1].name = "SHM"

.addr = Ox00100000 - Ox00200000 (size: Ox00100000)
reserved.rgn[2].name = "OP-TEE"

.addr = Ox08400000 - 0x0a200000 (size: O0x01e00000)
reserved.total = Ox02000000 (32 MiB. 0 KiB)

// <3> RHERBOERN k<> THIMEE R, flin: IXHBEETEFHF

LMB.reserved[0] .addr = OXx00000000 - OxO00200000 (size: Ox00200000)
LMB.reserved[1].addr = OXx08400000 - 0x0a200000 (size: Ox01eOOOO0)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)

sysmem PNE(EE#:

sysmem_dump_all:

// <1> XHEsysmemn] EHARAEFERE, Blbidram<3>2ZAMNYr]HddrE&, Xtkerneld] U,
memory.rgn[0].addr = Ox00200000 - O0x08400000 (size: Ox08200000)
memory.rgn[1].addr = Ox0a200000 - OxB80000000 (size: Ox75e00000)



memory.total = OX7e000000 (2016 MiB. 0 KiB)

// <2> XHEERTEMNEfFallocERNERE R

allocated.rgn[0].name = "U-Boot"

.addr = 0x71dd6140 - Ox80000000 (size: Ox0e229ecO)
allocated.rgn[1].name = "STACK" <Overflow!> // FHkEH

.addr = 0x71bd6140 - 0x71dd6140 (size: Ox00200000)
allocated.rgn[2].name = "FDT"

.addr = 0Ox08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3].name = "KERNEL" <overflow!> // FREAP{FHLE H

.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4].name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: O0x001e6804)
// <3> malloc_r/fRIA/N
malloc_r: 192 MiB, malloc_f: 16 KiB

allocated. total = Ox0f874acc (248 MiB. 466 KiB)

/7 <4> XERZLEEN FiR<2>HTHEEEE, SoRih AENNFREER
LMB.reserved[0] .addr 0Xx00280000 - 0x014ce204 (size: 0x0124e204)
LMB.reserved[1].addr 0Xx08300000 - 0x08316204 (size: 0x00016204)
LMB.reserved[2] .addr 0x0a200000 - 0x0a3e6804 (size: Ox001e6804)
LMB.reserved[3].addr 0Xx71bd6140 - Ox80000000 (size: Ox0e429ecO)

reserved.core.total = Ox0f874acc (248 MiB. 466 KiB)

W™ B8 WAYEHRITED, HHIXLERERN, 15455 EIR bidram F1 sysmem dump P75 B#HAT5>
o

// WERENANFCEPOES ST, FENFES, XEAYITRSEN AR AR &
Sysmem Error: "KERNEL" (0Ox00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

/7 SAEE RIS NAFER Dy — 2R R R K TE IR IS (0 sy smemlbidram(E/E)
Sysmem Error: Failed to alloc "KERNEL" expect at Ox00200000 - 0x02200000 but at
Ox00400000 - 0x0420000

// sysmemE 2 AL LGHINE N 0200000, A URA ISR Z]0x10000 08244 12 A]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// EEHTE"RAMDISK" NTFHL
Sysmem Error: Failed to double alloc for existence "RAMDISK"

2.17 JrIX 3%

RKF- & U-Boot X Fiiff 73X % : RK paramterfg=X (IH) 1 briEGPTASN (B7) , MHlas LRINFELE
PR X R, MAEERGPTSIXER, T /E GPT I RK parameter, 555 F Y23 X 3R SCHEERIY
parameter.txt, F 7 A] PAEIS "TYPE: GPT" /@ HHIIAZ 5N GPT,

FIRMWARE_VER:8.1
MACHINE_MODEL : RK3399
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MACHINE_ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT // HHETEGPTIE X7 X K, HBNIHRK paramter
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000(uboot), Ox00002000@0X00C06000 (tr
ust), 0
X00002000@OX00008000(Misc), Ox000O800O0@OXOOEEaN00 (resource), O0XxO00010000@OX00012000 (
kernel

), OX00010000@0Xx00022000(boot), 0Xx00020000@OXEC032000(recovery), 0Xx00038000@OXO000520
00(bac

kup), Ox00002000@0Xx0008a000(security), Ox00100000@0x00O8cOOO(cache), OXOO500000@OXO0
18c000

(system), Ox00008000@0x0068cOO0(metadata), Ox00100000@OXx00694000(vendor), 0x00100000
@Ox007

96000 (oem), Ox00000400@OX00896000(frp), -@0x00896400(userdata:grow)

2.18 HW-ID DTB

RK V- & U-BootF] DAMRHEGPIOE # ADCHIBEAIRES, MZMDTB X fIE S AR S UCEL D TB I
1TIn#E,
HEZH%: RGERLET,

2.19 make.sh

make.shBEZ —PgwIFEMIA, t2—MTE, WX TH, aJHTRICH. TEEF,

// TS

./make.sh --help

// FTREAIYRE

./make.sh trust // fTfitrust

./make.sh loader // fIfiloader

./make.sh trust <ini-file> // fI8trustBHEEinifF
./make.sh loader <ini-file> // fIfdloaderiNf5Eini

./make.sh spl // Htpl+spUFHiddrfiminiloader, $T{ihkloader
./make.sh spl-s // FsplU&#miniloader, #Tflfkloader

./make.sh itb // fTtlu-boot.itb (64hiF& A ZFHTEATFHIU-Boot, OP-TEE
TR

./make.sh env // HERfw_printenv I E

/7 RICHRIIIRE

./make.sh elf-[x] [type] /7 RC%R: - [x]128, [type] MiERERS RILHSPLETPL
./make.sh elf // JACHmu-bootSefh:, ERIAMF -DSK

./make.sh elf-S // RIC%wu-bootS2f:, {#iHH -S=%k

./make.sh elf-d // JiC%u-boot XM, ffH-d=%L

./make.sh elf spl // RiC4wtpl/u-boot-tplf:, ERIMEF -DZ%L
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./make.sh elf tpl // JiC%ispl/u-boot-tp X, ERIAE -DSEL

./make.sh <addr> // FEEaddr AR R EA AR AL E
./make.sh map // ¥THu-boot.map
./make.sh sym // FTFFu-boot.sym

2.20 vendor storage

RK- B U-Bootd it T Vendor storage X485 H F IR1ESN. MACEE R, ZiEmBATT W

vendor.c) :

#define EMMC_VENDOR_PART_OFFSET (1024 * 7)

/* --- Spi Nand/SLC/MLC large capacity case define --- */
#define NAND_VENDOR_PART_OFFSET 0

/* --- Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH_VENDOR_PART_OFFSET 8

P —BATFEREMEL AW, RAREREREREN:

int vendor_storage_read(ul6 id, void *pbuf, ul6é size)
int vendor_storage write(ul6 id, void *pbuf, ul6é size)

2.21 AMP

RK - & U-Boot X £fAMP(Asymmetric Multi-Processing) &5 S,

H: IR,

2.22 SD/U

RKYEE HJU-Boot X2 5 SD/UR I [E M B shs -2, Hop:
o SDB BN/ MbootromiX—K 467
o UL B 3N/FHEIEMU-BootiX — I U2 5
HEZ25%. AGEELET,

2.23 SysReset

o U-BootfE fiifllkernel =, BRATFERA AtrustH5ERL
o U-Boot i THE AT PASZ iR kernel —FEHreboot xxxii %> (fk#ffi Fkernel dtsHHYE )
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2.24 Interrupt

U-BootH 4RI A se 8 Fhlt, RKFEA5%EE 1 iZdfE, >X#FGIC-v2, GIC-V3,

H22%: WEBREY,

2.25 Timestamp

Kemnel (NFTENME BEERINH BN I8, @R 3R, U-BootlJFTENME EEINIE B W RIE, BAHAE
FEEAIE A DMERENC B CONFIG_BOOTSTAGE_PRINTF_TIMESTAMP , {1 R:

[ 0.324987] U-Boot 2017.09-00019-g9b55edO-dirty (Dec 26 2019 - 14:31:44 +0800)

.327215] Model: Evb-RK3288

.330039] PreSerial: 2

.332526] DRAM: 2 GiB

.336454] Relocation Offset: 00000000, fdt: 7be22c38
.346981] Using default environment

L B B B e M |
© 06 © 6 ©

.351075] dwmmc@ffOce000: 1, dwmmc@ffOof0000: O
.394136] Bootdev(atags): mmc 0
.394272] MMCO: High Speed, 52Mhz
.395276] PartType: EFI

.400347] Android 9.0, Build 2019.6
.402070] boot mode: None

.405213] Found DTB in boot part
.407833] DTB: rk-kernel.dtb
.418211] ANDROID: fdt overlay OK
.432128] I2c0O speed: 400000Hz
.435916] PMIC: RK808

.439113] vdd_arm 1100000 uV
.444148] vdd_gpu 1100000 uV

L e B T T I T R T T T T T
© 06 0 6 O B O © oo 6 o o 6

.005018] ## Booting Android Image at 0x02007800

.009917] Kernel load addr 0x02008000 size 8062 KiB

.014981] ## Flattened Device Tree blob at 08300000

.019970] Booting using the fdt blob at 0x8300000

.025185] XIP Kernel Image ... OK

1.035469] 'reserved-memory' dma-unusable@fef00000: addr=fe000000
Ssize=1000000

1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=fOOEOO
.044412] Using Device Tree in place at 08300000, end 08316ed1
.064363] Adding bank: Ox00000000 - O0x08400000 (size: 0x08400000)
.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
.075259] Total: 812.613 ms

rﬁrﬁrﬁrﬁrﬂrﬁ
R R R R R

rﬁrﬁrﬂrﬁrﬁ
R R R R

[ 1.075279] Starting kernel

FER: INTABTENA R AR I B), T AR4E X I ]
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2.26 Relocation

U-Boot=1E 52 /%board_f.cl AR /51E H CirelocateZ| N7 AR B F AN HME ) BARRINEAIU-Boot N7 &)
M. RKHJU-BootERiA:

o 32/ FH: CONFIG_SKIP_RELOCATE_UB0OT=y M A fifirelocation, 7 NIHEM,
o 640 -5 F fifrelocation,

2.27 SMAKERS

U-Boot #IAATLEE FERINSHTENA T B S AERT :

### Booting Android Image at 0x02007800 ...
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=fe0@0O000 size=1000000
'reserved-memory' ramoops@0O000000: addr=8000000 size=f0OO0O
Using Device Tree in place at 08300000, end 08316edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-BootBBLHEFERS

Starting kernel ...

2.28 VEENFERT

PRI PAFTIF 1ib/initcall.c A debug() A1 DEBUG FRISUN FAYFRAEFERT, PRECHE AT ). /make.sh
AT RIC IS,

U-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020deilf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd61
PreSerial: 2

# 1213 us # 155. 28 ms
initcall: 0020ddcd

DRAM: # 606 us # 160.401 ms
initcall: 00203719
// WI'F 187 us & initcall: 00203719 JAFHAUKER
// WI'R 165.355 ms /& initcall: 00203719 MIEU-Boot/AzFERS
# 187 us # 165.355 ms

initcall: 0020de81
# 2 us # 169.938 ms
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initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms
initcall: 0020de27

# 1 us # 189. 2 ms

2.29 fuse.programmed

RK-E 87 75 i I{secure-boot 1RE, R FRZX[EFE B AEFT fosecure-bootid X (A ARERE
efuse/otp) . Miniloader X U-Boot [M] kernel JE /I cmdline FHH 4 /i1 efuse/otp fHREE A HES :

e "fuse.programmed=1": FFJ5 T secure-boot, efuse/otpElEMW IS

e "fuse.programmed=0": FFJ5 T secure-boot, efuse/otpi&E WIS

o cmdlinetF{%H fuse.programmed : %% T /gsecure-boot (Miniloader/~M%i%) , {# Miniloader X
SN Z ST ST

U-Boot FFE S FER:

83c9bd4 board: rockchip: pass fuse programmed state to kernel
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3. Chapter-3 JiiE s

3.1 Hii IS

o T#irkbin
RN TEACE, HTHERRKAFRERbin, A, TR TR, U-Boot HIENSMNIZEERSI
MRS, FTHE4 Kloader, trust, ubootlEff, rkbinflU-Boot T A2 A ILRFF R H 5K R

B N TESEIRET,

o REGCC

GCCYwiFas{# Fgec-linaro-6.3.1, JHE Tprebuilts H %2 N, prebuiltsFTU-Boot{#FFFL H < 5.
R

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-1linaro-6.3.1-2017.05-x86_64_arm-linux-
gnueabihf

// 64i:
prebuilts/gcc/linux-x86/aarché4/gcc-1linaro-6.3.1-2017.05-x86_64_aarch64-
linux-gnu/

GCC Tk BB R

o j%&Ffdefconfig


af://n915
af://n916

W

rv1108
rk1808
k1806
k3036
rk3128x
rk3128
rk3126
rk322x
rk3288
rk3368
k3328
rk3399
rk3399pro
rk3399pro-npu
k3308

rk3308-
aarch32

px30
k3326

rk3326-
aarch32

rv1126

rv1126

rv1126

rv1126

defconfig

evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
evb-rk3128_defconfig
rk3126_defconfig
rk322x_defconfig
rk3288_defconfig
rk3368_defconfig
rk3328_defconfig
rk3399_defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

rk3308_defconfig

rk3308-aarch32_defconfig

px30_defconfig

rk3326_defconfig

rk3326-aarch32_defconfig

rv1126_defconfig

rv1126-ab.config

rv1126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

rv1126-spi-nor-
tiny_defconfig
rv1126-ramboot.config

rv1126-usbplug.config

FH#ikernel
dtb

N

Vi

i RRA
M FRRA+SHFA/B

eMMC+DDR3 P ITH1
eMMC+LP3 HRETTHL
Spi Nor+DDR3 ‘Hig T
Hl

Spi Nor /N &
TN R 8)
usbplugJJ6E



SZffkernel

o defconfig ioni]
dtb
rk3566.config LN EN
rk3566 Y .
rk3566-eink.config R I ZN
rk3568_defconfi .
rk3568_6ﬁ1c0nff i
k3568 ﬁ ? Hidfu
- .Co
L3568 %mmﬁf% v FFEMLC/TLC/ eMMC
T r -Spl-Sp1-
44 f i? SPI-nand % HISPL
nan erconti .
k35gé h3§ . X Hfaarch32#5 5
r -aarch32.confi s
.g 2 Fusbplughz{
rk3568-usbplug.config
k3588 rk3588_defconfig Y JE FHRRA

i+

R AR FASFISDK KR AR [ defconfigANFl, 15 PASDK M I,

o config fragment /%4

HT NS B2 ZERETFER, —Ndefconfig ELTEIEM o AT AMRV 11267457 £ config
fragment, B[I%fdefconfigi#f{Toverlay,

o

rv1126-emmc-tb.config B E T CONFIG_BASE_DEFCONFIG="rv1126_defconfig", 4

1T ./make.sh rvi126-emmc-tb @255 Hrv1126_defconfiglt if.config, A5 FHE FHrv1126-
emmc-tb.config B FYFC B X .configiif fToverlay, %< Al ERCN:

make rv1126_defconfig rv1126-emmc-tb.config && make

W Z X config fragment SR THEHT, HFEZEAED) . /scripts/sync-fragment.sh, fll40:

./scripts/sync-fragment.sh configs/rv1126-emmc-tb.config

AR #1249 Fi.configflrv1126_defconfighIAL B 25 5 Idiff£lrv1126-emmc-tb.config X AFH,

3.2 [EFomi%

\EY*LH\'

AR

./make.

H IR

./make.
./make.
./make.

./make.

S ASAS
FEmL

IRV

sh [board] // [board]: configs/[board]_defconfigzft,

Teie32frekeahi -6, H—IXSAREFTEE defconfig, WI%iFan < MHEE [board], B4 :

sh rk3399 // build for rk3399 defconfig
sh evb-rk3399 // build for evb-rk3399_defconfig
sh firefly-rk3288 // build for firefly-rk3288_defconfig

o3 e64h -5, WIRZERET Y  config" IR, MIgwiFEa <A HEE board]:

sh
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R NSRRI AT R A B S BRI R, 1E 2R make distclean JGE#TWIF,

FEEAE R RIFESERRG S 1EU-BootiR B 5% RFTHEAERL: trust, uboot, loader, 0 N2FTEAERNMIEE:

/] .

// ubootfTHIIFE

load addr is 0x60000000!

pack input u-boot.bin

pack file size: 478737

crc = 0x840f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderiTEIEFE N5 A ini X

out:rk3126_loader_v2.09.247.bin

fix opt:rk3126_loader_v2.09.247.bin

merge success(rk3126_loader_v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustdT RIS Hinisef:
load addr is 0x68400000!
pack file size: 602104
crc = 0x9c178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126T0S.ini

// PeRgmiE . R M LA trustflloaderdTHAM SR X M)1E, HAHE/DARK Tuboot . img
Platform RK3126 is build OK, with new .config(make rk3126_defconfig)

BRAAEMR H SR AR AT S A [E 1

./uboot.img

./trust.img // FE: MREBFItERMWEL, N Etrust.img, trustf —#HIgHTRE
uboot.imgH,

./rk3126_loader_v2.09.247.bin

EAFTETA: B2 THAEY

3.3 BIfFRE

bes T H:
Windows/Linux ¥ [& 565 T B2 # F SDK & i 1 T B AR SR B A
FeE R

RKEE—HEWANGRE R Maskrom#&z, Loadert&={(U-Boot),

(1) H:ALoader/# 5 #7715
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o JFHLN, MlESKIZE R+
o JHHL, EAANIKAZcul+dHE R
e U-Bootai&1THii \: download 2{7# rockusb 0 $devtype $devnum

(2) H: AMaskrom/GE 5 #7715

o JFHUE, _ERHLKiZctl+bsH &8
e U-Bootm&1THiA: rbrom

* HHAT U-Boot SZHiMiffi73[X3K: RK parameter 73[X3& (IH) I GPT 73[XEK Gir) o GIRAEMNHHTHY
73 XFE BT b X3RRI Nand HlEs B EEFEFRS ; eMMC Hldsa] SRR
M X R,

o WIRALE ERINFAAEMF X, MOERBIGPTHX R, FlEd HUEEIA:

PartType: EFI // MFIAGPT/HIXE, EANFTEI"PartType: RKPARM"

3.4 [SHFR/

HBSEET: RKAUHY => U-Bootl&l 1,

3.5 FFAIT L

J/make.sh R T4RiFIREG, EK TEHTEIIEE, 1848 7 —SFAMIMT T EmS M g E#HH, 22
R ETTE R B4 %1% — X U-Boot,

JEFITHE
./make.sh trust // ¥Tftrust
./make.sh loader // fTfloader

./make.sh trust <ini-file> // fJtrustBHEEinixXH:, EUMEHEIALInL X
./make.sh loader <ini-file> // fI8loaderfgEinixff:, ENEHEINInL X IF

FITHE = :
/7 |HIZ:
./make.sh spl // Htpl+splEiiddrfiminiloader, ¥k loader
./make.sh spl-s // FMsplf#iminiloader, FTfUloader
/7 A
./make.sh --spl // HsplZ#miniloader, Tl loader
./make.sh --tpl // MtplUZ#ddr, T loader
./make.sh --tpl --spl // Htpl, splE#iddr, miniloader, fJfifkloader
./make.sh --spl-new // ./make.sh --spl @2 RITEMEANGE, WL SEHRmIFEHETT
o

AHrfSERIHTIHIIA? NS #ran24E3K, make.shit/2#T A,


af://n1118
af://n1120

4. Chapter-4 RGiHH

4.1 AArch32
ARMVS [ 64 A105 A ZH MAArch64 JBLE AArch32 #0217 (FRARMv7 F#%%) , AL 32 AidR
i‘%c

F AT DOE I X A 2R B A2 A N ARMVSHY AArch32 15

CONFIG_ARM64_BOOT_AARCH32=y

4.2 ANDROID AB

B A/B System BIHERGEEF 2 Mify, 735IFF Nslot-a, slot-bo FRGEA] AMERE — slot JH3f1, =
= slot BN RIBUGIER] LA — D JEE],  [RIN TR AT DAEREREE 45 IUE 55— slot _EIMTEHRHEA
RGP, TR BRI IH 25 W R,

HRTRK- 5 ¥ pre-loaderfl1U-Boot#f i] A FEA/B R St

4.2.1 B3

nyia Android 2 §¥ Linux 32 §¥
rk3128x N Y
rk3126 N Y
rk322x Y Y
rk3288 N Y
rk3368 N Y
rk3328 N Y
rk3399 N Y
rk3308 N Y

px30 Y Y

rk3326 Y Y


af://n1130
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4.2.2 fd B

A/B Systems ZAALIBAVB, 41F:

/7 A/BIRFIE
CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=y
CONFIG_AVB_LIBAVB_ATX=y
CONFIG_AVB_LIBAVB_USER=Yy
CONFIG_RK_AVB_LIBAVB_USER=y
// {HEEA/BIIHE
CONFIG_ANDROID_AB=y

4.2.3 53X 3%

A/B System 77 X RA LK : FTELHF A/B X AAIEMESE _a F1 _b, parameter.txt ZH U1 :

FIRMWARE_VER:8.1

MACHINE_MODEL : RK3326

MACHINE_ID: 007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:

mtdparts=rk29xxnand:0x00002000@00x00004000(uboot_a), 0x00002000@O0Xx00006000(uboot_b)
, 0Xx00002000@0X0EEE8000 (trust_a), OXO00002000@Ox0000aCEO (trust_b), Ox00001000@OXO000C
000 (misc), 0x00001000@OXO000dOOO (vbmeta_a), Ox00001000@00x0000e000 (vbmeta_b), 0x00020
000@OXx0000e000(boot_a), Ox0002000000x0002e000 (boot_b), 0Xx00100000Q00x0004e000(system
_a),0x00300000@0x0032e000(system_b), Ox00100000@Ox0062e000(vendor_a), 0x00100000@0x
0072e000(vendor_b), 0x00002000@00x0082e000(0em_a), O0X00002000@0X00830000(oem_b), 0x00
10000@0x00832000(factory), 6x00008000@0x842000(factory_bootloader), 0x00080000@0X00
8cannO(oem), -@0x0094a000(userdata)

4.2.4 FEHM

IHHJU-BootfEREA/BR G Ja, M UNRVIFHFa/bI X, NIEEL part_get_info_by_name() AJ7>
X slot/5 4%, l4n: "boot_a" B "boot_b" . XFERIEIMRZITURNIE: M LA ARECS |
AGilslot, FRHATFITERDHE, REGERI X4,

HRAEE L 7IXAN R, AR AR ARATE NI MR R Z 5, M5 Alabi 7y X Al Al
Hslotha 4R, MEARZE BRI ATRGEAME Pslot, F4N: LIAEILAT R "boot" o


af://n1184
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commit c6666740ee3b51c3e102bfbaf1ab95b78df29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;

- put android a/b code together and name them to be eary understood,
this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.3 ANDROID BCB

BCB (Bootloader Control Block) J&Androidi% il &4t/ shifR Mm% 1 —FHlbootloaderss B AL, #X
PELEF T YAE misc 73X wF 16KB 50 0 (i HE,

EETE AR

struct android_bootloader_message {
char command[32];
char status[32];
char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever
* been used to store the recovery command line, so 768 bytes
* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future
* expansion. */
char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader_message struct rounds up
* to 2048-byte. */

char reserved[1184];

3

command: JBEI@4, HEIXRHUT=4:

S Ve
bootonce-bootloader Ja3li# A\ U-Boot fastboot
boot-recovery Ja 8t recovery

boot-fastboot Ja sl recovery fastboot (f&[FR fastbootd)


af://n1194

recovery: it recovery mode I an4>, 3N "recovery\n", JEHIA]LAHZNNSE, DA--"FF
3k, PAnn"g5E, #l40 "recovery\n--wipe_ab\n--wipe_package_size=345\n--

reason=wipePackage\n" :

28

update_package

retry_count

wipe_data
wipe_cache
show_text

sideload
sideload_auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package_size

prompt_and_wipe_data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

)i
OTA F+4%

1t recovery FHEIREYL, FLANTHRIN TR IMEE, ARIEZEEHHEN recovery
Tk

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

BEEREEA userdata 73X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD REMFK

TR, FEATFH—EE, o PCBA MK
H#E PCBA iz

BEHHKIHX A/, android Q HIZHAS X
fa7Erk SD/USBIEFEK, EHBIXRTU-Boot

U-Bootlfr Bt — AR EH BF1 0 _EidSE, (VMHFESZ%,

4.4 AVBZE13)

AVB “/ Android Verified Boot, A HIZITHI—ERBHFRE AR, T2 T boot system & [E £,
Rockchip Secure Boot 25 1l(5 IR 775U AVB, SEI—E 5211 Secure Boot 255 /7 %o


af://n1275

4.4.1 Feature

o LERE

o SEECMERRES

o BERRIR

* persistent partition {5

o chained partitions 3<¥F, AJPAS boot, system %ZAFAH—E, A A oem H CARTFRAGH, (HA0
H PRK %44

4.4.2 it H

5 AVB FF5% trust SZHF:

CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_Vi=y
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=y // Z&¥iETFiElsecurity/[X

e CONFIG_OPTEE_V1: iGHF-HBH 312x,322x,3288,3228H,3368,3399,

e CONFIG_OPTEE_V2 : JEHYF-EF 3326,3308,

e CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION : eMMC ) rpmb ANEEFN A TFIX N2, BRIA
AH

JF/5 AVB FRF &

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=y

CONFIG_AVB_LIBAVB_ATX=y

CONFIG_AVB_LIBAVB_USER=y

CONFIG_RK_AVB_LIBAVB_USER=Yy

// BRI g, TEEE NS AVB 5 A/B Rtk PIANRRERT AT
CONFIG_ANDROID_AB=y //IX/1fF A/B

CONFIG_ANDROID_AVB=y //iX37#% AVB

// FHEHZENNA efuse MIEAEM
CONFIG_ROCKCHIP_PRELOADER_PUB_KEY=y

// RHEZEFE™un loc kAR KT IT
CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=y

/! TERRRITE

CONFIG_AVB_VBMETA_PUBLIC_KEY_VALIDATE=y

// WRFEEcpuidfENchallenge number, JFEPARE

CONFIG_MISC=y

CONFIG_ROCKCHIP_EFUSE=y

CONFIG_ROCKCHIP_OTP=y

4.43 5%

KINAVBY REIA R LR, HAREHE, BLEIES SN R,
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4.5 Cmdline

cmdline 72 U-Boot [] kernel {£IES 8N —NEZEFE, EUEEENFEMHE, BEKRES%E, HIl ondline
ZEEZ KR, H U-Boot HATHHE. T IEEE IR 2 5 L4 kemel, U-Boot [fTEZH cmdline #ER1F
1E bootargs RIRZEEH,

U-Boot 2B (&M kernel DTBEE /chosen/bootargs SEFcmdlinef&iE,

4.5.1 Bk IE

e parameter.txt X fF

WHRZ RK B [X 3, B PATE parameter.txt BE1FAX cmdline /58, #40:

CMDLINE: console=ttyFIQ® androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0® init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot), Ox00002000@0Xx00004000 (trust)

4

A2 GPT MU (X3, 1E parameter.txt B 47/ cmdline 15 E 2 TR,

e kernel dts [ /chosen/bootargs , f5ldl:

chosen {
bootargs = "earlyprintk=uart8250, mmio32, 0xff30000 swiotlb=1
console=ttyFIQO
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQO
init=/init kpti=e";
3

o U-Boot: MREYANZITHIIRE, U-Boot XaNZSIEBM—LENZAE| cmdline, HAl:
storagemedia=emmc androidboot.mode=emmc ......

* boot/recovery.img [ {3k BV IE 2 H cmdline 7 BAE B

4.5.2 B E X

T RK F& 5 HF cmdlinie 2408 L, BHZ R[S NS : Documentation/admin-guide/kernel-

parameters.txt,

o sdfwupdate: sd AR FIRE, recoveryfE/FHRE;

¢ 100t=PARTUUID: &7 rootfs(system) 73X [{JUUID, X GPT R fF

e skip_initramfs: kernel AN Al uboot ANZ4AY ramdisk, i rootfs(system) B framdisk
o storagemedia: 17fifif5 8288 ;

« console: kernel fTENAMELE(E R, ;

e earlycon: fEH YRR ZH], fEEHONEAEE
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loop.max_part: max_part FSRIEE T loop B FTRESCRHI 70 X B H

rootwait: FFXHFRSGARESZ BRI FHAVE S, B0 emme #IGRILARTERK, X MIHMEINRANLE
root_wait AYI%, HEZ mount rootfs failed, [iHl_LIXNSEAIIE, WA AZERF driver MIEEEG, 1F
MIEE L copy H rootfs, T mount 1JiE, MASTRREIM T

ro/rw: f#E rootfs @M, RBYERE
firmware_calss.path: f&§EIRENNIE, 40 wifi. bt, gpuE

dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers. After
boot, udev will rename this target to /dev/mapper/lroot (depending on the rules).No uuid was assigned. &%

BEHEhttps://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.

txt

androidboot.slot_suffix: AB System I} kernel &7 MIEA™ slot f52

androidboot.serialno: 4 kernel }_EEHZEFFIE, Hl40 adb 73 5%
androidboot.verifiedbootstate: ZZEFK, H_EEFEML uboot K EFFIVIRE, A =FIRE, WF

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state
androidboot.hardware: JEz/]i%#%, %0 rk30board
androidboot.verifymode: #&7E 5 IE7 X E LRSS (BIIRUE BT 7288 M:)
androidboot.selinux: SELinux 72 —FhE-TIH-2KAUAEAY (domain-type) HI5EAVIFIFEHI (MAC) %
2RGF, A=A
1. enforcing: 5AET, AR SELinux 1afFH, HEZLIEMAYHIERRT domain/type T
2. permissive: TEAMII: K38 SELinux IB1EH, NI NESEEEHEHANZSILBRIEH]
domain/type FIFEL, XA AT LAIZREJY SELinux i debug 2
3. disabled: %[#], SELinux F£&H SLhRiaE
androidboot.mode: & /53773, A normal 55 charger,
1. normal: 1EHFHHUEE)
2. charger: XALGHEEHEIEIFAL, androidboot.mode #i% B 4 charger, iX/MEH uboot A&l HLIFFE
1% B % bootargs IR &N
androidboot.wificountrycode: B'E wifi [EIZH, 41 US, CN

androidboot.baseband: ALE LT, RK JCILDIRE, BN N/A
androidboot.console: android {524 H ML E
androidboot.vbmeta.device=PARTUUID: 57 vbmeta £ 17 fi&H I &
androidboot.vbmeta.hash_alg: %8 vbmeta hash 2%, 4 sha512
androidboot.vbmeta.size: f5§%E vbmeta [ size

androidboot.vbmeta.digest: %5 kernel _|f& vbmeta ¥ digest, kernel fll1Z{ vbmeta J51%5 digest, F5
It digest T Lk

androidboot.vbmeta.device_state: avbh2.0 5E £ 5t lock 5 unlock


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt

4.6 DFU 3 [ {4

DFU B[l Device Firmware Update, F T BTk EM:, HATCIHF DFU BYF- & ffh RK1126 1
RK3568, ZIT/EDFUMIRE, TEIFERIZE S

CONFIG_CMD_DFU=y
CONFIG_USB_FUNCTION_DFU=y

ARAE FE A RAARR], A& T AR IR

CONFIG_DFU_MMC
CONFIG_DFU_MTD
CONFIG_DFU_NAND
CONFIG_DFU_RAM
CONFIG_DFU_SF

X i DFU E B 18 E SR MY config BLE S, HlN%w1PEF DFU SRRV 11260 ] @it T 2A
TRFMLHAT

./make.sh rv1126-dfu
R ERRRIETT R MR, FFRF OTG & HEEHEE PC, 7EU-Bootfi @ 1THUT
dfu 0 $devtype $devnum

Hrr) devtype A]PUZ mme B mtd, HIAE PC & &ZIM— USB download gadget %75, i/ Zadig &
Wi IXs), B EREEIW SR

Ed Zadig — *
Device Options Help

USE download gadget ~ | ] Edit

Driver |'|.'I.|'inUSB (v6.1.7600. 16385) | E,'} |Winu55 {v6.1.7600. 16335) | = More Information
WinUSE (libush)

USB ID 0107 libush-win32

, Reinstall Driver b libusbk;
el IEI WinUSB (Microsoft

5 devices found.

i _EAIALRAE Windows 2 THAT
./dfu-util.exe -1
HAHE K B IXER, %X 3REXTE include/configs/evb_rvi126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9


af://n1395

Copyright 2005-2009 Weston Schmidt,
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU:
name="userdata",
Found DFU:
name="rootfs",
Found DFU:
name="boot",
Found DFU:
name="uboot",
Found DFU:
name="1loader",
Found DFU:

name="gpt", serial="UNKNOWN"

Windows 4>

[2207:0107] ver=0223, devnhum=16,
serial="UNKNOWN"
[2207:0107] ver=0223,
serial="UNKNOWN"
[2207:0107] ver=0223,
serial="UNKNOWN"
[2207:0107] ver=0223,
serial="UNKNOWN"
[2207:0107] ver=0223,
serial="UNKNOWN"
[2207:0107] ver=0223,

devnum=16,

devnum=16,

devnum=16,

devnum=16,

devnum=16,

Harald Welte and OpenMoko Inc.

cfg=1, intf=o,

cfg=1, intf=0,
cfg=1, intf=0,
cfg=1, intf=0,
cfg=1, intf=0,

cfg=1, intf=0,

TTHITRA N an AR SR R, an A Ths N

dfu-util.exe VID:PID -a (57[X4%) -D(Xf4%) -R(EJFIEIN)

path="1-12",

path="1-12",

path="1-12",

path="1-12",

path="1-12",

path="1-12",

alt=5,

alt=4,

alt=3,

alt=2,

alt=1,

alt=0,

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a

system_b -D rootfs.img -R

BESRAIIHY log 40 R

dfu-util 0.9

Copyright 2005-2009 Weston Schmidt,
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...
Setting Alternate Setting #8

Determining device status: state = dfulDLE,

dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096
Copying data from PC to DFU device

Harald Welte and OpenMoko Inc.

status = 0

Down load [
Download done.
state(7) = dfuMANIFEST,
state(2) = dfuIDLE, status(0)
Done!

can't detach

status(0)

===] 100%

No error condition is present

No error condition is present

Resetting USB to switch back to runtime mode

49938432 bytes



ARERORHEENIX, ARERLRMSL -a EIURHI 2 XA -D RIS EHRETRT; Besran<
JEHEHENN R SRR AR, TR ER.,

4.7 DTBO/DTO

R TETHPRIARZET N, XSRS RET, %L ILAE: DTB, DTBO, DTC, DTO,
DTS, FDT,

EAZ RIS ER AT DAIA N -

o DTS ZHTHIA EDT B~ fF;

o DTS &jd DTC #mi¥/ar] £ % DTB/DTBO;

o DTB 1 DTBO J&IT DTO #{En] &F M — 1 HH DIB;
EEB NMEZH P SRIEDTO X MNMAMENES Y HDTBOREZ, R CHFA TR X MESTREA,
BAMf: DTO 2 —ahiatis, REMEHEME; DTBO 22— PMAIAMS, BRI TSI dib,

ARETEZHIATS%E: https:/source.android.google.cn/devices/architecture/dto,

4.7.1 JRBRAT4

DTO(Devcie Tree Overlay) 52 Android P 55| A A7 5 Y DIEE, FIiERIZ & Blob (DTBO) &
IITEC AR EIZEW Blob L, DTO RJPAEIFRGEN T SoC L&, HEASEIMNE XN RE RIS
RE, AT R R R0 s R B R R ) A T B

Fi%#EM Blob (*.dtb) —M&H Vendor | RifEft, KI&E#H Blob (*.dtho) FJH ODM/OEM %] FEiE
it &GI8 bootloader & H G L IELS kernel, U1 RE:

B Rk HE: https:/source.android.google.cn/devices/architecture/dto
TEER: DTO #/E# AR DTB #1 DTBO M4 IR IEAY DTB JwiF A X Al, EE L AREX ]

i dtc gmi.dis I, AIRIMETT-@ PATEAE K. dtbo HERN_symbols_715 io _symbols_Ti s B & bR
BRIFTE T RIPIER, DTO FERIMERX M IRIENZHE, WRRA:

L. g des FRBla <

dtc -@ -0 dtb -o my_main_dt.dtb my_main_dt.dts
2. 4iFEMZE DT .dts HIRAlERS:

dtc -@ -0 dtb -o my_overlay_dt.dtbo my_overlay_dt.dts

4.7.2DTO JBH

1. BrE{#gE:

CONFIG_CMD_DTIMG=y
CONFIG_OF_LIBFDT_OVERLAY=y


af://n1416
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2. board_select_fdt_index()PRELIISEH, X2 — D __weak K&, F 7 a] DURIE LRGBS e,
PR ER B 7E 2 £ DTBO HIREVAH THUT DTO #/ERAGT DTBO (GRI[E] index &S|, /M 0 FF
1), BROARY weak BREGR A index 24 0,

/*
* Default return index 0.
*/
__weak int board_select_fdt_index(ulong dt_table_hdr)
{
/*
* User can use "dt_for_each_entry(entry, hdr, idx)" to iterate
* over all dt entry of DT image and pick up which they want.
* Example:
* struct dt_table_entry *entry;
* int index;
*
* dt_for_each_entry(entry, dt_table_hdr, index) {
* .... (use entry)
o}
* return index;
*/
return 0;
}
4.7.3 DTO &%

1. DTO $UT5EE, 1 U-Boot KIJTHLIE B AR AT DLE 345 5

/7 AR RIFTER
ANDROID: fdt overlay OK

/7 RIS BOFTER
ANDROID: fdt overlay failed, ret=-19

18R 5 RIS S R — R T2 (KD /R %75 5 blob FINAFEANIRA SR, RO P &R 2R eI A M
BRI E LRTE .

2. DTO I THINIGTES kernel FY cmdline BB NS, REAY#IEHW? DTBO i#1T DTO #
E:

androidboot.dtbo_idx=1 // idxM\oHfif, XEFRRIERLdx=1MADTBOIM/TDTOELE

3. DTO #UTakI)J5 Al ATEU-Bootdi &1TfEH fdt ai S EEDTBNE, WINKEIZGER,


af://n1453

4.8 ENV

4.8.1 HEZESZFY

ENV J& U-Boot HEZE A BRI —MEdEEH 773X, 1#Id hash table A4 SE{E FI"EdE A TR
P ST AR, BE, BTN BB EMEIES N SREAEE, U-Boot XHHM ENV
AR S FEEN . NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBI...

BLE:

// BRINECE: ENVIREIENG
CONFIG_ENV_IS_NOWHERE

// ENVERTFAES MBI
CONFIG_ENV_IS_IN_MMC
CONFIG_ENV_IS_IN_NAND
CONFIG_ENV_IS_IN_EEPROM
CONFIG_ENV_IS_IN_FAT
CONFIG_ENV_IS_IN_FLASH
CONFIG_ENV_IS_IN_NVRAM
CONFIG_ENV_IS_IN_ONENAND
CONFIG_ENV_IS_IN_REMOTE
CONFIG_ENV_IS_IN_SPI_FLASH
CONFIG_ENV_IS_IN_UBI

// EREAEAFBLKIEZRERFMENT (mmcBRIL) , RKEEHEEMM !
CONFIG_ENV_IS_IN_BLK_DEV

REARAHD:

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/ext4.c
./env/fat.c
./env/flash.c

4.8.2 RN

/7 REGAEAL &

char *env_get(const char *varname);

ulong env_get_ulong(const char *name, int base, ulong default_val);
ulong env_get_hex(const char *varname, ulong default_val);

/7 BIREOTEIAEAE R, value INULLINEE [ T IR E
int env_set(const char *varname, const char *value);


af://n1466
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int env_set_ulong(const char *varname, ulong value);
int env_set_hex(const char *varname, ulong value);

/7 BRFEFEN B EENVIE B2 ERINE K

int env_load(void);

// EHRIFFAENVIE BRI EIFIEN L

int env_save(void);

o env_load(): FAIPATREE, U-Boot IERSTESIENEANMIZEE;
o env_save(): FIPEFENNZIENEH, SWEHAEMN ENV EERTE
CONFIG_ENV_IS_NOWHERE_XXX F&EMTZMENTR;

4.8.3 mz

RK 2t TG —AC8 ENV B2, BRI, B, BHasme. F22N T4 bootargs
INGRAT R, EREAER T HAIAE R R R,

/**
* env_update() - update sub value of an environment variable

*

* This add/append/replace the sub value of an environment variable.
*
* @varname: Variable to adjust
* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error
*/
int env_update(const char *varname, const char *varvalue);

/**
* env_update_filter() - update sub value of an environment variable but
* ignore some key word

*

* This add/append/replace/igore the sub value of an environment variable.

*

* @varname: Variable to adjust

* @valude: Value to add/append/replace

* @ignore: Value to be ignored that in varvalue

* @return 0 if OK, 1 on error

*/
int env_update_filter(const char *varname, const char *varvalue, const char
*ignore);

1 env_update()f& F AL :

o BGIEE: 1R varname ATEE, NIGIE varname 1 varvalue;

o JEHN: 40%R varname EAFFE, varvalue ANFFE, NIIEND varvalue;

o B W% varmame CE(E, varvalue FE(E, AT YR varvalue BRHLERI, Lhan: JEOR1FLE
“storagemedia=emmc”, 4#ijf& A varvalue A“storagemedia=rknand”, W2 EH

JJ"storagemedia=rknand",

2 env_update_filter()/& env_updateRIY FEIRA : TEEHT env [IAIATHE varvalue BN SCHE AR,


af://n1480

3 FEAIIIER: env_update()F] env_update_filter()&S 52 PAZSAE FI“="1E N 73 FRTFT A ENV AT 8T 7r 3,
FrAERTTZ: HNA. "key=value"ZH & 1A

o FANMA: sdfwupdate, ......

o "key=value"#H&1fl: storagemedia=emmc, init=/init, androidboot.console=ttyFIQO, ......

o AW MZEOTIEMEKFRHIT, HanJEi%#“console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive“/F N — NIRRT THRAE,

4.8.4 1Al E

env_save()F] DA ENV £RIZZITEEN T, RK SEG R ENV RN B RIAR/INE AT :

if ARCH_ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS_IN_UBI
depends on !'ENV_IS_NOWHERE
default 0x3f8000
help
offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area
endif

o J@%, ENV_OFFSET fll ENV_SIZE #i AR EK,

4.8.5 j@ HE W

HATH N EEN R A eMMC/sdmmc/Nandflash/Norflash 25, {H U-Boot 4 Nand. Nor 2% ENV
IXKBHHESAE MTD HEZR, i RK TS E RN EER R E BLK AEZRZ, [RIIXLE ENV IXBhTCiE#

AN, RK N#EA BLK HEZE ERTEMETEL CONFIG_ENV_IS_IN_BLK_DEV BCLEEIN:

e eMMC/sdmmc HYIEL, MKIRIER CONFIG_ENV_IS_IN_MMC;
o Nand, Nor f1&#, 7IPAEE: CONFIG_ENV_IS_IN_BLK_DEV;

1% FH P (P A1 52 3 52K configf) CONFIG_ENV_IS_IN_BLK_DEV & X,

// BEEOAMHEEL, AREER
CONFIG_ENV_OFFSET
CONFIG_ENV_SIZE

// EEAFREERE
CONFIG_ENV_OFFSET_REDUND (optional)
CONFIG_ENV_SIZE_REDUND (optional)
CONFIG_SYS_MMC_ENV_PART (optional)
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HERE: TICEZMED CONFIG_ENV_IS_IN_XXX &, &5 Keonfig AR E X IHAH, HHEHE 1A
B,

4.8.6 fw_printenv . H

fw_printenvsg U-Boot#2 HE i — M linux i i ienv T B, @XM THE, HAF A PAElinux B, Bk
enviINE, #H1Z T EERenvX BN T — Pkerel o] AT X - (BN X) |, AR EEED
kernel sys I HI{Z 19 177 R Ellenv X 15,

T EIREUT R

./make.sh env

iT5Em IR
./tools/env/fw_printenv // enviiE T H
./tools/env/fw_env.config // envlECE X
./tools/env/README // enviE T E Ui

i 75 1516 2% README X 4,

4.8.7 ENVF

U-Boot5I A FIENVITRERIEFT A IS BA AR 7 EIFEE 7 B DX, SNRIERBR, WIRAGHH KA
BYHIRMENL, WRSBRSTTARLER B, SEFCERRESGE, Bl 53064 bootemd FRFRELE
FERNEShE. FIEBRITHIHEENV FragmentHJiE: X173 JTU-Boot RGUINGE L EANSIMR A F AL
B, MPZEETTE —Penvy XA T EE LHIIGEL R, FHEU-Boot HXBIFHAZH, U-BootA 72
PF Menvy X LGN/ S /B B4 BRI &,

ENVFififs:

P F A Eenv.ixt B €N, ARG Fimkenvimage £ 545 env.img B 17 g0 L, /58N Loaderfll
U-BoothN#E - f@trenv.imgN 7, HIECONFIG_ENVF_LISTHZM S AAENMELE, HA: AR
R, FREFHWEAFE R/ env.img,

[T

CONFIG_ENVF
CONFIG_SPL_ENVF
CONFIG_ENVF_LIST="blkdevparts mtdparts sys_bootargs app reserved"

// eMMC:

// ¥87% Primary env.img HIfEfiftinE, BN T,

CONFIG_ENV_OFFSET=0x0

// ¥87E Backup env.img [NTFfEHE, TEAEGIERCONFIG_ENV_OFFSETIRIF—E, Bfi: F,
CONFIG_ENV_OFFSET_REDUND=0x0

// Primary #1 Backup env.img HIA/N, BANZ: F75,

CONFIG_ENV_SIZE=0x8000

// spi-nor: AR E.
CONFIG_ENV_NOR_OFFSET=0x0
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CONFIG_ENV_NOR_OFFSET_REDUND=0X0
CONFIG_ENV_NOR_SIZE=0X10000

// spi-nand/slc-nand: F%RE L,
CONFIG_ENV_NAND_OFFSET=0x0
CONFIG_ENV_NAND_OFFSET_REDUND=0X0
CONFIG_ENV_NAND_SIZE=0x40000

(AR
./env/envf.c
TH:

// BRINS5U-BootM4miIFHER tools/mkenvimage, FF#Tflenv.img
./tools/mkenvimage.c

PCHIT R ifRE GEfD -

1. Al env.txt:

/! HGEXRGEIXR, SMTEIRER S5, Hlan:
blkdevparts=mmcb1ko:4M@8M(uboot),4M(trust), 32M(boot), 32M(recovery), 32M(backup), -
(rootfs)

sys_bootargs=rootwait earlycon=uart8250, mmio32, Oxff570000 console=ttyFIQO

o HHAEK:
(1) RHA"key=value" X FHH{E X
(2) BHEXTHA=": A ARETE NMERBRNG S
(3) FEAHATRR — MREX HIZE R

e sys_bootargs : ARFEF T N#disH Hbootargs, UIRIEE 717, MU-Boot= 1 A
sys_bootargs Xf #ZdtsfJbootargsfifloverlay, #{EAH[F I sys_bootargs It FE4% B 5.,

o PIXF: STRINEARHERmidpartsFiblkdevparts 7y X RIF R, THHZFRIERE (Tik—) . AREFHEN
DXFEXSEUR:

// eMMC:
blkdevparts=mmcb1lk0:32K(env),512K@32K(idblock), 256K(uboot), 32M(boot), 2G(rootfs), 1
G(oem), 2G(userdata), - (media)

// spi-nor:
mtdparts=sfc_nor:64K(env), 128K@64K(idblock),128K(uboot), 2M(boot), 4M(rootfs), 6M(oe
m), - (userdata)

// spi-nand/slc-nand:

mtdparts=rk-

nand:256K(env), 256K@256K(idblock), 256K(uboot), 8M(boot), 64M(rootfs), 32M(userdata),
- (media)

2. £ env.img:



## Chapter-4 eMMC:
./tools/mkenvimage -s 0x8000 -p OxO@ -o env.img env.txt

## Chapter-4 spi-nor:
./tools/mkenvimage -s 0x10000 -p OxO@ -o env.img env.txt

#spi-nand/slc-nand:
./tools/mkenvimage -s 0x40000 -p Ox0 -o env.img env.txt

3. env.imght 5 ElfE ML,
U-Boot ¥t /P& #ifE (Fafil) :
1. (HREH %R Benv.img

// fEREENVF

CONFIG_ENVF=y

CONFIG_SPL_ENVF=y

CONFIG_ENVF_LIST="blkdevparts mtdparts sys_bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0
CONFIG_ENV_OFFSET_REDUND=0x0

// spi nor:
CONFIG_ENV_NOR_OFFSET=0x0
CONFIG_ENV_NOR_OFFSET_REDUND=0x0
CONFIG_ENV_NOR_SIZE=0x10000

// spi nand/slc nand:
CONFIG_ENV_NAND_OFFSET=0x0
CONFIG_ENV_NAND_OFFSET_REDUND=0x0
CONFIG_ENV_NAND_SIZE=0x40000

2. EHi4 %It S uboot.img,
3. UG R

dwmmc@f fc50000: 0, dwmmc@ffc60000: 1
Bootdev(atags): mmc 0

MMCO: HS200, 200Mhz

// BUTRETED

ENVF: Primary Ox00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: vi

boot mode: normal

FIT: no signed, no conf required
DTB: rk-kernel.dtb

4. U-Bootf 21 THH FA] DUB 4N R an 2 (- ffenv, BCERAS_LAEH env_save() o



=> env save
Saving Environment to env... // SHIFRFEHAN RIS

4.9 Fastboot

Fastboot;2 Android?& A —FEBIUSBAIU-Boot TR B AR, —RATHRBUREEE. REEH
%O

4.9.1 Bt B %

// fERERCE

CONFIG_FASTBOOT
CONFIG_FASTBOOT_FLASH
CONFIG_USB_FUNCTION_FASTBOO

// BHILE
CONFIG_FASTBOOT_BUF_ADDR
CONFIG_FASTBOOT_BUF_SIZE
CONFIG_FASTBOOT_FLASH_MMC_DEV
CONFIG_FASTBOOT_USB_DEV

4.9.2 fili % 75 3%

Fastboot EKIAHH Google adb ) VID/PID, A4~ LAMA 775X

o kernelJii & fTHAT: reboot fastboot
o U-BootfJii{THAT: fastboot usb 0
o JIHLEIZHEHE: cul+f

4.9.3 M2

fastboot flash < partition
fastboot erase < partition

[ < filename > ]
fastboot getvar < variable | all
fastboot set_active < slot
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]
fastboot get_staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot
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fastboot
fastboot
fastboot
fastboot
fastboot

4.9.4 MR

oem
oem
oem
oem
oem

at-disable-unlock-vboot

fuse at-bootloader-vboot-key
format
at-get-vboot-unlock-challenge
at-reset-rollback-index

¢ fastboot flash < partition > [ < filename > ]

TieE: DXRE

25491

fastboot flash boot boot.img

* fastboot erase < partition >
TifE: #HERIX

2545 fastboot erase boot

e fastboot getvar < variable >

ifE: REUEFEER

2445 : fastboot getvar version-bootloader

< variable > 2%

version

version-bootloader

version-baseband

product

serialno

secure

max-download-size
logical-block-size

erase-block-size

partition-type :
partition-size :
unlocked

< partition >
< partition >

off-mode-charge

battery-voltage
variant

battery-soc-ok

slot-count

has-slot: < partition >

current-slot

slot-suffixes

slot-successful: <
slot-unbootable: <
slot-retry-count: <

_a | _b
_a | _b>
_,a | _b>

at-attest-dh
at-attest-uuid

at-vboot-state

e fastboot getvar all

TiRE: RMATHRERER

/*
/*

Jx
e
/4
x
e
/4
e
e
/4

/4
/
e
s
%
p
/%

fastboot A */
uboot fRA */

*/

BN RRERE */

fastboot SCRFRALHIRARTTEL */
WP </

SRR */

XA */

TR */

& lockiks */

slot #H */
BESLOtNEGEZIXHG */
YMHTESIs Lot */

VHTIRE EANslot, FTEIH Hname */
BE S XER EMRE SN */

BE DX BEGHIKE Hunbootable */
BESX M retry-countiRE */
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fastboot set_active < slot >

ThRg: REHETAY slot

24f4]: fastboot set_active _a

fastboot reboot

Thee: HEIRE, EHED

24(§|: fastboot reboot

fastboot reboot-bootloader

UiRE: EFIRA, HEA fastboot BT

%45 : fastboot reboot-bootloader

fastboot flashing unlock

TheE: fEpliges, RUFREEF

24f51]: fastboot flashing unlock

fastboot flashing lock

Thee: BUEIRES, ZILRE

2449 : fastboot flashing lock

fastboot stage [ < filename > ]

TiRe: TEBURENILEMANTE, NFEEEHINE CONFIG_FASTBOOT_BUF_ADDR

2445 : fastboot stage permanent_attributes.bin

fastboot get_staged [ < filename > ]

ThRE: M imREEEE

2445 : fastboot get_staged raw_unlock_challenge.bin

fastboot oem fuse at-perm-attr

IJEE: %¢5 permanent_attributes.bin & hash

25
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot oem fuse at-perm-attr-data

IhEE: RIS permanent_attributes.bin £|Z £ FEX K (RPMB)

2551
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

ke BUEIRE

2%f31:  fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

TIRE: fRBORE, PISZEF authenticated unlock



25491 -

fastboot oem at-get-vboot-unlock-challenge

fastboot get_staged raw_unlock_challenge.bin
J/make_unlock.sh (!l make_unlock.sh &%)

fastboot stage unlock_credential.bin

fastboot oem at-unlock-vboot
A PAZ% (how-to-generate-keys-about-avb.md)

 fastboot oem fuse at-bootloader-vboot-key
UIRE: J%%5 bootloader key hash
2545
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
e fastboot oem format
hee: EFAEML X, 73 XIE B T $partitions
%44 : fastboot oem format
¢ fastboot oem at-get-vboot-unlock-challenge
IfE: authenticated unlock, F5224K1% unlock challenge %i#iE
24451]: 2l 16. fastboot oem at-unlock-vboot
e fastboot oem at-reset-rollback-index
ifE: BRI rollback X
2449 : fastboot oem at-reset-rollback-index
e fastboot oem at-disable-unlock-vboot
TRE: fifi fastboot oem at-unlock-vboot A4 KAY

25f51]: fastboot oem at-disable-unlock-vboot

4.10 FileSystem

4.10.1 HEZR S F5

FATFIEXT2/42 % F S 24508 . EHFFFATRAIFEDOS (MBR) X3, #WIE&EE:

Fas

oo

H BifEU-BootH— R [RNX P F AR R G LEAR %
FAT Bl & :

CONFIG_DOS_PARTITION=y
CONFIG_FS_FAT=y
CONFIG_FAT_WRITE=y
CONFIG_FS_FAT_MAX_CLUSTSIZE=65536
CONFIG_CMD_FAT=y
CONFIG_CMD_FS_GENERIC=y

SD+F, U
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FAT @4
fatinfo fatload fatls fatsize fatwrite
EXT2/4 Bl &

CONFIG_CMD_EXT2=y
CONFIG_CMD_EXT4=y
CONFIG_CMD_FS_GENERIC=y

EXT2/4 i34

ext2load ext2ls extd4load extdls extdsize

4.10.2 H&f 0

FAT BR#ELH /include/fath:

int file_fat_detectfs(void);

int fat_exists(const char *filename);

int fat_size(const char *filename, loff_t *size);

int file_fat_read_at(const char *filename, loff_t pos, void *buffer,
loff_t maxsize, loff_t *actread);

int file_fat_read(const char *filename, void *buffer, int maxsize);

int fat_set_blk_dev(struct blk_desc *rbdd, disk_partition_t *info);

int fat_register_device(struct blk_desc *dev_desc, int part_no);

int file_fat_write(const char *filename, void *buf, loff_t offset, loff_t len,

loff_t *actwrite);

int fat_read_file(const char *filename, void *buf, loff_t offset, loff_t len,

loff_t *actread);
int fat_opendir(const char *filename, struct fs_dir_stream **dirsp);
int fat_readdir(struct fs_dir_stream *dirs, struct fs_dirent **dentp);
void fat_closedir(struct fs_dir_stream *dirs);
void fat_close(void);

EXT2/4 PREEL S include/extdfs.h:

struct ext_filesystem *get_fs(void);

int ext4fs_open(const char *filename, loff_t *1len);

int ext4fs_read(char *buf, loff_t offset, loff_t len, loff_t *actread);
int ext4fs_mount(unsigned part_length);

void ext4fs_close(void);

void ext4fs_reinit_global(void);

int ext4fs_1ls(const char *dirname);

int ext4fs_exists(const char *filename);

int ext4fs_size(const char *filename, loff_t *size);

void ext4fs_free_node(struct ext2fs_node *node, struct ext2fs_node *currroot);

int ext4fs_devread(lbaint_t sector, int byte_offset, int byte_len, char *buf);

void ext4fs_set_blk _dev(struct blk_desc *rbdd, disk_partition_t *info);
long int read_allocated_block(struct ext2_inode *inode, int fileblock);
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int ext4fs_probe(struct blk_desc *fs_dev_desc,
disk_partition_t *fs_partition);
int ext4_read_file(const char *filename, void *buf, loff_t offset, loff_t len,
loff_t *actread);
int ext4_read_superblock(char *buffer);
int ext4fs_uuid(char *uuid_str);

4.10.3 M%7

// HHASDFRA[IAG] (U Z2UENHusbm 2 TIRA, W&EHS B2 usb 0)
=> mmc dev 1

switch to partitions #0, OK

mmcl is current device

// BERER

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC16G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 '"NO NAME "

1/ BEEXL
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux. txt

2 file(s), 1 dir(s)

// FEthello. txt SRR/ (FERBUARIRFRI L R FilesizeH)
=> fatsize mmc 1 hello.txt

=> echo $filesize

0x17

// BEElhello. txt X{FF|0x2000000

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BEFEFEMhello. txtNE

=> md.l O0x2000000

02000000: 6c6c6568 65682d6f 2d6f6Cc6C 6C6C6568 hello-hello-hell
02000010: 65682d6f ffefecec ffffffff ffffffff o-hello.........

// HESE: hello-copy. txt, f0x2000000~0x200001 7RIS Ahello-copy. txt,
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEHXH: hello-copy.txt
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux. txt
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23 hello-copy.txt

3 file(s), 1 dir(s)

AR ext2/ARNfara S HIEE R TR, HORNMEER,

4.11 HW-ID D'TB

RK - & U-Boot S ke IE 4 _I I GPIOE A ADCIRAS BN S MNE A FI U Kernel DTB, E#8AVHW-ID DTB
(Hardware id DTB) MjfE,

4.11.1 Bit)sB

BHREAR I SER BRI — e TeiefE, bhan: B, wifi BEHSE, WREG— DA SN
— BRI, AEERELILRRIL, FT AT 2 HW_ID DIRESEIR— B A n] DUGEHC A A AR A R RE 1

EOXRNRIBEAERRA, P LR ZAR A MY dib SCfF, RIREZHE M ADC/GPIO REAFME—{E M TRAES
ATEECEARAS (Eban: [EER) ade H. EERIHE GPIO )

FH PRI EERTRE A RR AN 1Y dtb 43T i [E — resource.img, U-Boot 5|5 kernel sy 46 U A £
—{H, M resource.img B AT Y AITELFRRADLACLY dtb 1545 kernel,

4.11.2 BifES%

Hui%+ ADC #1 GPIO Wik 2UHa & Bl RRAS
ADC &% it

RK3326-EVB/PX30-EVB F:# LA 77 K HEFH, AREEHEA > KB AR ADC {H, XK DAFHE ANHE
T AR AR -

SHADCO_HW_ID e eaeeeeeeeeeettateteeteteeittee et ettt tarettatttates s
i M
: M
Part F It is reserved for the hardware wversion of the producti
1 If it i3 not needed, it can be removed. :
VCC_1vE
i
U1D00F
V14 ADCO_HWID 151 05 -
ADC_IND oy —— P1800 TF 0.8
ADCTIM YT ADCI_HE_HOOK
ADETING ¢ ADCZKET_IN
U2 . o
ADC_AVDD_1VE — TZTH] -ONWCC_1VE
| 100nF
P¥30 ¥ER
B3V
Cod0z
:
Note:All the Power filter capacitors. should be M HW ID

placed close to the power pins of PX30

ADCO_HW_ID Bull-up Bull-down | ADC Value | &
Besi sistan .

VersionD {Defanle) 51K DHE 1024

FCE(E IR MIPI B/ M A B A 53 S — i T~ iz FELRH:
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LCD/TP Adapter Board

LCHM+TE TE

PP PSSR P
] [ | Ly e K]

WODED EYVEL o

ANFE) mipi fERECEARIRAE, K& EVB EHREE—ME—I ADC Z28H,

Hull V1 AR ADC iH8 751 ADC 2EURAME N 1024, X NVE ADC_INO 5| E 4% 7 5 H e
1.8V, MIPI Jj# EH— 10K B9 NhiFERE, $28 EVB /g ADC=1024*10K/(10K + 51K) =167.8,

GPIO &% il

HHli{&H GPIO REFZ%5i1kit, Al EDEH.

4.11.3 DTB#i %4

P R 2K ADC/GPIO RYTE(ME—(EE EABIAE dib X, R T:
ADC {5 HW_ID DTB:
o XM LAC A SR
o HW_ID #%3X: #[controller] ch[channel]=[adcval]l, FRA—5EREHIT
[controller]: dts Efii ADC %l #5197 AT
[channel]: ADC J&iE,
[adcval]l: ADC HIHCME, SEFRARTEEE: adeval+-30,
o BAEEBATTWIER/NG TR, WEARER TS,
o ZHITZ RIELHT MR, &2 S 10 TMHIT;
i

rk3326-evb-1p3-vie#saradc_ch2=111#saradc_ch1=810.dtb
rk3326-evb-1p3-v10#_saradc_ch2=569.dtb

GPIOfE ) HW_ID DTB:
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o A DA dib SR
o HW_ID #3\: #gpio[pin]=[level], FRA—"N5eEEEIT
[pin]: GPIO fl, 4 0a2 #' gpio0a2
[level]: GPIO 5 [HHIFE-F,
o FANERPITTHFE/ NG T, NEARER T,
o ZNHITZRIEL#T MR, &2 10 TMHIT;

yo

rk3326-evb-1p3-v10#gpioGa2=0#gpio0@c3=1.dth

4.11.4 DTBIT{U

kernel 2% : scripts/mkmultidtb.py. JEIIZHIA AT DAEZ A dib T H 3R — resource.img,

AP FEEST A SRS TR dtb X5 #] DTBS F o B, FH4E EX MW ADC/GPIO HIBLE S
I%\O

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict([('rk3326-evb-1p3-v10', '#_saradc_ch0=166"),
('px30-evb-ddr3-1lvds-v10', '#_saradc_ch0=512"')])

b, $4T scripts/mkmultidtb.py PX30-EVB =B LS 3 47 dtb 1Y resource.img: :

o rk-kernel.dtb: rk FKINH dib, AMAITE LIRTFHLA, ATA dib BRI VLECRIIIN ERINBAE . 4T R
AZMEAH DTBS IS — dtb /ENERIAR dib;

o 1k3326-evb-1p3-v10#_saradc_ch0=166.dth: 2% ADC {5 B rk3326 dtb S fF;

e px30-evb-ddr3-lvds-v10#_saradc_ch0=512.dtb: f1& ADC 2 EH px30 dtb A

4.11.5 YitE H

[W=RriAUE
CONFIG_ROCKCHIP_HWID_DTB=y
XY :
./arch/arm/mach-rockchip/resource_img.c // EASE: rockchip_read hwid_dtb()

DTS Bi&:
W FHGPIOfE NEEA IR, WA fErkxx-u-boot.dtsiHH & B XS b pinctrl flgpio 17 ii; ADCERIAEAHAE,

40 gpio0Figpiol fENIRF:
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&pinctrl {
u-boot,dm-spl; // BImNZEY:, 1EiZ SEHRABEEVU-Boot DTBA, R,
3

&gpiod {
u-boot,dm-spl;
}

&gpiol {
u-boot,dm-spl;
1

4.11.6 INFREE

mmcO(part ©) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10#_saradc_ch0=166.dtb // fTENULEIDTB, IIERIA rk-
kernel.dtb"

Using kernel dtb

4.12 SDAIU#
REYEENARKY-E _FAYSD MURIE S, T+,
4.12.1 YLl R PR

AR RHIESE UG, B AEE A SLERRIE E A i (mA A BT R A Mag, MTARCSATZES)
RIERTE A, U-Boot IRFIZIX ML/ & E B s8I imfe, H:

o Jadlt: FNRE—M7ERNE M, U-Boot B HIX e MEHF1EH R RSt ;

o ARt FWEMWMEM, SWEALFEN, PCTESRSEMMEMN: —Mm S Arecovery izl
M XS GERAlEE) , —fh 25 update.img & GENBEH) o U-Bootff HARE 5]
S ARG Arecovery®i R, )5 Hirecoveryf2 F5# F BE 52 AR TA1E,

REER .
o SDRBFN/TFE MbootromiX —ZEE 467 £ ;
o UEBHNIFFAMU-BootiX—IF4637+;, B 2 /D ERIUEU-BootREIE & TAE!

4.12.2 EHHRIVE

RKV-& ERISDIIUE RS R, AR FRRIERIER 22 —5H, NRMDPE:

o fHHSDKHZ N RKTools/ linux/Linux_Pack_Firmware/rockdev/ T.HE4: A update.img,
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o fHFSDDiskTool T Effupdate.img K% 2ISDEL UL, & :

o JEFERIRBIMEEL
o JEFF BT B spagh
o i FFanaIE

i BERAEAEESTE v1.53 e S|
s TR SDBoot:2.12
| Generic STORAGE DEVICE USB Device 14,86 -
FE A TRGE
VI B8 [T FeEagufist [“lsniEzh
F =i AREERE 2]
E:\RK\PX308RK3326\T B yockdev\update img SEREE

B EAED emo iR (A]3%)

[ 3% Dema
LEHEEEE OO (e ]

4.12.3 SD fit &

SDEsNH: B F-ESDKATiHIU-Boot LA BRI EREIZINRE, H P ARFEEIMNLE,

4.12.4 USB it &

U B3 K5 SDKEAMIU-Boot ERINEE HEE, [RNU-Boot/RAEMUSBHT M RFENR, A DA
M ECEEITE:

BB RE TR EEFZ A (eMMC/Nand,...5%5) , FHIAXEREFERATH,

L2 $f_E UL AU-Boot i 21730, $14T usb start flusb info M HHIAREIEHIRFIU
5, ANELVEBEUE RS,

I3 N4 B 1 kernel DTB % I —17 44 ikern.dtb i E|U-BootY . /dts/ H3E R, X
kern.dtb = {E4R 13 U-Booth #% B 2141 3 uboot.img,

kern.dtb Hi&: YAMIF(E S X kernel dtb 3R E, U-Boot i Fkern.dtb FifRUSB AEHZIE
WAL,

HIR4: U-BootfH BEURL B 8/ B B

CONFIG_ROCKCHIP_USB_BOOT=y


af://n1807
af://n1809

T4 )54 5 uboot.img,

AN RIZISFES R Ruboot I EM R K TCIEFT AR, 2R A3 Akern.dtb5 [RCHY, 5 /cE =
— LR U-Bootfit &

4.12.5 YIREARL
AUATHIIASD., UL Ehsl THREhREE Rk,

P ] DR A HI7Z % (eMMC, Nand...) _Efkernel, resource, boot, recovery EFXF5X, #AiEG L
SD/UELfE HEIE Akernel,

4.12.6 [EEHIG

USFIGATEI 2 usb start @4, NIRRT RER ;

MRS R R ELFRFGPT/rIX SR, NISDDiskTool THEMIARAZLR >= v1.59;

MR ZNARREZFFABRS, WISDDiskTool TEMIARAZR >= v1.61;

KNUEL IS 8/ 4P RE 2 2019. 11 A S INAYZHRE, At DARE O @ 8 55 B4 e 4 T~ 46
1. U-Boot GESL BB FHE2E M () -

commit 369e944c844f783508bh7839ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt_check_header(gd->fdt_blob_kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf@c5446e7ea828ch970d3d4879e3acda86

B BTGNS LN T B9l (T EERIRE)

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceed4l rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource_tool: add shal for file entry

fc474da 1ib: sha256: add sha256_csum()

0ed06f1 rockchip: support boot from U-disk

01f0422 common: bootm: skip usb_stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin GFEEEIXMER:


af://n1826
af://n1829

commit f9cObOb72673a65865b00a8824908ca6f12ecc32
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:
(5e817a0 tools: rockchip: resource_tool: add shal for file entry)

Change-Id: Ife®6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel BB ESIXMER:

commit 078785057478c789bb033ba06925fal3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource_tool: add shal for file entry

From u-boot 5e817a@ead427 ("tools: rockchip: resource_tool: add shal for
file entry").
Merge all C files to one resource_tool.c

Change-Id: If63ba77d1f5a3660bd6ef87769bb456fa086ae71
Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o WA F LRISDKELESIH, BR T BME I EIRMIRN T, BIER S recovery) TREITHAIAZ S
recovery B AHIAN T o



5. Chapter-5 KB

5.1 AMP
5.1.1 SEPLE S

U-Boot HEZREAINIEH AMP(Asymmetric Multi-Processing) 2 £f, RK HSEH 7 —F& AMP Hl#l: AFEF
CPUIB T ARIHY &l FF,

ifm/&ﬂ\%:
(1) FEFHTH

FrEAMPEE CRELinux) BT its X HFHEECPUBRTTIRS., MREHEE, ®EFTEK—PFITHE
Hamp.imgt 5 Flamp 73X,

FALI U-Boot A 52 il amp.img[& 47 31 Tsha256 7B AT, F HtrusthE E & CPURIBT TR S HIR & 2
GiS) AN M5

(2) Jazhim

JB1TU-BootCPURR A F4%, FRAEEMHE TR YMME LS, RER B S THRAE,
(3) WIRER

U-Boot NMATTAMP /5 % N4 E 2 MRS VA (BAEEMERITITERRIS) | EFE#E B OIRIE,
(4) Trusthi &

AMPYIRETR ZurusthiL &, AR FHEERICPUIBITIRAZENMRA, NISDKAJrust B34 ; 4 RAEBIA
INES, WIFFZRuustfIh=cHs (HERSF- G SDKEERIASHRF) -

EARCPUBIMRZS A2 :

2L BRINIRAS: arch = "arm", thumb = <0>, hyp = 0;

AN ERIAIRAS: arch = "arm64", thumb = <0>, hyp = 1;
(5) Linux+AMPA&

1. ZEFFRAN, HE7E FHLinu R E M RIERSMPEF R —2, BIHEG 7 ZEAE K
i LinuxtE < + amp.img,

2. JF& 3 ] PATEampiits BE I S AN " linux "9 s 6 E CPUIST TLinuxHIRAS (RFEEBZBIANRES) S

3. AR ERHILinux B B R E A, W FAZE 858 HEAMPEE SIMERRISMPE 87T 3,
FHU-Boot/d 3/]Linux.

4. WRAFEZPELInux, NMLEE3Linux, BEIEHEAMPE M, FE: BEENNEZARE
CPUO, HZHRARNrust=CH+o

5. Linux[@E Atk H HU-BootFl &€, Hl40: rk3568_common.h,


af://n1857
af://n1858
af://n1859

5.1.2 HEZRSZ FF

FlE:

CONFIG_AMP
CONFIG_ROCKCHIP_AMP

LEESANTR
./drivers/cpu/rockchip_amp.c
its H5Life :
./drivers/cpu/amp.its
TR TA:
./tools/mkimage // SEFEYRIF—IRU-Boot/52 HENEMRK
R R ZED:

commit c51cf04095dde2df2dd047e70d2c7fb0866ea916
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Tue Oct 19 03:16:35 2021 +0000

cpu: amp.its: update amps "armé64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I99de02c5b6c62ffdd9b25565acd172801d6e983c

5.1.3 ifEiEH

1. #lEamp.imgFF E—fritsXfF, 1EHRT drivers/cpu/amp.its BIX:

W Rits: CPU1/2/3#IAMP, CPUOMILinux, FHSECPU3, Jaslllii/F/&: CPUO=>CPU1/2 =>
CPU3,

/dts-vil/;
/7 {

description = "FIT source file for rockchip AMP";
#address-cells = <1>;

// FTEAMPELE (CRE&Linux) 1ETfEimages i sl NEE;

images {
ampl {
description = "bare-mental-corel"; /7 WNETT: fRMER
data = /incbin/("./amp1.bin"); // WAIETR: ampl[EfF
type = "firmware"; // WNEIT: RMEEKREN
compression = "none"; /7 IIETR: MRS

arch = "arm"; // WNET: "arm64": 64fi, "arm": 32{i


af://n1887
af://n1898

CPU

H

cpu = <0x100>; // WE: cpuliffid(mpidr)
thumb = <0>; // %I 0: arm or thumb2; 1: Zfithumb
hyp = <0>; // WNEI: 0: ell/sve; 1: el2/hyp
load = <0x01800000>;// WAEI: [EHINEAIZITHItE
udelay = <1000000>;  // WEW: J55h5E 4 ETICPUSIMIER F T E8) F—1
hash { /7 IVETH: AMEREH
algo = "sha256";
}
3
amp2 {
description = "bare-mental-core2";
data = /incbin/("./amp2.bin");
type = "firmware";
compression = '"none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}
3
amp3 {
description = "bare-mental-core3";
data = /incbin/("./amp3.bin");
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
load = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}
3

configurations {
default = "conf";
conf {
description = "Rockchip AMP images";

rollback-index = <0x0>;

// FEETREGONBAIE LN, BEY, BRI R

loadables = "amp1", "amp2", "amp3";
signature {
algo = "sha256,rsa2048";

padding = "pss";



key-name-hint = "dev";
sign-images = "loadables";

}

// Linux CPURIBTTIRAIEE:
// (1) HAudelaysd M2 n]i%EIT;
/7 (2) BEHHEARATEL, HU-BootMSEAECE X FUvE, flan: rk3568_common.h;

linux {
description = "linux-o0s";
arch = "arm64";
cpu = <0X000>; // CPUOMIlinux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;
}
}
+
}
TiRH

e description: fiIA(EE.

o type: ERIAMEA"firmware",

 compression: EKIA{H FH"none",

o data: [EfFEETR, ZEEEEET amp.itsHIAEHRT BEIR,

o arch: CPU 32/64f5X, ARMv7HAEHEE A "arm"; ARMVSAIHEE N "arm64" 5 "arm", 73 HIFRR
AArch648AArch32,

e cpu: CPUMEFID, Blmpidr(Multiprocessor Affinity Register), HUE32ZBIAT, fil4n:

cpus {
#address-cells = <2>;
#size-cells = <0>;

cpu@: cpu@o {
device_type = "cpu";
compatible = "arm,cortex-a55";
reg = <0x0 0x0>; // mpidr

i

cpul: cpu@leo {
device_type = "cpu";
compatible = "arm,cortex-a55";
reg = <0x0 0x100>; // mpidr

o thumb: CPUFELHR, 1R Z4dithumb$EE N1, EHNIH0,

e hyp: CPUERINIAER,

o load: [EFINEFTIZITHILE,

o udelay: BEIFEMJGHIER (AR | #fius, JBEh524FICPUG MM EN G HEE R —
CPU,



TEIMBHIAMPIE M SME, JRaIT, ECPU—ERRIGHISENN, AZILALHIT

¢ Jloadables:
2R,
o linux i A FLinux+AMPAHE R, ERIESHE AT T HLEUERE HNA,

2. [EHT L
/7 Oxe@0 NS KN, AL
./tools/mkimage -f ./drivers/cpu/amp.its -E -p Oxe@0 amp.img
TSR R — R U-Boot 4 < H 8142 Fimkimage T. E.,
3. 7 X R hlamp 73 X
£ parameter.txt 73X F S AFHHEHN "amp” 771X, )55 amp.img,
U-Boot/g ELZMEEE PMamp 7y XN A ZIATE, W amp 73 X AK/IMELRTFE LA E,
4. Bring up

U-Boot HEZESEAIEMINHLE S L LHTE AMP [ bring up, 41 FNJECPU3fEN ERZHAMPRE -,
CPUO/1/2HILinux[E K B3R :

// FERINEEFamp3[E 7
### Loading loadables from FIT Image at 7bdbcf80 ...

Trying 'amp3'

loadables subimage

Description: rtthread

Type: Firmware

Compression: uncompressed

Data Start: 0x7bdbdd80e

Data Size: 311296 Bytes = 304 KiB

Architecture: ARM

Load Address: 0x01800000

Hash algo: sha256

Hash value:

de8db937e4d7bd4125056239154bb30d44a2fcca9e70aa8dead48fabda4838d5

Verifying Hash Integrity ... sha256+ OK

Loading loadables from 0x7bdbdd80 to O0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID:
optee api revision: 2.0
TEEC: Waring: Could not find security partition
Not AVB images, AVB skip
ANDROID: Hash OK

reboot reason: "(none)"

/7 FERZINELinux[EH:
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation
### Booting Android Image at 0x0387f800 ...
Kernel load addr 0x03880000 size 21655 KiB
### Flattened Device Tree blob at 0x0a100000
Booting using the fdt blob at 0x0al100000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK

'reserved-memory' ramoops@110000: addr=110000 size=f00O0



Using Device Tree in place at 000000000al100000, end 000000000al2322a
vpl adjust cursor plane from 0 to 1
vpO, plane_mask:0x2a, primary-id:5, curser-id:1
vpl adjust cursor plane from 1 to 0
vpl, plane_mask:0x15, primary-id:4, curser-id:0
vp2, plane_mask:0x0, primary-id:0, curser-id:-1
Adding bank(fixed): 0x03880000 - Ox80000000 (size: OX7c780000)

// ZB, FrAREFESINESERE, WG RELERMN 25345 CPU,

// EMJBHICPUOHILinuUXx (CPUL/2/G45@IdLinux/E3))

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK

// FREFHEC (CPU3) HIAMPE M

AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...0K

// LinuxfECPUG LiZf7:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU ld (Linaro_Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

ERFTEME BRI P (isBC E 2 A FARFE,  DASEFRO i,

5.2 Charge

5.2.1 HEZESZ§F

U-Boot JRAERBSAKZHFFFRHIIGE, RKE QKM T —E,
FEHW M BPES 2 Display, PMIC, HL&EIt, FEHDNE, pwrkey. led. CPU{RIIFEIRAR, Timerd,
AR TR

RK809/RK816/RK817/RK818/cw201x,
&

// HEZR
CONFIG_DM_CHARGE_DISPLAY
CONFIG_CHARGE_ANIMATION
CONFIG_DM_FUEL_GAUGE

// WK
CONFIG_POWER_FG_CW201X
CONFIG_POWER_FG_RK818
CONFIG_POWER_FG_RK817
CONFIG_POWER_FG_RK816

FEHMER:


af://n1950
af://n1951

./drivers/power/charge-display-uclass.c
7B E XS] :

// TETEMRAFHENRE, BERRECHEE, SRR, GRS, ERYFERIRSS,
./drivers/power/charge_animation.c

./drivers/power/fuel_gauge/fuel_gauge_uclass.c
FLETHIXa):

./drivers/power/fuel_gauge/fg_rk818.c
./drivers/power/fuel_gauge/fg_rk817.c // rk8e9kE H
./drivers/power/fuel_gauge/fg_rk816.c

WHRE
charge-display-uclass.c
=> charge_animation.c

=> fuel_gauge_uclass.c
=> fg_rkxx.c

5.2.2 FTHRE R

FHE LT . /tools/images/ HE, FEFTHLEH resource.img A BEM 7 FIMEZR BT,
NG5 2 Hresource.img BRIANATEFTHE F, FFZEAEU-Boot H A5 AMAMFT L,

$ ls tools/images/
battery_0.bmp battery_1.bmp battery 2.bmp battery 3.bmp battery_4.bmp
battery_bmp battery_fail.bmp

fIfm<:

./pack_resource.sh <input resource.img> B
./scripts/pack_resource.sh <input resource.img>

FTEER:


af://n1968

./pack_resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image(/home/guest/3399/kernel/resource.img):

rk-kernel.dtb logo.bmp logo_kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery_1.bmp battery_2.bmp battery_3.bmp battery_4.bmp battery_bmp
battery_fail.bmp logo.bmp logo_kernel.bmp battery_0.bmp

resource.img is packed ready
NG S1E U-Boot M H 5 RAERCEL & & Y resource.img, J@Id hd A S HHIANZ :

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Ga 00 00 GO0 |RSCE............ [
00000010 00 0O OO GO GO OO0 00 0 00 00 00 00 00 00 00 OO0 |.....vvvvvuunnns |

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery_1.bm| //
Eh1

00000410 70 00 0O 00 00 00 00 GO0 00 00 00 00 00 00 00 00 [P..vv.venwern. .
00000420 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 |....vvererern..

%

00000500 00 00 00 00 4d 00 60 GO0 9c 18 00 00 60 00 00 00 |....M...........
00000510 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 |....vvererern...

%

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery_2.bm| //
= F2

00000610 70 00 0O 00 00 00 00 00 0O 00 00 00 00 00 00 00 [P..ev.vereern...
00000620 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 |....vvererern..s

5.2.3 DTS At &

DTSFEHL 1

charge-animation {

compatible = "rockchip, uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // Z&IFIRU-Boot 7L
rockchip,android-charge-on = <1>; // JERFFBAndroidsEH

rockchip, uboot-exit-charge-level = <5>; // U-BootFHIN, AN E
rockchip, uboot-exit-charge-voltage = <3650>;// U-BootscHilf, LA EARH T
rockchip, screen-on-voltage = <3400>; // U-BootFHIl, Foif i it a iR


af://n1978

rockchip, uboot-low-power-voltage = <3350>; // U-Boot/tz&/Famiilitk A\ 7e Bt AU A%
ZENEY

rockchip, system-suspend = <1>; // BERFNHEAtrustRINFERFL (F
ATF3ZHE)
rockchip,auto-off-screen-interval = <20>; // H#KBEER, BAFD, #RIA15s
rockchip, auto-wakeup-interval = <10>; // IRER EBMeEE ], BAAIRD, QER{E MO
ER54
/7 BIEANEME, WA -RIR EZhEE, —#%
AT

/7 EFIINEEEH
rockchip, auto-wakeup-screen-invert = <1>;  // {RER B MR 2 5T 25w/ K5

3

5.2.4 RGEIRIR

Pwrkey %8 :

o JE1% pwrkey A DA/ KGR, KBEIN RG22t NRDIFERL
o K4% pwrkey RIFHLH AN RS

RIEEE 28, @I rockchip, system-suspend = <VAL> J%f%:

e VALNO: cpuwfi fdz, HIAEAIME, (WA cpu #EAMRIIFERI;
e VALJ1: system suspend B3, FFEATF SCHiAHR, HKFkemel I RFIRERF], BEDSoCHEALSF
Hlo

ATFSHRHRIFERIRAS 25K -

IiYa) IR ARRRA
RK3399 rk3399_bl31_v1.32.elf
RK3368 rk3368h_bl31_v2.22.elf
PX30 px30_bl31_v1.05.elf
RK3326 rk3326_bl31_v1.05.elf
RK3308 rk3308_bl31_v2.00.elf. rk3308_bl31_aarch32_v2.20.elf
RK312X rk3126_tee_ta_v1.39.bin
RK3288 rk3288_tee ta_v1.43.bin
5.2.5 B )y

1. Bt . /tools/images/ HF FHIE - (A 8bit B¢ 24bit bmp) , A4S 1s | sort HHIAEFHE
HIG T 2k 2 = FE, {8 pack_resource.sh JIAHEE 7 FT 603 resource.img;
2. 1824 . /drivers/power/charge_animation.c EJEFFIHEERXSR;

/*
* IF you want to use your own charge images, please:


af://n1981
af://n2020

*

* 1. Update the following 'image[]' to point to your own images;

* 2. You must set the failed image as last one and soc = -1 !!!

*/

static const struct charge_image image[] = {
=5, .period = 600 },

{ .name = "battery_0.bmp", .soc
{ .name = "battery_1.bmp", .soc
{ .name = "battery_2.bmp", .soc
{ .name = "battery_3.bmp", .soc
{ .name = "battery_4.bmp", .soc
{ .name = "battery_bmp", .soc =
{ .name = "battery_fail.bmp",

3

// @name: EIFMIZE;
// @soc: B MNAJHE;

// @period: EIFRIHE (A ms) ;
// FE: RE-KEAELSUE fail EIF, H“soc=-1"Ra[i2E 11

5.2.6 FEHLLT

.soc = -1,

= 20, .period =
= 40, .period =
= 60, .period =
= 80, .period =

600 3},
600 3},
600 3},
600 3},

100, .period = 600 },

.period = 1000 },

SEBR dt R AR Ted BOFEITR SRS AR, I FEREMERIGR 2 MT. SR Z] led, FERRZ

led:

o FEIHATZ led: FEEEAMEE, HEFZDCAIRHE, A B led BIR;
o FEIISZI led: HLE 100%FTiflN, A 235 led £T;

EiR2 Led ({2 —demo, I IEIRE H C AR REL D,

BB I

CONFIG_LED_CHARGING_NAME
CONFIG_LED_CHARGING_FULL_NAME

XFAECBEIETUH THEE led 1Y label B, TESFELedE T,

5.3 Clock

5.3.1 HEALSZH¥F

clock JXBH#EFH clk-uclass HEZEAIFRIERE T,

A&

CONFIG_CLK

REZRACHY:

./drivers/clk/clk-uclass.c


af://n2027
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VA IKE RS :

./drivers/clk/rockchip/. ..

5.3.2 fHRE O

// BATEIN
int clk_get_by_index(struct udevice *dev, int index, struct clk *clk);
int clk_get_by_name(struct udevice *dev, const char *name, struct clk *clk);

// {HRE/ KA B
int clk_enable(struct clk *clk);
int clk_disable(struct clk *clk);

// BB /KRB
ulong (*get_rate)(struct clk *clk);
ulong (*set_rate)(struct clk *clk, ulong rate);

// BCE/REAEAL
int (*get_phase)(struct clk *clk);
int (*set_phase)(struct clk *clk, int degrees);

5.3.3 I ahplasik

—HE =R O RN ERIGIE, RS o T RIIER, TIERSNH,

cru: clock-controller@ff2booeo {
compatible = "rockchip, px30-cru";
assigned-clocks =
<&pmucru PLL_GPLL>, <&pmucru PCLK_PMU_PRE>,
<&pmucru SCLK_WIFI_PMU>, <&cru ARMCLK>,
<&cru ACLK_BUS_PRE>, <&cru ACLK_PERI_PRE>,
<&cru HCLK_BUS_PRE>, <&cru HCLK_PERI_PRE>,
<&cru PCLK_BUS_PRE>, <&cru SCLK_GPU>;
assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

H—2K, PO PEIAIGI: rkelk_init()

Z A crudk3probe A rkclk_init () 52A% pll/cpu/bus SERGIGAIL, SRE XAE cru_rkxxx.h o fi
41 RK3399:

#define APLL_HZ (600 * MHz)


af://n2047
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#define GPLL_HZ (800 * MHz)

#define CPLL_HZ (384 * MHz)
#define NPLL_HZ (600 * MHz)
#define PPLL_HZ (676 * MHz)
#define PMU_PCLK_HZ ( 48 * MHz)

#define ACLKM_CORE_HZ (300 * MHz)
#define ATCLK_CORE_HZ (300 * MHz)
#define PCLK_DBG_HZ (100 * MHz)
#define PERIHP_ACLK_HZ (150 * MHz)
#define PERIHP_HCLK_HZ ( 75 * MHz)
#define PERIHP_PCLK_HZ (37500 * KHz)
#define PERILPO_ACLK_HZ (300 * MHz)
#define PERILPO_HCLK_HZ (100 * MHz)
#define PERILPO_PCLK_HZ ( 50 * MHz)
#define PERILP1_HCLK_HZ (160 * MHz)
#define PERILP1_PCLK_HZ ( 50 * MHz)

H|RK, FEIMINPI IR : ck_set_defaults()

BB crudkdiprobe F] BEETH A clk_set_defaults() fiEHT BB B cru™i SN assigned-
clocks/assigned-clock-parents/assigned-clock-rates f6ERIMR (RIEHECEMR) |, HEAE
FharmiiR, YLF set_armclk_rate() WA SHEE,

BR T craz4h, BFERIIMEHA] AFE B S probe R EZAA clk_set_defaults(), 4l vop.

gmac,
B, BBINPIEIGIL: clk_set_rate()
KERAMBAEERETZ VA clk_set_rate() FLE HCHIHE,

5.3.4 CPUSEH

R, WHSH
cpuF AR SEEL AR |

o HIE1: cru 1AM assigned-clocks BFEFE arm HARIR;

o SIE2: cru YXjprobelf A clk_set_defaults() JREX (HASELE) H¥1Marm HFRE;

o B3 I set_armclk_rate() , MFBE2PEA) arm EFRR, I — 63 Erk3xxx.c 3
t, AIPAZ3# arch\arm\mach-rockchip\px30\px30.c ;

int set_armclk_rate(void)

{
struct px30_clk_priv *priv;
struct clk clk;
int ret;

ret = rockchip_get_clk(&clk.dev);

if (ret) {
printf("Failed to get clk dev\n");
return ret;

}

clk.id = ARMCLK;

priv = dev_get_priv(clk.dev);
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ret = clk_set_rate(&clk, priv->armclk_hz);

if (ret < 0) {
printf("Failed to set armclk %lu\n", priv->armclk_hz);
return ret;

}

priv->set_armclk_rate = true;

return 0;

o H3R4: arm AY regulator 15 SN regulator-init-microvolt = <...> fHFinitH EE HLE AR
2

B, cPUfHscMIfzO
BIGNRK356X, JFHIEEA A B4 H semifE 1R B CPUN #HE . 28K,
cpuFH LRSI A SEER A AE :

o HIE1: scmi TR rockchip, clk-init 6 arm HARIR;

o WIE2: WHIANUBOOTHFIFSCMI, CONFIG_CLK_SCMIZ;

o HUE3: IIY set_armclk_rate() , B Mscmiff)desTi AR B armAi=R, #5 DL — 1 iE rk3xxx.c
X, B PAZ%# arch\arm\mach-rockchip\rk3568\rk3568.c ;

#ifdef CONFIG_CLK_SCMI
#include <dm.h>
/%
*armclk: 1104M:
* rockchip,clk-init = <1104000000>,
* vdd_cpu : regulator-init-microvolt = <825000>;
* armclk: 1416M(by default):
* rockchip,clk-init = <1416000000>,
* vdd_cpu : regulator-init-microvolt = <900000>;
* armclk: 1608M:
* rockchip,clk-init = <1608000000>,
* vdd_cpu : regulator-init-microvolt = <975000>;
*/

int set_armclk_rate(void)

struct clk clk;
u32 *rates = NULL;
int ret, size, num_rates;

ret = rockchip_get_scmi_clk(&clk.dev);

if (ret) {
printf("Failed to get scmi clk dev\n");
return ret;

size = dev_read_size(clk.dev, "rockchip,clk-init");
if (size < 0)
return 0;

num_rates = size / sizeof(u32);
rates = calloc(num_rates, sizeof(u32));



if (!rates)
return -ENOMEM;

ret = dev_read_u32_array(clk.dev, "rockchip,clk-init",
rates, num_rates);
if (ret) {
printf("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk_set_rate(&clk, rates[clk.id]);
if (ret < 0) {
printf("Failed to set armclk\n");
return ret;

}

return 0;
1
#endif

o FI%4: arm MY regulator 17 SIS0 regulator-init-microvolt = <...> {5/ EinitHEEREER
&

B/

SCMI: & W.CH17-Kt & HEiR,

5.3.5 B3

U-Boot HEZR I A RN P E T, &AM T soc_clk_dump() FITfEEAFTENNEIME R, Hilan:

CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk_bus 297000 KHz
msclk_bus 198000 KHz
lsclk_bus 99000 KHz
msclk_peri 198000 KHz
lsclk_peri 99000 KHz

BATHTENRY S X

e sync kernel: cru JKaiEIT clk_set_defaults() ECLE T kernel cru 17 AR EHI& DL R
(arm SARERIN) 5 &N &R Hsync uboot;
e enter 1200000 KHz : g% Loader it A\ U-Boot It arm #%;
e init 1200000 KHz : U-Boot [ arm #J4a1LA%, B APLL_HZ & X%,
o kernel 800000 KHz : ST set_armclk_rate() 7% & 1 kernel cru T s B assigned-clocks 18
FEFY arm AZ; SMNE/R: "kernel ON/A";
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5.4 Crypto

Crypto R T Z M TSI BRI E MR RE, HilrA MW N PRA:

e Crypto V1: 1rk3399/rk3368/rk3328/rk3229/rk3288/rk3128;
e Crypto V2: 1k3326/px30/rk3308/rk1808;

5.4.1 HEZE S FF

U-Boot ERIAE A cryptofEZE 2, RK HOSLH T —E&,

FiE:

CONFIG_DM_CRYPTO
CONFIG_ROCKCHIP_CRYPTO_V1
CONFIG_ROCKCHIP_CRYPTO_V2

REZRACH:

./drivers/crypto/crypto-uclass.c
./cmd/crypto.c

IXEHREG :

// crypto vi:
./drivers/crypto/rockchip/crypto_vi.c

// crytpo v2:
./drivers/crypto/rockchip/crypto_v2.c
./drivers/crypto/rockchip/crypto_v2_pka.c
./drivers/crypto/rockchip/crypto_v2_util.c

5.4.2 fHEEE O

// 3KElcrypto:
struct udevice *crypto_get_device(u32 capability);
// SHAEZ:
int crypto_sha_init(struct udevice *dev, sha_context *ctx);
int crypto_sha_update(struct udevice *dev, u32 *input, u32 len);
int crypto_sha_final(struct udevice *dev, sha_context *ctx, u8 *output);
int crypto_sha_csum(struct udevice *dev, sha_context *ctx,
char *input, u32 input_len, u8 *output);
// RSAEZ:
int crypto_rsa_verify(struct udevice *dev, rsa_key *ctx, u8 *sign, u8 *output);

o BOFMIEZ*%E: ./cmd/crypto.c;
o v1F1v2 ) SHA EFAE: v1 B3R crypto_sha_init() I SN E I H IR S K ERSE ctx-

>length, v2 RFHE;
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5.4.3 DTS fit &

crypto 1 UAZIE XAE U-Boot dts, FZ R [A:

o % FAIH SDK YN dts 18F crypto Ti sk, [RILFREE EXH SDK HIFHA;
o U-Boot 1Y secure boot = crypto, KlttH U-Boot H C%Hl] crypto B AZ £ EHE;

1. crypto v1 it E (RK3399 i) :

crypto: crypto@ff8boeeo {
u-boot,dm-pre-reloc;

compatible = "rockchip, rk3399-crypto";
reg = <0x0 Oxff8bOOOO OXO OX10000>;

clock-names = "sclk _crypto@", "sclk cryptol";
clocks = <&cru SCLK_CRYPTO0>, <&cru SCLK_CRYPTO1>; // AFHEIEEMZR, ERIA100M
status = "disabled";

3

2. crypto v2 BB (px30 Hf) :

crypto: crypto@ffebeeeo {
u-boot,dm-pre-reloc;

compatible = "rockchip, px30-crypto";
reg = <0x0 OxffObOOOO OXO OXx4000>;
clock-names = "sclk_crypto", "apkclk_crypto";

clocks = <&cru SCLK_CRYPTO>, <&cru SCLK_CRYPTO_APK>;
clock-frequency = <200000000>, <300000000>; // —ETEIETHIR
status = "disabled";

3

e crypto vl il v2 f dts BCE ZRET clk FRIEE,

5.5 Display

5.5.1 HEZESZ §F

RK U-Boot H T E/R"# 1£45: RGB. LVDS, EDP, MIPI fll HDMI, ARIE<HIA CVBS, DP
%, U-Boot /< logo B >R H kernel 4R H 5% NAY logo.bmp F1 logo_kernel.bmp, ‘B I#4TELTE

resource.img &,
X R
o 8bit B{# 24bit BMP f&1X;
e logo.bmp #1 logo_kernel.bmp HIE 3 FHR K/ N—5;
o T rk312x/px30/rk3308 IXFHEET vop lite MR, HT VOP ANFFEE, T 24bit [ BMP

FORIGEG A, BTN RZ BRI E AT y JTTARBHR, 1ETE PC Imi Al & Ao ffds y 751A
IS

Bl


af://n2125
af://n2143
af://n2144

CONFIG_DM_VIDEO

CONFIG_DISPLAY

CONFIG_DRM_ROCKCHIP
CONFIG_DRM_ROCKCHIP_PANEL
CONFIG_DRM_ROCKCHIP_DW_MIPI_DSI
CONFIG_DRM_ROCKCHIP_DW_HDMI
CONFIG_DRM_ROCKCHIP_LVDS
CONFIG_DRM_ROCKCHIP_RGB
CONFIG_DRM_ROCKCHIP_RK618
CONFIG_ROCKCHIP_DRM_TVE
CONFIG_DRM_ROCKCHIP_ANALOGIX_DP
CONFIG_DRM_ROCKCHIP_INNO_VIDEO_COMBO_PHY
CONFIG_DRM_ROCKCHIP_INNO_VIDEO_PHY

REZRACHH:

drivers/video/drm/rockchip_display.c
drivers/video/drm/rockchip_display.h

IRBN

vop:
drivers/video/drm/rockchip_crtc.c
drivers/video/drm/rockchip_crtc.h
drivers/video/drm/rockchip_vop.c
drivers/video/drm/rockchip_vop.h
drivers/video/drm/rockchip_vop_reg.c
drivers/video/drm/rockchip_vop_reg.h

rgb:
drivers/video/drm/rockchip_rgb.c
drivers/video/drm/rockchip_rgb.h

lvds:
drivers/video/drm/rockchip_1lvds.c
drivers/video/drm/rockchip_1lvds.h

mipi:
drivers/video/drm/rockchip_mipi_dsi.c
drivers/video/drm/rockchip_mipi_dsi.h
drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:
drivers/video/drm/rockchip_analogix_dp.c
drivers/video/drm/rockchip_analogix_dp.h
drivers/video/drm/rockchip_analogix_dp_reg.c
drivers/video/drm/rockchip_analogix_dp_reg.h

hdmi:
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip_dw_hdmi.c
drivers/video/drm/rockchip_dw_hdmi.h



panel:

drivers/video/drm/rockchip_panel.c
drivers/video/drm/rockchip_panel.h

5.5.2 tHRHE

// 7~ U-Boot logo #1 kernel logo:

void rockchip_show_logo(void);

// %~ bmp B, BRTEZEATREREFZR:
void rockchip_show_bmp(const char *bmp);

// % U-Boot WHI—LEAREEIT dtb ZAN,
// fifE kernel logo HYA/N, Mk, 83X, crtc RN 7 A HRRIELE,
// FRIESMA BCSH FAHCA REE,

void rockchip_display_fixup(void *blob);

5.5.3 DTS it &

reserved-memory {

3

#address-cells = <2>;
#size-cells = <2>;

ranges;

drm_logo: drm-1ogo@00000000 {

compatible = "rockchip,drm-logo";

// TiEbufferHTkernel logofUfEil, HAKHINEFIA/INEU-Boot Bk

reg = <0x0 O0x0 OXO Ox0O>;
3

&route-edp {

status = "okay";
logo, uboot = "logo.bmp";
logo, kernel = "logo_kernel.bmp";
logo, mode = "center";
charge_logo, mode = "center";
connect = <&vopb_out_edp>;
3
&edp {
status = "okay"; // ffiftedp
}
&vopb {
status = "okay"; // ffifitvopb
}
&panel {

"simple-panel";

//
//
//
//
//
//

f#ifEU-Boot logo T RIAE
f§EU-Boot logo@RAIE A
f&Tkernel logoT RHIEH
center: EHE/R, fullscreen:
center: FHE/R, fullscreen:
e B i, vopb->edp->panel

|

N
7

|

N
P2
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status = "okay";

disp_timings: display-timings {
native-mode = <&timing0>;
timing0@: timingo® {

Y
}
3

5.5.4 defconfig

HAIER T RK3308 ZAMNYHA A, U-Boot B defconfig ERERINHF TR, HEAE dts UK TR R
ERECELFEIA, RK3308 % EE|E8NHEE —LRNEIA R ER, FTELE defconfig HAMAL &
K

--- a/configs/evb-rk3308_defconfig

+++ b/configs/evb-rk3308_defconfig

@@ -4,7 +4,6 @@ CONFIG_SYS_MALLOC_F_LEN=0x2000
CONFIG_ROCKCHIP_RK3308=y
CONFIG_ROCKCHIP_SPL_RESERVE_IRAM=0x0
CONFIG_RKIMG_BOOTLOADER=Yy

-# CONFIG_USING_KERNEL_DTB is not set
CONFIG_TARGET_EVB_RK3308=y
CONFIG_DEFAULT_DEVICE_TREE="rk3308-evb"
CONFIG_DEBUG_UART=y

@@ -55,6 +54,11 @@ CONFIG_USB_GADGET_DOWNLOAD=Yy
CONFIG_G_DNL_MANUFACTURER="Rockchip"
CONFIG_G_DNL_VENDOR_NUM=0x2207
CONFIG_G_DNL_PRODUCT_NUM=0x330d
+CONFIG_DM_VIDEO=y

+CONFIG_DISPLAY=y
+CONFIG_DRM_ROCKCHIP=y
+CONFIG_DRM_ROCKCHIP_RGB=y
+CONFIG_LCD=y

CONFIG_USE_TINY_PRINTF=y
CONFIG_SPL_TINY_MEMSET=y
CONFIG_ERRNO_STR=y

XF upstream defconfig Ft B Y A :

upstream 44" T —2% Rockchip U-Boot Z/"3X30, H #1327 HF RK3288 il RK3399 H/MFE5A
./drivers/video/rockchip/

RS HIXEIXS), 7] AFTH CONFIG_VIDEO_ROCKCHIP, [Ai>£#] CONFIG_DRM_ROCKCHIP,
EREATE AT SDK M B RIKEIA b, EEMMEE:

o KRBT REE 1 20
o HDMI. DP %@/~ 0] DURYEFH PRV BCER IS E 7R, EHSCER, SrRICRE RS,
 U-Boot logo A] A T £l kernel logo HEIRFALK;


af://n2164

5.5.5 LOGO%3 X

M RA SIS EHITHLOGOMI TR (—RAEMHEAEEH) , Al LUEIIZAILOGO 7 X LB,
(S

o FXFERAHIE IR AILOGO T IX

o FFPRIEFRE M XSS EHLOGO T X HIE o BHI, P EREAEEGE FEHE
LOGOZr X H BRI, ANFEEEMFTE, HLOGOZ7 X HE FJoakiss, MHAIHE Fresource LA HERIA
HIE Frs

LOGOZ X ZH§1E ML :
RS RS FIEEE, NLOGO XA F 15k E F, HEER BN logo.bmp:

1d30bcc rockchip: resource: support parse "logo" partition picture

ARSI REE, LOGOZ XX R2aKE Fr: B 1 T itlogo.bmp, [ F Al Tt
logo_kernel.bmp, MsKEF5EHRHE, BH ZRRRS127 5T, 7 AA] 8,

commit ©7f987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse logo_kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2deba®13d3963c99664c5bfd69693835a46ba48f

BRi% & Fr 43511 Mlogo.bmp#Fllogo_kernel.bmp, logo.img FT 4>

cat logo.bmp > logo.img && truncate -s %512 logo.img && cat logo_kernel.bmp >>
logo.img

A F Y logo.imght 5 Elllogo 7 X BRI, FFHLEEEI"LOGO: "FTE]:

U-Boot 2017.09-g042c01531e-210512-dirty #cjh (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
PreSerial: 2, raw, Oxfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34f000, fdt: 7b9f8758
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Using default environment

dwmmc@fe2b000O: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: 0O
Bootdev(atags): mmc 0

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, v2

Found DTB in boot part

// W RFTENBERA Logo . img 7y X (1 & F s A IR A1 2
LOGO: logo.bmp

LOGO: logo_kernel.bmp

DTB: rk-kernel.dtb

HASH(c): OK
5.6 Dvfs
ARETIDVESAIE Fkernel, J&%& [ 1EHAT IR A A S AR E EALH]

5.6.1 B il AR M

U-Boot HEZRI& A S DVFS, N T SRR IS iEIIAE, RK SCEL T —2& DVFS % iRIRSIRHIE S
TRE V%R cpu/dme SR-FEIE, EEFIT N DVFES 85, XE R IRIRFUAE fith & 5% i AL RS (B A i

1Tz,
GE IR :
1. FIRIRBNH T2 cpu/dme BUAR-FEIE, 26 SRIE T BRX cpu A1 dme ZE3K, a5 HA—4

B, H dts BCEARE; cpu A1 dme FUEHISRIG & —FERY;

. BEIRIR BN 22T cpu/dmce 9 51 opp table, regulator, clock, thermal zone HY"trip-point-0", FKEUSM

RHERA, RE/ARRERE, RFRRESHEEFFER;

. % cpu/dmc f opp table B257E T rockchip,low-temp = <...>8% rockchip,high-temp = <...>, X&{#

cpuw/dmc 5| F T thermal zone ¥ trip 7 5%, HF4. cpw/dme FEiRAZHITRIE L 2E R

R E M

rockchip,low-temp: FKZER(E, ~IAH TEMP_min &7R;

rockchip,high-temp #1 thermal zone: fElRfEFI{E, FIRF TEMP_max #/r (QR-FHEER, K
W& FER S S YRR S 2 FER)

rockchip,max-volt: RFIXENESGHEEME, A V_max FR;

. B E R AP :

NRIERE & T TEMP_max, TSR H R AT R B B ARARS A ;
AR KT TEMP_min, BRIAFEIE 50mv, #4A1E 50mv = SFEHEERE V_max, NIHEREN
V_max, [FINEAERFEL 2 1Y;

. B RTBE T R B FAE 2 NI

regulator F1 clk HEZWIGALTERE, SEIRIKSNHATHIGEMIT BT — R IR RS, B ETE
board.c {4 board_init()-F & ;
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o preboot FTER (BUINEEMFZ AT FEHAIT—IRGERRNG: AR dis 75 HHE7E T "repeat" SAHSCE M
R0, HBHITEARGE IR RS5O AR RN ERE B EEE N, AiEiE RS R H
AEHATREIR NS, EELS IR R AR RETGE N A REE 5N RSt 2RI A "repeat" FHH K8
PE, NIAITAR SRR A B R ARG, HAT— BT Z repeat JETE,

5.6.2 HEA ¥

REARACHD:

./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

KB :

./drivers/power/dvfs/rockchip_wtemp_dvfs.c

5.6.3 fHHE

// PUT—IRdvTsKNg
int dvfs_apply(struct udevice *dev);

// WRAF Erepeat/®IE, HiREAIEBEICEINNEIAMATTdY s TR

int dvfs_repeat_apply(struct udevice *dev);

5.6.4 Ji % i

1. BB fiRE:

CONFIG_DM_DVFS=y
CONFIG_ROCKCHIP_WTEMP_DVFS=y

CONFIG_DM_THERMAL=y
CONFIG_ROCKCHIP_THERMAL=y
CONFIG_USING_KERNEL_DTB=y

2. #5%E CONFIG_PREBOOT:

#ifdef CONFIG_DM_DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG_PREBOOT

#endif

3. kernel dts Bl & 715 19 5

uboot-wide-temperature {
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compatible = "rockchip, uboot-wide-temperature";

// FIEIN, FRBEAEU-Boot ki EfilA cpuft) i s/ (KT E BB IN L 38 iR IR (2B R4S,
/7 HAWHATSEIRACBEERRE, EF0 R TR (B VA 2 S E 7 N A 4R IS 5l 2R St

cpu, low-temp-repeat;

cpu, high-temp-repeat;

// AJEN, FERBETEU-Booti BefilZ dme i m /0 B BB N 1L 58 iR AR B 1L IR 3 R 4,
/7 HAWrHATSEIRAC PR, B0 TR [V 2 S E 7 N A 4RSS 5 2R Gt

dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";

3

— B FAREERLE RN repeat 11348 M,
5.6.5 PEIMSE

2 cpu I ¥ A AN BT RTED:

// <NULL>ZEBREHTEENIRBE
DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz_temp=88.0'c, h_repeat=0,
1_repeat=0

= cpu izl S i B{EN = H I EE R

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uV

= cpu izl & ARIR BIERN = HIHEEE R

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uV

[FEE, 3 dme S RIRBER, BSE EREEITH, ([FERSZN dnc':

DVFS: dmc: ......
DVFS: dmc(high): ......
DVFS: dmc(low): ......

5.7 Efuse/Otp

5.7.1 HEZESZ §F

efuse/otp B H misc-uclass.c HEZEFIARMERLZ 1, WHE G, efuse/otp —f% A secure Fl non-secure Z
4¥o U-Boot $24 non-secure fYi/i[F], U-Boot SPL $24t secure otp H:£& X kA7 7],

non-secure ft & :
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CONFIG_MISC
CONFIG_ROCKCHIP_EFUSE
CONFIG_ROCKCHIP_OTP

secure Fil &

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP_SECURE_OTP=y

HEZRARHS :
./drivers/misc/misc-uclass.c
IKEHS :

// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c

// secure:
./drivers/misc/rockchip-secure-otp.S

5.7.2 MR

// non-secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
// secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
int misc_write(struct udevice *dev, int offset, void *buf, int size)

5.7.3 DTS At &

A rk3308 S5l :

non-secure:

otp: otp@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 Oxff210000 Ox0 0x4000>;

i
secure:

secure_otp: secure_otp@oxff2a8000 {
compatible = "rockchip, rk3308-secure-otp";
reg = <0x0 Oxff2a8000 Ox0 0x4000>;
secure_conf = <0xff2b0E0O4>;
mask_addr = <Oxff540000>;

};
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5.7.4 VA Rl

non-secure 7~ fl:

char data[10] = {0};
struct udevice *dev;

/* retrieve the device */
ret = uclass_get_device_by_driver (UCLASS_MISC,
DM_GET_DRIVER(rockchip_otp), &dev);
if (ret) {
printf("no misc-device found\n");
return 0;

misc_read(dev, 0x10, &data, 10);
secure 7~ f3l:

char data[10] = {0};

struct udevice *dev;

int 1i;

dev = misc_otp_get_device(OTP_S);
if (!dev)

return -ENODEV;

for (1 =0; i < 10; i++)
data[i] = i,

misc_otp_write(dev, 0x10, &data, 10);
memset (data, 0, 10);
misc_otp_read(dev, 0x10, &data, 10);

5.7.5 JFIX 1%

RK X} secure otp RIFHER 7> X IR E

RK3568:
0x80; // Rockchip % X°H Secure boot enable flag
0x90-0xaf // Rockchip %E XN RSA Public key hash

0x2a0 PAfE XI5 // Rockchip 7EXN reserved for CA or OEM

RK3308, RK3326/PX30:

0x0; // Rockchip &YX N Secure boot enable flag
0x10-0x2f;  // Rockchip JEX’N RSA Public key hash
0x148-0x1bf; // Rockchip JEX’H reserved for CA or OEM

RK3588:


af://n2281
af://n2286

0x20; // Rockchip 7EX°H Secure boot enable flag
0x9c0-0x9df; // Rockchip ENXJ RSA Public key hash
0x1a0-0x1ff; // Rockchip &N reserved for CA or OEM

5.8 Ethernet

5.8.1 HEASC Y

MEZRAAD :

./net/*
./drivers/net/*
./drivers/net/phy/*

KSR -

./drivers/net/designware.c
./drivers/net/dwc_eth_gos.c
./drivers/net/gmac_rockchip.c

menuconfig FC & :

o KEHACE

Rockchip UKMEKEIE R EKE), (RN ISIHNERARER], ESHE AN sdk config ALE.

// designware:
CONFIG_DM_ETH=y
CONFIG_ETH_DESIGNWARE=Y
CONFIG_GMAC_ROCKCHIP=y

// dwc_eth_qos:
CONFIG_DM_ETH=y
CONFIG_DM_ETH_PHY=y
CONFIG_DWC_ETH_QOS=y
CONFIG_GMAC_ROCKCHIP=y

AN dwe_eth_qos X587 EEC E nocache memory, £% RV1126:

diff --git a/include/configs/rv1126_common.h b/include/configs/rv1126_common.h
index 933917f3f0..9d70795fh8 100644

--- a/include/configs/rv1126_common.h

+++ b/include/configs/rv1126_common.h

@@ _5016 +5®I7 @@

#define CONFIG_SYS_SDRAM_BASE (0]
#define SDRAM_MAX_SIZE OxfdoOooo0e
+#define CONFIG_SYS_NONCACHED_MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG_SPL_BUILD
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e cmd Bl E
EENIRE TN E Lk,

Command line interface ---> Network commands --->

bootp, tftpboot

tftp put

tftp download and bootm
tftp download and flash
tftpsrv

rarpboot

-*- dhcp

-*- pxe

[ 1 nfs

-*- mii

-*- ping

[ ] cdp

[ 1 sntp

[ ] dns

[ 1 linklocal
[ ] ethsw

5.8.2 fHEE O

o BURGHOIMAIE D

void net_init(void);
int eth_register(struct eth_device *dev);
int phy_init(void);

o W ENHED

int eth_register(struct eth_device *dev);
int phy_register(struct phy_driver *drv);

o MEEEUEERS M phy 5
U-BootHV BRI R FRE TSN, A RMA e, BIALEIR 2 NetLoop().

int eth_send(void *packet, int length);
int eth_rx(void);

int phy_read(struct phy_device *phydev, int devad, int regnum);
int phy_write(struct phy_device *phydev, int devad, int regnum, ul6 val);

5.8.3 DTS fit &

DTS 75 kernel —F¥, FFEXRIEAZE LA IARFAR KA B ML E :

« phy #% ML E (phy-mode)
o phy ENH5S & A7HS [E](snps,reset-gpio) (snps,reset-delays-us)
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o PN FEAHYIN Bh 75 TR (clock_in_out)
o IEPJEIESRE 55018 1% 7E (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII #1752 (tx_delay) (rx_delay)

&gmac {
phy-mode = "rgmii";
clock_in_out = "input";

snps, reset-gpio = <&gpio3 RK_PAG GPIO_ACTIVE_LOW>;
snps, reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK_GMAC_SRC>, <&cru CLK_GMAC_TX_RX>, <&cru
CLK_GMAC_ETHERNET_OUT>;

assigned-clock-parents = <&cru CLK_GMAC_SRC_M1>, <&cru RGMII_MODE_CLK>;
assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";
pinctrl-0 = <&rgmiiml_pins &clk_out_ethernetml_pins>;

tx_delay = <0x2a>;
rx_delay = <0xla>;

phy-handle = <&phy>;
status = "okay";

i

5.8.4 fE 1R

R R an <2

e DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

ERIX &2, MATEIE serverip, ipaddr, PAM gateway 1,
24 dhep AP dhep fRSS %8 ETHIEZ ip HilikfG, Hmi2s M hostIPaddr #ithl:, PA tftp B9 IRECCE,

100M FIiE

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 wWaiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: ####H#HHHBHHHRHHBHHHBHHHBHHHRHHBRHHBHHH RS TR H RS H SRR

HHHRHAHBHHRH AR R R R R R R R R R
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done

Ll oot e et Attt b et e et A b et e A et e et Ao et A bt e et e et A el e b e e A
HHH AT A A AT T A

TR R TR R N R NIRRT R TN TN TR TR TN TN TR T TR TR TN T TN TR TN TR TN TR TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN
HH+HHHH R

HHHRHAHBHHBH BB R R R R R A R R

o g g g g g g g g g g g g
HHHHHHH A A A A

HHHHHRH B R R R R R R R
HHHRHBHBHHBHBHHHHBH BB A R A R R R A R R

g g g g g g g g g g ]
L A A R A A S R R R R

HHHRHAH BB R R R R R R R R R R

Ll e oebe e et ol e et Aottt e et e A et A b et e b e At A et A et et e e b e et A b e e e e e A
HHH AT i

L p g g g g g g ]
L A R A A S R R R A

HHHRHBHBHHBHAH AR R R R R R R R R R

I b ode e oeb e o e el e b e ol e o et b e b e b e b e ol e b e e e e b e e e b el e b e et e e b e b e ol e e A
HHH AT A A A A

TR RN TR NN R NIRRT TR IR TN TR TR TR TN TN TR TR TN TR TN TN R TN TR TN TR TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN
LA A A A R A R A A

HHERHBHBHHBHBHHHHAH B R R R R R A R R R

g g g g g g g
L A R R S R R R R

TR RN TR N TN R NIRRT RN TR TN TR TR TR TN R T TN TN R TN TR TN TR R TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN
HH+HHHH R

HHERHHBHBHHBHBH B HBHBH R H B BB R B R R R R R
1.5 MiB/s

Bytes transferred = 19054084 (122be04 hex)

e PING

=> ping 192.168.0.1
ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.

e TFTP

1000M PRI :

Usage:

168.0.1 is alive

tftp [loadAddress] [[hostIPaddr:]bootfilename]

AT BB IR E 1P Hulik:

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename

'kernel.img'.

Load address: 0x20000000

Loading:

L b et fe e b At A At At A b e At fe e e At A b e At b b e At fe Aot At bAoAt fe A b e At A At A b e A A A
L O A A R R R R R R

TR RN TR N TN R NIRRT RN TR TNTRTN TR TR TNT R TNT R TRTN TR TN TN TR TNT R TN T R TR TNT R TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN TR TN TR TN TN
LA A A R A R A A

HHERHAHBHHBHBH A B R R R R R R R R

g g g g g g g g g g g ]
L A A R A A S R R R R R

g g g g g ]
HH+HHHH TR

HHHRHBHBHHBHBHHFHBH B HBH BB A H R R R A R R

g g g g g g g g g g
L S A S R S A R R A

HHHHHRH B R R R R R R




HARBHBH AR HBHBHHAHBHBHHBHBH B HBH B HBHBF BB HBHBRHBHBHHBHBH B A BB HRH
HHHRHBHBHHBH R R R R R R
HHHRHBHBHHBHAH AR R R A R R R R R R
HHHHHBH PR HHH B R BB R R R R R R R
HHHHHRH B R R R R R R R
HHHRHBHBHHBHBHHHHBH BB A R A R R R A R R

g g g g g g g g g g ]
HHHHHHH AT A

HHHRHAHBHHRH R R R R R R R
HHHAHBHBHHBHBHHAHBH B HBHBHHFHBH B BHBHHBH BB BH B HBH B R R

HHHRHBHBHHBHAH AR R R R R R R R R R
HAHHHBH PR HBHBH B HBH B HHBH B R BB BH B BB R BB B R R
HHHHHBH B R R R R R
HHHRHHAHBHHRHAHHHH

12.2 MiB/s

done
Bytes transferred = 20275220 (1356014 hex)

5.8.5 Pl R HES

L MEEERE, B LA 5

o IR K BR R TR

o UNSREESRELRY, FHIAMCEGIE,;
o TFTP RSS2 HLE 2 & L

o FLULRE AR TFTP IHAE R A HC],

2 fRES I, —RoRBE, FEFHIADA T3S

o pinctrl FCE R IER, FEHIE pin 1Y iomux F1 IXF)58 2 S 1ERM, AT PA dump X FEs 5 A
PR B —5, KEHMERT, BATRIRHE TN U-Boot HY,

o clock FCE R I, NPECEGEHRN BT —L, FEAEDML, KR, PN 75w,
KERSr 37789 E CRU B, WEEERS D FF41E GRF, [FIFEATLA dump MHGE 728 5N
BRI RS — 3

o PHY Efiffl, FEMMEMMAELE RS IEW, UNEMBICRGITE PHY FEXK,

5.9 Gpio

5.9.1 HEQLZ§F

GPIO JX#fE FH gpio-uclass fEZRFIFRMERZO, F P MAUEIL struct gpio_desc A &EViRIZgpio,
[T

CONFIG_DM_GPIO
CONFIG_ROCKCHIP_GPIO

REZRACHD:

./drivers/gpio/gpio-uclass.c
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LI ER

./drivers/gpio/rk_gpio.c

5.9.2 fHEE O

// HIE/BINGPIO
int gpio_request_by name(struct udevice *dev, const char *list_name,
int index, struct gpio_desc *desc, int flags);
int gpio_request_by name_nodev(ofnode node, const char *list_name, int index,
struct gpio_desc *desc, int flags);
int gpio_request_list_by name(struct udevice *dev, const char *list_name,
struct gpio_desc *desc_list, int max_count, int
flags);
int gpio_request_list_by name_nodev(ofnode node, const char *1list_name,
struct gpio_desc *desc_list, int max_count,
int flags);
int dm_gpio_free(struct udevice *dev, struct gpio_desc *desc)

// BiEGPIOJ M, @flags: GPIOD_IS_ouT CHitl) 1 GPIOD_IS_IN CHiA)
int dm_gpio_set_dir_flags(struct gpio_desc *desc, ulong flags);

// BE/FKEXGPIOH
int dm_gpio_get_value(const struct gpio_desc *desc)
int dm_gpio_set_value(const struct gpio_desc *desc, int value)

R
dm_gpio_get_value() HUIRENMER RactivelRZS, MAEHFERY SR, Hla0:

e gpios = <&gpio2 RK_PD0 GPIO_ACTIVE_LOW>, KL ERNREEN 1, HEA 0,
e gpios = <&gpio2 RK_PD0 GPIO_ACTIVE_HIGH>, flKELEHIREEN 0, EHSER 1,

dm_gpio_set_value() HIZ¥valuetl 2[FI#E, 1: atcive, 0: inactive,

5.10 Interrupt

5.10.1 HEZRSZ 5

U-Boot JRA AL A HIHESR, RK B O T —EMT 3R GICv2i3, BRIAERE,
ELipEILE N7

o Pwrkey: U-Boot FtHLHE CPU <M AMRIIFEIRER, FREifid Pwrkey HIKILEE CPU;
e Timer: U-Boot 7t FHAIMIA A F-< 2 Timer H7;
e Debug: f#ifE CONFIG_ROCKCHIP_DEBUGGER IR IIRE;

BLE:
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CONFIG_IRQ
CONFIG_GICV2
CONFIG_GICV3

HEZRAAD :

./drivers/irq/irq-gpio-switch.c
./drivers/irq/irq-gpio.c
./drivers/irq/irq-generic.c
./drivers/irq/irq-gic.c
./drivers/irq/virq.c
./include/irq-generic.h

5.10.2 HH&HE O

// CPUZHIAITI- 2
void enable_interrupts(void);
int disable_interrupts(void);

// GPIO¥EHLRLHHMTS

int gpio_to_irq(struct gpio_desc *gpio);

int phandle_gpio_to_irq(u32 gpio_phandle, u32 pin);
int hard_gpio_to_irqg(unsigned gpio);

VUARERiVZ = Gl T
void irg_install_handler(int irq, interrupt_handler_t *handler, void *data);
void irqg_free_handler(int irq);

/7 fERE/ ST
int irqg_handler_enable(int irq);
int irq_handler_disable(int irq);

/7 v A
int irq_set_irq_type(int irqg, unsigned int type);
Hii§ IRQ

o JHAMIZAE TS BN TR RSN, B4 pwm, timer<F,
e GPIO [ pin HIRAMAZHIBEAF RIS, FTREHINLHHITE,

—3F 3 #75XFFiE GPIO BY pin [AIHNT S :

(1) &N struct gpio_desc Z5HfA

/7 WITERTDENASErdtshic &, R, HH.
int gpio_to_irq(struct gpio_desc *gpio);

yofl:
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battery {
compatible = "battery,rk817";

dc_det_gpio = <&gpio2 7 GPIO_ACTIVE_LOW>;

struct gpio_desc dc_det;
int ret, irq;

ret = gpio_request_by_name_nodev(dev_ofnode(dev), "dc_det_gpio", 0,
&dc_det, GPIOD_IS_IN);
/7 AT RGIE R, A RIREEH W

if (!'ret) {
irg = gpio_to_irq(&dc_det);
irg_install_handler(irq, ...);

irg_set_irqg_type(irq, IRQ_TYPE_EDGE_FALLING);
irg_handler_enable(irq);

(2) & gpio 1Y phandle #1 pin

// WITIERIDBhASfTdtsEl B, R RTE. H A
int phandle_gpio_to_irq(u32 gpio_phandle, u32 pin);

yefdl (ks17 BHRWTS 2N GPIOO_A7)

rk817: pmic@20 {
compatible = "rockchip, rk817";
reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio®": fEMgpio0 i Aif¥phandle;
interrupts = <7 IRQ_TYPE_LEVEL_LOW>; /7 "7": pinfi;

3

u32 interrupt[2], phandle;
int irq, ret;

phandle = dev_read_u32_default(dev->parent, "interrupt-parent", -1);
if (phandle < 0) {
printf("failed get 'interrupt-parent', ret=%d\n", phandle);
return phandle;

ret = dev_read_u32_array(dev->parent, "interrupts", interrupt, 2);
if (ret) {

printf("failed get 'interrupt', ret=%d\n", ret);

return ret;

/7 TG E, A RIREEH] T
irq = phandle_gpio_to_irq(phandle, interrupt[0]);



irq_install_handler(irq, pwrkey_irqg_handler, dev);
irq_set_irq_type(irqg, IRQ_TYPE_EDGE_FALLING);
irg_handler_enable(irq);

(3) saflEE gpio

// BTk ERRTEE gpio, fEAR gpio WAUBIIRTARIZRA AT, AERIE, AN,
int hard_gpio_to_irqg(unsigned gpio);

75 (GPIOO_AO HIiEHMT) -

int gpio®_al@, irgq;

/7 NTRBIRE R, AZRIREHEHA

gpio®_a® = RK_IRQ_GPIO(RK_GPIOO, RK_PAD);
irq = hard_gpio_to_irq(gpio0_a0);
irq_install_handler(irq, ...);
irq_handler_enable(irq);

5.11 I2C

5.11.1 HEZR 2 1%

i2c WM& A i2c-uclass HEZEFIARUERE 1,
&

CONFIG_DM_I2C
CONFIG_SYS_I2C_ROCKCHIP

HEZEAAG :
./drivers/i2c/i2c-uclass.c
IXBHACHS -

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofifli2ci@if, HAiHARE

5.11.2 k0
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// i2c WH

int dm_i2c_read(struct udevice *dev, uint offset, uint8_t *buffer, int 1len)
int dm_i2c_write(struct udevice *dev, uint offset, const uint8 t *buffer, int
len)

/7 X B T B

int dm_i2c_reg_read(struct udevice *dev, uint offset)

int dm_i2c_reg_write(struct udevice *dev, uint offset, unsigned int val);

5.12 I0-Domain

5.12.1 HEZE ¥
U-Boot HEZRERIATZ B X io-domain FIZH;, RK B T —&,
[Tt

CONFIG_IO_DOMAIN
CONFIG_ROCKCHIP_IO_DOMAIN

HEZR ARG :
./drivers/power/io-domain/io-domain-uclass.c
XY :

./drivers/power/io-domain/rockchip-io-domain.c

5.12.2 fHEHE O

void io_domain_init(void)

APAEEEEA io_domain_init(), REEFH LA ERIF], U-BoothEZE< HINHIAI,

5.13 Key

5.13.1 HEZLSZHF

U-Boot HEZRBRIA IR G SCHRHZHEINAE, RK HOSH 7 —EfLHHEZ,
SEETRRI -

o FTEEEERIEIL kernel A1 U-Boot fY DTS 6%, U-Boot AN hard code 177 208 ATl ;
o U-Boot f.5EE$K kernel dts %5, RAZFNFHATR U-Boot dts HHZHE,

 U-Boot dis BAE X T HRE ik,

o MBRHFEFNREZEEE N, RN T Hkernel1U-Bootfdts,
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Bl

CONFIG_DM_KEY
CONFIG_RK8XX_PWRKEY
CONFIG_ADC_KEY
CONFIG_GPIO_KEY
CONFIG_RK_KEY

REZRACH:

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

IRENAAG :

./drivers/input/rk8xx_pwrkey.c // ZFFPMICHIpwrkey(RK805/RK809/RK816/RK817)

./drivers/input/rk_key.c // Z¥fcompatible = "rockchip, key"
./drivers/input/gpio_key.c // Zffcompatible = "gpio-keys"
./drivers/input/adc_key.c // ¥fcompatible = "adc-keys"

pwrkey (X DAFRIT T ARG, HAR gpio %5 DR 77 AR A,

5.13.2 fHREE 0

B
int key_read(int code)

code X :

/include/dt-bindings/input/linux-event-codes.h
IR [EE :

enum key_state {

KEY_PRESS_NONE, /7 AEZEEERREYE QR ARIGEHE) AR (G RN ;
KEY_PRESS_DOWN, // —IRGERMREAE GE N=>B00

KEY_PRESS_LONG_DOWN, // —{R5EREKAZ (A DARFERRD

KEY_NOT_EXIST, /! AL

i

KEY_PRESS_LONG_DOWN ZRiART K 2000ms, H iR AT U-Boot FEHEAY pwrkey A% 1

#define KEY_LONG_DOWN_MS 2000

ol
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int ret;

ret = key_read(KEY_VOLUMEUP);

5.14 Led

5.14.1 HEZR S H+¢
Led JX#/1{# F led-uclass.c HEZRFIFRIERE [,
Bl :

CONFIG_LED_GPIO
REZRAH:

drivers/led/led-uclass // BRi\Gii%
XS :

drivers/led/led_gpio.c // 3Z¥f compatible = "gpio-leds"

5.14.2 HH&HEO

// FBlled device

int led_get_by_label(const char *1label, struct udevice **devp);
/7 BE/RE Led RS

int led_set_state(struct udevice *dev, enum led_state_t state);
enum led_state_t led_get_state(struct udevice *dev);

/7 RWE, HETARMREIRS) LI

int led_set_period(struct udevice *dev, int period_ms);

5.14.3 DTS i fh

U-Boot [ led_gpio.c IHREFINS T 8, UEAT led 175 FAY 3 NEME:

o gpios: led 5l 5 [IFIE IR
o label: led &%F;
o default-state: BRINIKZS, IKZf) probe NSHHKE ;

leds {
compatible = "gpio-leds";
status = "okay";

blue-led {
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gpios = <&gpio2 RK_PA1 GPIO_ACTIVE_LOW>;
label = "battery_full";
default-state = "off";

1

green-led {
gpios = <&gpio2 RK_PAG® GPIO_ACTIVE_LOW>;
label = "greenled";
default-state = "off";

1

Iy
5.15 Mtd

MTD (Memory Technology Device) RINFF AR &, 41 nand. spinand. spinor,

5.15.1 HEZESZFF

CONFIG_MTD=y
CONFIG_CMD_MTD=y

5.15.2 &R0

WHAgEOWR:

struct mtd_info *get_mtd_device_nm(const char *name);

int mtd_read(struct mtd_info *mtd, loff_t from, size_ t len, size_ t *retlen,
u_char *buf);

int mtd_write(struct mtd_info *mtd, loff_t to, size t len, size_t *retlen,
u_char *buf);

int mtd_erase(struct mtd_info *mtd, struct erase_info *instr);

int mtd_block_isbad(struct mtd_info *mtd, loff_t ofs);

int mtd_block_markbad(struct mtd_info *mtd, loff_t ofs);

5.15.3 fi 75

spi nor ELE P51

DA flash offset 0x400000 byte, 0x800 bytes FHEE PN 1EHIHE 0x4000000 i :
#include <mtd.h>
#define MTD_SPINOR_NAME "noro"

static int mtd_demo(void)
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char *mtd_name = MTD_SPINOR_NAME;
struct mtd_info *mtd;

size_t retlen, off, size;

u_char *des_buf;

int ret;

mtd = get_mtd_device_nm(mtd_name);
if (IS_ERR_OR_NULL(mtd)) {
printf("MTD device %s not found, ret %ld\n",
mtd_name, PTR_ERR(mtd));
return CMD_RET_FAILURE;

des_buf = (u_char *)0x4000000;

off = Ox4000000;
size = Ox800;

ret = mtd_read(mtd, off, size, &retlen, des_buf);

if (ret || size != retlen) {
pr_err("mtd read fail, ret=%d retlen=%ld size=%ld\n", ret, retlen, size);
}
return ret;
}
Nand 7345
[ZA NS

o 5% drivers/mtd/nand/nand_util.c, {# B IRELIRBIEYS A2RE O
o MNTHIBERIVH—IREESITN (BEEXR FHEEIEE/DT 2KB) |, AJIFEMH MTD_BLK
RS, AREE %R =520 flash B dn

5.16 Mtd_blk

RK &1t 72T MTD £ 08 MTD block )2, <##Jf1J nand, spinand, spinor, {EMHATR AT MTD block
B ASCFFHE M block #2 M,

R

o AN sector, B 512B
o TCILEIREIERIEHE &2 KERSTEBREE XS R flash block, At PAXT TR HAME S 17 800 5%
VA A O 227200 flash 7R

5.16.1 HEZRZ 5

U-Bootfil & :


af://n2528
af://n2536

// MTDIKXZ)
CONFIG_MTD=y
CONFIG_CMD_MTDPARTS=y
CONFIG_MTD_DEVICE=y

// MTD blockiZ&IXz)
CONFIG_CMD_MTD_BLK=y
CONFIG_MTD_BLK=y

// Hftinandi%&IX3config

SPLECH :

CONFIG_MTD=y
CONFIG_CMD_MTDPARTS=y
CONFIG_MTD_DEVICE=y
CONFIG_SPL_MTD_SUPPORT=y

// Hftinandi%&IXzsconfig

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd_uboot.c
drivers/mtd/mtd_b1lk.c

PN RIS, JEBEFR R MTD &,

5.16.2 fHEHE

unsigned long blk_dread(struct blk_desc *block_dev, lbaint_t start,
lbaint_t blkcnt, void *buffer)

unsigned long blk_dwrite(struct blk_desc *block_dev, lbaint_t start,
lbaint_t blkcnt, const void *buffer)

5.17 Optee Client
U-BootfEARM TrustZone B2 J& FNon-Secure World, 752 {E&BJOPTEE ClientA G817 [l 22 2 ¥R,

5.17.1 HEZR 7 HF

U-Boot HEZRERIAN IR S HFOPTEE Client}J6E, RK HOSH T —E&,

FlE:
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/7 BMERE
CONFIG_OPTEE_CLIENT

// |BFEEMH, @1 RK312x. RK322x., RK3288., RK3228H. RK3368. RK3399

CONFIG_OPTEE_V1

// FEEMi, 0 RK3326. RK3308

CONFIG_OPTEE_V2

// % eMMC 1Y RPMB AAEFIRSAAUTFEECE, BJSHsecuritysrX!
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION

HEZRANGR S :

lib/optee_clientApi/

5.17.2 [&I{F i H

fEFRY trustimg WHAUS H TA Theg, SNIJEILROPTEE ClientsZ H,

5.17.3 Bz 1 HH

Optee client JXZ/I7E lib/optee_client H3% F, Optee Client Api 15§2% (TEE_Client_API_Specification-

V1.0_c.pdf)

NEHIHESY : https:/globalplatform.org/specs-library/tee-client-api-specification/

FHT Optee NETARIINEE, RKSEOptee clientd % 7 N ETATIREMEE O, #OTERS I
lib\optee_clientApi\OpteeClientInterface.c, fHHRER S LM
include\optee_include\OpteeClientInterface.h,

TR APTEEAT R,

5.17.3.1 i@tk

API

trusty_read_vbootkey_hash
trusty_write_vbootkey_hash
trusty_read_vbootkey_enable_flag
trusty_write_oem_otp_key
trusty_oem_otp_key_is_written
trusty_set_oem_hr_otp_read_lock

trusty_oem_otp_key_cipher

rk3588

v

rk3566/rk3568

v

rv1109/rv1126

v

others

v

Vv
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5.17.3.2 iR [AI{H

EHICRRGEAE, PARAPIRIRIENME, UL EARSCRY (TEE_Client_API_Specification-vi.e_c.pdf)y M
Return Codes E i,

5.17.3.3 trusty_read_vbootkey_hash

uint32_t trusty_read_vbootkey_hash(uint32_t *buf, uint32_t 1length);

Ytk

EEXOTPE eFuse fisecure boot public keyf/hashfE.
Secure bootfH%1i#H, 'l Rockchip_Developer_Guide_Secure_Boot_Application_Note EN A4,

SH

e [out] buf - ¥ Z132HX A hash buffer
o [in]length - IBFHKE, BAIZRHIGHEIEKE Dsecure boot XA AHE, K& Piword (32bits) IR

o

5.17.3.4 trusty_write_vbootkey_hash

uint32_t trusty_write_vbootkey_ hash(uint32_t *buf, uint32_t length);

VJli=

5 OTPHeFuseH fiJsecure boot public keyfJhashil, [l {#ifiEsecure boot flag, JFJisecure boot,
Secure bootfH>%15BH, U Rockchip_Developer_Guide_Secure_Boot_Application_Note EN SZAY,

2

o [in] buf - ¥ 25 A\#Jhash buffer
o [in] length - MAFKJE, EARSTRIIAR BIE K E Dlsecure boot KRS A HE, K JE PAword (32bits) H#f

fiLo

5.17.3.5 trusty_read_vbootkey_enable_flag

uint32_t trusty_read_vbootkey enable_flag(uint8_t *flag);

Ve

EHisecure boot/& & /E HIARE,
Secure boot?H<1iAH, Ul Rockchip_Developer_Guide_Secure_Boot_Application_Note EN A4,

2]

e [in] flag - 1 Byte, 13%/~HJisecure boot, 0FR7RK[A],
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5.17.3.6 trusty_write_oem_otp_key

uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id,
uint8 t *byte_buf, uint32_t byte_len);
Vs

ERA A S B E OEM OTPIX i,
OEM OTPHJAHERFEIHEH, T Rockchip_Developer_Guide_OTP_CN A%,

2]

o [in] key_id - ¥ E 5 Hkey_id, BRINTFF RK_OEM_OTP_KEY® - 3 H4NEEH, X TFrv1126/v1109, #i
A7 Hikey_idl RK_OEM_OTP_KEY_Fw HJZ %1
RK_OEM_OTP_KEY_FW : Boot ROMf#% loaderf FHY%%4H, trusty_oem_otp_key_cipher #13%
Fi XA B MO 5558 N d % 50 fi# Hikernel image

e [in] byte_buf - BHSC%4H

o [in] byte_len - BSZZEHKE, *FT RK_OEM_OTP_KEY_FW, byte_lenf{3#%16, T HAha4H,
byte_len(#16, 24, 32

5.17.3.7 trusty_oem_otp_key_is_written

uint32_t trusty_oem_otp_key_is_written(enum RK_OEM_OTP_KEYID key_id, uint8_t
*value);
Yitie

FIWr AR S C4E NEEROEM OTPIX I,
OEM OTPHIAHZCRFHHH, W Rockchip_Developer_Guide OTP_CN 344,

28

o [in] key_id - ¥ Z5 W keyXIHR5 [, BRIAZFF RK_OEM_OTP_KEYO - 3 H4MHH, XF
v1126/rv1109, #iAMZHikey_id ) RK_OEM_OTP_KEY_FW % 4H,
« [out] value - HIWTZE G ELE A, 1FRREE AN, 0ORTAKE A,

& [l{H
23R [A]{E F#define TEEC_SUCCESS 0x000000000, valuefEA B & X,

RK3588°F- Gt 2 HWrkey_id /2 5 #lock, X Mkey_id#flock 2R [A] #define
TEEC_ERROR_ACCESS_DENIED 0xFFFF0001551%,

5.17.3.8 trusty_set_oem_hr_otp_read_lock

uint32_t trusty_set_oem_hr_otp_read_lock(enum RK_OEM_OTP_KEYID key_id);

Vili=

W ETEEOEM OTPX 1 fread lockbris, WEMMIG, ZXEBEEIEEHE, 3 HzXBEANEIECPU
BEEARAE, AIEN trusty_oem_otp_key_cipher $%C# FHEH,
OEM OTPHJAHERFEIHEH, T Rockchip_Developer_Guide OTP_CN A%,
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Rockchip Developer Guide OTP_CN 1Y,

2]

o [in] key_id - ¥ E % B key_id, S RK_OEM_OTP_KEYO - 3

5.17.3.9 trusty_oem_otp_key_cipher

uint32_t trusty_oem_otp_key_cipher(enum RK_OEM_OTP_KEYID key_id, rk_cipher_config
*config,

uint32_t src_phys_addr, uint32_t dst_phys_addr,

uint32_t len);

Vg
JEFEOEM OTPIX IS HH, TAfTcipher# I,
28

o [in] key_id - ¥ Eff FHWkey_id, BRINZFF RK_OEM_OTP_KEY® - 3, A1 Frv1126/v1109, HHNHF
RK_OEM_OTP_KEY_FW

e [in] config - &%, 3L, B, ivE
BEFFAES, SM4
X Z FFECB/CBC/CTS/CTR/CFB/OFB
K EH6, 24, 32 Bytes, #&2rv1109/v1126°F-5, BHKENEFE16. 32, Ykey idh
RK_OEM_OTP_KEY_Fw I8 K (U516

e [in] src_phys_addr - fF - EEHERbufferttitt, X #i5dst_phys_addrtf R, BRI

e [out] dst_phys_addr - 11545 R ¥ buffertfitit, 7+F5src_phys_addriH[A]

o [in] len - ¥ AR HiEEbuffer I Byte K &, B3R 5 B F HIA M block X 5

5.17.4 JLZEHNTE

U-Boot 5 Optee B SN IEIRF AL ZENTH, HAE TEEC_AllocateSharedMemory() g
HENTE, HEVUNED 1M, &N BRI T2 )5, FHEFERR
TEEC_ReleaseSharedMemory () FEILZHNTE,

5.17.5 M a2

TEH: M2 27 PR, U-Boot A 1T:
=> mmc testsecurestorage

ZIR A G ERNIR Z 2B T OI6E, S H emme R IIK rpmb 5 security 73 X Fh & 217
7728 Y BEFE A nand BFRIR security 73 X 2170,
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5.17.6 & WS AFTED

EHHE] emme 50# nand W&, HAIEKE U-Boot B AHV/DALE, SCEMHAR SR,
"TEEC: Could not find device"
o EAHE security 771X, YEARPMBHA] I, FRZETE parameter.txt H17E S security 73X
"TEEC: Could not find security partition"
o BE—UMEA security 73 X AT ETEMEEL security 73 X BAHE ARSI £ U BIZHTENL,
"TEEC: verify [%d] fail, cleanning ...."
o RWEFHENZAANE, HleEFHEIEIR G R, 8 i K& EBHEE A R,

"TEEC: Not enough space available in secure storage !"

5.18 PCle

5.18.1 HEZESZFF

REZRAHS:

./drivers/pci/*
./drivers/phy/*

eI (AV R

drivers/pci/pcie_dw_rockchip.c
drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig FLE :
o WBHELE

Rockchip PCIedX 3] H R S F#1°F & 15 & B pcie_dw_rockchip.c XX H i compatible)@ 14, 41X KA ATIEEE
BRER, ESERNIN MY sdk config FLE,

CONFIG_DM_REGULATOR_GPIO=y
CONFIG_PCI=y

CONFIG_DM_PCI=y
CONFIG_DM_PCI_COMPAT=y
CONFIG_PCI_PNP=y
CONFIG_PCIE_DW_ROCKCHIP=y
CONFIG_PHY_ROCKCHIP_SNPS_PCIE3=y
CONFIG_PHY=y

CONFIG_CMD_PCI=y

/ /UIINVMe S ¢


af://n2696
af://n2710
af://n2711

CONFIG_NVME=y
CONFIG_CMD_NVME=y
/ /FINPCI ek USB> 43
CONFIG_USB_XHCI_PCI=y

5.18.2 DTS FiL B

EHREEMWDTBY A, MR XATESENPClefiL B i,

5.18.3 i H =l

HHHANHS:

e pci

// JashPCIef s, REASIRHIEI— 1 Gen3H2 laneViks
=> pci enum

PCIe Linking... LTSSM is 0x1

PCIe Link up, LTSSM is 0x230011

PCIE-0: Link up (Gen3-x2, Bus0)

// Fffibuse, EKIAEbridgei&s
=> pci scan
Scanning PCI devices on bus 0

BusDevFun VendorId DevicelId Device Class Sub-Class

00.00.00 0x1d87 0x3566 Bridge device

// fHffibus1, HAETEZIFERIZ —NVMe

0x04

=> pci 1

Scanning PCI devices on bus 1

BusDevFun VendorId Deviceld Device Class Sub-Class
01.00.00 0x144d 0xa808 Mass storage controller 0x08

// KiZnvme 34
=> nvme scan

/7 BHInvmelZEFIEMER
=> nvme details
Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no
Blk device 0: Optional NVM Command Support:
Reservation: yes

Save/Select field in the Set/Get features:

Write Zeroes: yes
Dataset Management: yes
Write Uncorrectable: yes

yes
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//

=>

//

=>

Blk device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes
Blk device 0: LBA Format Support:
Blk device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No
Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

EF|—1256GBHINVMe, WNREAFIARE, wEKDEGEMMRTESHE, BK,
nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAGM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

IEEEID AR NVme S

nvme device 0

Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608

//

//

Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)
is now current device

#0ox40000000N 171X E/0x55aa55aa

md.1l 0x40000000 1

40000000: dO8ecO33 3...
mw.l 0x40000000 0x55aa55aa

md.1l 0x40000000 1

40000000: 55aa55aa .U.u

MOXx40000000 N TFITIAELL b lockEHE, S5 ANVMEILBA OHEiL
nvme write 0x40000000 Ox0 Ox1

nvme write: device 0 block # 0, count 1 ... 1 blocks written: OK

M7 NOx44000000N7F, HIIANRIGEEHE
md.l 0x44000000 1
44000000: ffffffff

MNVMeILBA oHbhk, 3EEX1MNblock#dE, B AMNTEOx44000000
nvme read 0x44000000 0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK

i\ Ox44000000 N7 2 MNVMes2[a 3Kk
md.l 0x44000000 1
44000000: 55aa55aa .U.U



5.19 Pinctrl

5.19.1 HEZLS7

pinctrl 3XZ/1f8 1 pinctrl-uclass HEZRFIFRIERE [,
Bl :

CONFIG_PINCTRL_GENERIC
CONFIG_PINCTRL_ROCKCHIP

HEZR ARG :
./drivers/pinctrl/pinctrl-uclass.c
KB :

./drivers/pinctr1/pinctrl-rockchip.c

5.19.2 HH&HE O

int pinctrl_select_state(struct udevice *dev, const char *statename) /7 EEIR

int pinctrl_get_gpio_mux(struct udevice *dev, int banknum, int index) /7 FRBUK

A
o8

pinctrl HEZESTERNdriver probe I XAHEZE B H I B default IR, FF —RBATEZYE HpinctrlZ [,

5.20 Pmic/Regulator

5.20.1 HEZES7

PMIC/Regulator JX#/}{if il pmic-uclass, regulator-uclass HEZEFIFRIERE

PMICSZF¥:
rk805/rk808/rk809/rk816/rk817/rk818

Regulators¢ 43
rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcs452x/fan53555/pwm/gpio/fixed

A&
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CONFIG_DM_PMIC
CONFIG_PMIC_CHILDREN
CONFIG_PMIC_RK8XX
CONFIG_DM_REGULATOR
CONFIG_REGULATOR_PWM
CONFIG_REGULATOR_RK8XX
CONFIG_REGULATOR_FAN53555

// TEHT HEiTERKSXX RS

// FERT HATHTHRKXXRIII

REZRACTY:

./drivers/power/pmic/pmic-uclass.c
./drivers/power/regulator/regulator-uclass.c

WS

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm_regulator.c
./drivers/power/regulator/fan53555_regulator.c

5.20.2 fHIEHE

// #FHregulator, @platname: “regulator-name”fgEM% %, W: vdd_arm. vdd_logic;
int regulator_get_by platname(const char *platname, struct udevice **devp);

// {HiRE/ KA
int

int
int
int

regulator_get_enable(struct udevice
regulator_set_enable(struct udevice
regulator_set_suspend_enable(struct
regulator_get_suspend_enable(struct

/7 BLE/RERE

int
int
int
int

regulator_get_value(struct udevice
regulator_set_value(struct udevice
regulator_set_suspend_value(struct
regulator_get_suspend_value(struct

5.20.3 init HLE

*dev);
*dev, bool enable);
udevice *dev,

udevice *dev);

bool enable);

*dev);
*dev, int uVv);
udevice *dev, int uV);

udevice *dev);

H e a8 mR A AoV B regulatori B WAL, BiTE2MIACE regulator-boot-on :

o FBlE regulator-min-microvolt 1 regulator-min-microvolt JNAH[F/{HE;

e PBlE regulator-init-microvolt

<...>
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vdd_arm: DCDC_REG1 {
regulator-name = "vdd_arm";
regulator-boot-on; // WHELE
regulator-min-microvolt = <712500>;
regulator-max-microvolt = <1450000>;
regulator-init-microvolt = <1100000>; // REYLAHEENL. 1v

5.20.4 ki PIUafk

WER ARk F i regulator I FI4A1K., PTG N regulator-loader-ignore

vdd_arm: DCDC_REG1 {
regulator-name = "vdd_arm";
regulator-loader-ignore;// {fU-BootlfTEBtfregulator#liaftB4L, kerne LJCAK

5.21 Reset

5.21.1 HEZR 7§

reset JX BN reset-uclass.c HEZERIPRERE ., RK & Freset BSZ BT CRU RENL,

[T

CONFIG_DM_RESET
CONFIG_RESET_ROCKCHIP

MEZRARHS :
./drivers/reset/reset-uclass.c
KBS -

./drivers/reset/reset-rockchip.c

5.21.2 fHREE 0
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// 3KEreset A

int reset_get_by_index(struct udevice *dev, int index, struct reset_ctl

*reset_ctl);

int reset_get_by name(struct udevice *dev, const char *name,
struct reset_ctl *reset_ctl);

// FEiftreset

int reset_free(struct reset_ctl *reset_ctl);

// 1EKreset

int reset_request(struct reset_ctl *reset_ctl);

// fiikreset. Billreset

int reset_assert(struct reset_ctl *reset_ctl);

int reset_deassert(struct reset_ctl *reset_ctl);

yo )

struct reset_ctl reset_ctl;

ret = reset_get_by_name(dev, "mac-phy", &reset_ctl);
if (ret) {
debug("reset_get_by name() failed: %d\n", ret);
return ret;

ret = reset_request(&reset_ctl);
if (ret)
return ret;

ret = reset_assert(&reset_ctl);
if (ret)
return ret;

ret = reset_deassert(&reset_ctl);
if (ret)
return ret;

ret = reset_free(&reset_ctl);
if (ret)
return ret;

5.21.3 DTS BB

U-Boot BRING FresetDIRE, FI P RFRAEAME T sl 5 E B ARERY reset XS R B[] :

// HR:
reset-names = <name-string-list>
resets = <cru-phandle-list>

{541 gmac2phy:
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gmac2phy: ethernet@ff550000 {
compatible = "rockchip, rk3328-gmac";

// f&Ereset/@it
reset-names = "stmmaceth", "mac-phy";
resets = <&cru SRST_GMAC2PHY_A>, <&cru SRST_MACPHY>;

}i

5.22 Rng

5.22.1 HEZLSZHF

RNG ] TSR RE A REA L RN RE
REZRACTH:

./drivers/rng/rng-uclass.c
ESIIANER

./drivers/rng/rockchip_rng.c
ACE:

CONFIG_DM_RNG=y
CONFIG_RNG_ROCKCHIP=y

5.22.2 fHEHE O

// @buffer: (RIZFEHLIEGHH
// @size: BENIECE, fAfi: byte
int dm_rng_read(struct udevice *dev, void *buffer, size t size)

5.22.3 DTS Bt B

[RINRNG/Z Cryptofi F A INREZ —, FTPARNG I s ER Crypto i sl — A£G V1/22 43, RNGTI il
compatible* B¢ W FH :

compatible = "rockchip,cryptovl-rng";
compatible = "rockchip,cryptov2-rng";

SEE AL B IE S v1126.dtsi. 1k3568.dtsi. rk3399.dtsiZE


af://n2786
af://n2787
af://n2795
af://n2797

5.23 Spi

5.23.1 HEZRZ 5

HEZRARAS :
./drivers/spi/spi-uclass.c
KB -
./drivers/spi/rk_spi.c
menuconfig AL & :

CONFIG_ROCKCHIP_SPI=y
CONFIG_CMD_SPI=y

5.23.2 HH&HE O

J/include/spi.h

/7 VHBHR. SPT £k
struct spi_slave *spi_setup_slave(unsigned int bus, unsigned int cs, unsigned int
max_hz, unsigned int mode);

/7 KRB\ ER
int spi_claim_bus(struct spi_slave *slave);
void spi_release_bus(struct spi_slave *slave);

// HREE®EO
int spi_xfer(struct spi_slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned long flags);
int spi_write_then_read(struct spi_slave *slave, const u8 *opcode,
size_t n_opcode, const u8 *txbuf, u8 *rxbuf,
size t n_buf);

5.23.3 DTS fit &

&spio {
u-boot,dm-pre-reloc;
status = "okay";

}i


af://n2801
af://n2802
af://n2809
af://n2812

5.23.4 Y5l
#IZ%# drivers/power/power_spi.c
5.23.5 MiAa 2
i/ cmd_spi tHK A2
sspi 3:0.0 24 AAA # bus3:cs0:moded fEHIKEH24bits (RHEIES "AAA"
5.23.6 i WL 53 B

Ql: KARFES?
Al: EHIAX MY iomux F1 clock 2 EHLE & F,
Q2: RK3399 cmd_spi 57 ?

A2: cmd [TEXBRINfE Fkernel dtb, IEHHIA kernel rk3399.dtsi aliases 57 B MM spi f&7Eo

5.24 Storage

IR AN (E PR ERU A OEMESE, T RIEE DN #28) BLK EH TSR R G, Bl R s
eMMC, Nand flash, SPI Nand flash, SPI Nor flash, H:H flash AHSEAIHEZRAN TR :
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53 TEM

R . R FELHL
L PRI R flash HEZ: Wit
e S 5L o
MLC FAT.
rknand TLC drivers/rkand drivers/rkand block v
R rivers/rkan rivers/rkan . N
GES W
Nand SquashFS
SLC
FAT.
rkflash Nand, PR, Tk block -
N rivers/rkflas rivers/rkflas . 3
UE S SPI W
SquashFS
Nand
rkflash block
oc
GES
5% SquashFS,
(SpPI SPI Nor drivers/rkflash drivers/rkflash
mtd JFFS2
Nor 2 e
E9)
SLC
SLC mtd
Nand FF drivers/mtd/nand/raw drivers/mtd/nand/raw . UBI
. Nand W
YIS
SPI Nand
NN SPI mtd
HIETT drivers/spi/rockchip_sfc.c drivers/mtd/nand/raw . UBI
Nand e
ES
mtd
SPI Nor 5% S
. uashFS.
FHETT SPI Nor drivers/spi/rockchip_sfc.c drivers/mtd/spi mtd JI?FSZ
S block
W
1iAA :

1. rkflash 5 FFJR 72T Nand flash FISZRFE R IX FIET: rkflash £2A% rk ftl (Flash Transfer
Layer) {EfZEIRAN, MWiHIR /7 ZE fl 2 MR T X 25 5 51 flash FYEEE, fil40 UBI
Y RAF L FIAPVE T, BERITHEIE S Nand flash B XFR SR,

5.24.1 HEZRZ 5

rknand

rknand /2% 4 KA & Nand flash & AT EIXZ), 81T Nandc host 5 Nand flash device JEfE, B
RIE R kL% RY 2% (RKNandFlashSupportList) , & DA R HARL :

e SLC., MLC., TLC Nand flash

[iW=
CONFIG_RKNAND

Wl
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./drivers/rknand/

rkflash

rkflash 2 E0 1%/ NE B EIL & T IIEGEIXS), HA Nand flash B3 472181t Nandc host 5
Nand flash device JB{E52A%, SPI flash HJSZHF 2 BT SFC host 5 SPI flash devices JB{E52A8, BARIE AW
BT 2% (RK SpiNor and SLC Nand SupportList) , & DA R0k :

e 128MB. 256MB F1 512MB f{ SLC Nand flash
o ¥F4> SPI Nand flash
e ¥[43 SPI Nor flash $iki

A&

CONFIG_RKFLASH

CONFIG_RKNANDC_NAND /* /NA&EJf[INand flash */
CONFIG_RKSFC_NOR /* SPI Nor flash */
CONFIG_RKSFC_NAND /* SPI Nand flash */

MBS

./drivers/rkflash/

.

1. SFC (serial flash controller) J& Rockchip &8 S 5 spi flash AT % FABIER ;
2. T rknand ¥X315 rkflash 3X35f Nand fRESH fil SR AHHE, FrA

e CONFIG_RKNAND 5 CONFIG_RKNANDC_NAND AHE[EIAR &
e CONFIG_RKNAND 5 CONFIG_RKSFC_NAND AgE R E

MMC & SD

MMCAHZERF, Ll eMMC; SDAZ— TSI IZE83 18 —RI8121% %, #Erockchip -
&, BN1HEA— dw_mmc ##188 (FRTrk3399, rk3399pro) .

[T

CONFIG_MMC_Dw=y
CONFIG_MMC_DW_ROCKCHIP=y
CONFIG_CMD_MMC=y

IKBh S
./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor JFii/5 &

BT IR X AT 728 & UBL ARSI AT, RK 52 flash S &R IFRIHEITE, HIFR
77 ZBRINIE ] pre loader 4 SPL RUHENTTSE, FTEAKESIBCEARSE & SPL AHRHLE R 2.

BLE:

1. SPL . MTD. FFfE(EIRENS MTD block Bit'® : % CH10-SPL 4.2 =



2. EB% rkflash ZHCE :

CONFIG_RKFLASH=N

KBS
./drivers/mtd/nand/raw //SLC Nand FEIRKEMIHE
./drivers/mtd/nand/spi //SPI Nand WHYZE
./drivers/spi/rockchip_sfc.c //SPI Flash F#&IXz)
./drivers/mtd/spi //SPI Nor WH¥Z

5.24.2 R

B EN T Al AR HERIBLKR, At AJCIE IR A EREL AN M2 5 )

/7 BB EAIA

struct blk_desc *rockchip_get_bootdev(void)

// VilnEEd

unsigned long blk_dread(struct blk_desc *block_dev, lbaint_t start,
lbaint_t blkcnt, void *buffer)

unsigned long blk_dwrite(struct blk_desc *block_dev, lbaint_t start,
lbaint_t blkcnt, const void *buffer)

unsigned long blk_derase(struct blk_desc *block_dev, lbaint_t start,
lbaint_t blkcnt)

5.24.3 DTS BB

eMMCHI & :

// rkxxxx.dtsifitE
emmc: dwmmc@ff390000 {
compatible = "rockchip, px30-dw-mshc", "rockchip, rk3288-dw-mshc";

reg = <0x0 Oxff390000 Ox0 0x4000>; // ¥ g eRbase addressMKE
max-frequency = <150000000>; // eMMCE @I # y50MHzZ , 4L B JyeMMC

// HS200fR, Zmax-frequency4:ik
clocks = <&cru HCLK_EMMC>, <&cru SCLK_EMMC>,
<&cru SCLK_EMMC_DRV>, <&cru SCLK_EMMC_SAMPLE>;  // f&flagsx W Ehem 5

clock-names = "biu", "ciu", "ciu-drv", "ciu-sample"; // FEfERR 4
fifo-depth = <0x100>; // fifolRE, BARLE
interrupts = <GIC_SPI 53 IRQ_TYPE_LEVEL_HIGH>; /7 HhiCE

status = "disabled";

i

// rkxxxx-u-boot.dtsi

&emmc {
u-boot,dm-pre-reloc;
status = "okay";
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// rkxxxx.dts

&emmc {
bus-width = <8>;
cap-mmc-highspeed;
mmc-hs200-1_8v;
supports-emmc;

AME
disable-wp;
non-removable;
num-slots = <1>;
status = "okay";

3

Nandc At & :

&nandc {
u-boot,dm-pre-reloc;
status = "okay";

i

SFC fil & :

&sfc {

u-boot,dm-pre-reloc;

status = "okay";

spi_nand: flash@o {
u-boot,dm-spl;
compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

}

spi_nor: flash@l {
u-boot,dm-spl;
compatible = "jedec, spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

}

3

==
FiE:

//
//
//
//

//
//
//

WA IR DR

FRIFIEFAE S Fhighspeed mmc

X HFHS200

FRIR LA v eMMCIRE, RN, BRITEEYIGE L

T IEYBWPER, =EAE
IR Z A AR R85, UL
PR3 ) LidR

1. F BB FEATE, u-boot N{SZHF spi-tx-bus-width = <1> f)—%% SPI flash {&#i;

5.25 Thermal
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5.25.1 HERSZH¢
Thermal BERFH TR BlsadcREBEFIR S A TRE, BRVIREUI/ZCPUIREEL,
HEZR ARG :
./drivers/thermal/thermal-uclass.c
KB -
./drivers/thermal/rockchip_thermal.c
LN

CONFIG_DM_THERMAL=y
CONFIG_ROCKCHIP_THERMAL=y

5.25.2 fHEHE O

// @temp: {R{FIREXE|IIEE
int thermal_get_temp(struct udevice *dev, int *temp)

5.25.3 DTSHC &

PR dts—RBRIAER A Se BB BT RE,

5.26 Uart

serial ff ff] serial-uclass.c MEZERIbRAERE 1, HATEZ /2 UART debug M FH,

[T

// {ERERCE
CONFIG_DEBUG_UART
CONFIG_SYS_NS16550

// SEIE
CONFIG_DEBUG_UART_BASE

CONFIG_DEBUG_UART_CLOCK
CONFIG_BAUDRATE

HEZRACH :
./drivers/serial/serial-uclass.c

LA ER
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./drivers/serial/ns16550.c

5.26.1 BT

AR 2 U-Boot [TEXFRUART debug iiAZ4N R (uart2 Jfl) :

e CONFIG_ROCKCHIP_PRELOADER_SERIAL %Fﬁ;

e board_debug_uart_init() HFECE vartiomux (FEE: FEFEEEmMO. ml. HAERLE) ;
e board_debug_uart_init() HEFCHE uart clock , {RIERFHFEE 24Mhz;

defconfig 5937 CONFIG_BAUDRATE ;

defconfig ¥ #T CONFIG_DEBUG_UART_BASE ;

 U-Boot uart 11 sHPIG A 2 N2 M HLAERE:

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

3
e U-Boot chosen i 5 H#E7E stdout-path:

chosen {
stdout-path = &uart2;

};

5.26.2 & )5 H

Pre-loader serial /& SEINHT[E - ZUART debug BLEAIMLA, XLERE 145 : ddr. miniloader. bl31,
op-tee, U-Boot, JFH: HHFHIELAY ddr bin BLEFUART debug I HIEIE ATAGS £ SHIHIBHKIEIE T
%, BEREEIREL UART debug ECEMITHEHA CRNEESE kernel) o

F AT DOEIE & 0K ddr bin B &R OAC B SEITUART debugf £ /R, SH:

DDR bin At &

rkbin G BT TELAHAPEEANRNSE, SEiEEOFEi:
tools/ddrbin_tool

tools/ddrbin_param. txt
tools/ddrbin_tool_user_guide.txt

U-Boot it &
1 ffREACE

CONFIG_ROCKCHIP_PRELOADER_SERIAL // EZERINHRE

2 rkxx-u-boot.dtsi 21 vart 77 =00 _E &8 M “u-boot,dm-pre-reloc;”;

3 aliases F37 serial 5|44, [K NU-Boot/g@ifitaliaestk 2| H AR s F#IGA L E Y,
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5140 : ./arch/arm/dts/rk1808-u-boot.dtsi LN 7 7 {H, NFTHE uart # N B4 ;

aliases {
mmcO® = &emmc;
mmcl = &sdmmc;

/7 RIROIERI
serial® = &uarto;
seriall = &uartil;
serial2 = &uart2;
serial3 = &uart3;
seriald4 = &uart4;
serial5 = &uart5;
serial6é = &uarté;
serial7 = &uart7;

// AENU-boot, dm-pre-reloc/E 4
&uarto {
u-boot,dm-pre-reloc;

}

&uartl {
u-boot,dm-pre-reloc;

}

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

}

&uart3 {
u-boot,dm-pre-reloc;

}

&uart4 {
u-boot,dm-pre-reloc;

}

5.26.3 F[AIFTEN

CONFIG_DISABLE_CONSOLE=y

5.26.4 HH<E:


af://n3001
af://n3003

// UART debugfZ[

void putc(const char c);

void puts(const char *s);

int printf(const char *fmt, ...);
void flushc(void);

// BRANEIB(SIIREME EUARTHE L

int serial_dev_getc(struct udevice *dev);

int serial_dev_tstc(struct udevice *dev);

void serial_dev_putc(struct udevice *dev, char ch);

void serial _dev_puts(struct udevice *dev, const char *str);
void serial_dev_setbrg(struct udevice *dev, int baudrate);
void serial_dev_clear(struct udevice *dev);

5.27 USB

U-Boot USBEEflfEDevcie, Host, PHYFIUSBYMEIXSN)LERSr, AZE LIRS 2 IIAESE
B, MR E A S S I R,

5.27.1 HEZR 7§

Device

DeviceX: T-GadgetlEZ2 CM#EFIDM_USB) , —&%ECE MrockusbB fastboottiz, T EHFHR. EFFZ
1%, rockusbPIEETUMSHMY, HURFSHIEAHOOKH A R HR A FIUMSHEZRH,  BARR] S #F rockusbIk
BN,

H#i, USB Devicelz#il#s B DWC2FIDWC3FFD, JEH —#HH ReBE R E P —MoTGIEHIgs, Frll
CONFIGH R FHaE— Mg H AL E BIR], BRIk 28 7522 55 iy TRME{Rockchip USBFF
k*ﬂﬁﬁo

[T

CONFIG_USB=y

// gadgetfl&

CONFIG_USB_GADGET=y
CONFIG_USB_GADGET_MANUFACTURER="Rockchip"
CONFIG_USB_GADGET_VENDOR_NUM=0x2207
CONFIG_USB_GADGET_PRODUCT_NUM=0x330a // &t DI E
CONFIG_USB_GADGET_VBUS_DRAW=2
CONFIG_USB_GADGET_DUALSPEED=y

// rockusbfii &

#define CONFIG_USB_FUNCTION_MASS_STORAGE // {iFinclude/configs/rkxxx_common.hH
CONFIG_USB_GADGET_DOWNLOAD=y

CONFIG_CMD_ROCKUSB=y

// DWC3IE ARl &
CONFIG_USB_DWC3=y
CONFIG_USB_DWC3_GADGET=y
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// DWC2I=iHAshr &
CONFIG_USB_GADGET_DWC2_0TG=y

MEZRAAD :

// gadgetHEZ
drivers/usb/gadget/g_dnl.c
drivers/usb/gadget/g_dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c
drivers/usb/gadget/f_mass_storage.c

AR

// rockusb
cmd/rockusb.c
drivers/usb/gadget/f_rockusb.c

// controller
drivers/usb/gadget/dwc2_udc_otg* // dwc2 OTGH %
drivers/usb/dwc3 // dwc3 OTGHZHil#E

Host

HostiZHll#3 ELFEOHCI, EHCIFIxHCI, HAxHCIFIZFFUSB3&E, HHARITE LA EE S xHCI
Pefilgs, BRSBTS N A TRME{Rockchip USBIF &R, Hosti% il 39Xzl 42 ¥
UPSTREAMAUES I /S DM_USBECE, [RlItHostIT & 3= T2 4% il g8 X M DTS HIEAD T.1E,

Bl

CONFIG_USB=y
CONFIG_DM_USB=y

// XHCI

CONFIG_USB_HOST=y
CONFIG_USB_XHCI_HCD=y
CONFIG_USB_XHCI_DWC3=y
CONFIG_USB_DWC3_GENERIC=y

// EHCI
CONFIG_USB_EHCI_HCD=y
CONFIG_USB_EHCI_GENERIC=y

// OHCI
#define CONFIG_USB_OHCI_NEW // fiTFinclude/configs/rkxxx_common.hH
#define CONFIG_SYS_USB_OHCI_MAX_ROOT_PORTS 1

CONFIG_USB_OHCI_HCD=y
CONFIG_USB_OHCI_GENERIC=y

MEZRAAD :

// HEZRARES



cmd/usb.c
drivers/usb/host/usb-uclass.c

// EHCI
drivers/usb/host/ehci-generic.c
drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c
drivers/usb/host/ohci-hcd.c

// XHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwc3.c
drivers/usb/host/xhci-mem.c
drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHY F E U HEUSB2AIUSB3 PHY X5, HFADM_USBECHE, A LinuxA#ZDTB, EIAPHY
PRI A L 75 E S 8 -y TRME{Rockchip USB PHY FF & 46T,

Bl :

CONFIG_PHY=y

// INNO USB2
CONFIG_PHY_ROCKCHIP_INNO_USB2=y

// INNO USB3
CONFIG_PHY_ROCKCHIP_INNO_USB3=y

// NANENG USB2
CONFIG_PHY_ROCKCHIP_NANENG_USB2=y

// NANENG COMBOPHY
CONFIG_PHY_ROCKCHIP_NANENG_COMBOPHY=y
// RK3399 USBDP PHY
CONFIG_PHY_ROCKCHIP_TYPEC=y

MEZRAAD :

drivers/phy/phy-uclass.c

IRENAAG :

// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-ushbh2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c



Hehhk
U-Boot USB #M%37+ T2 USB HUB, USB##MIUMSIS,

&

// USBHESE
CONFIG_USB_KEYBOARD=Yy
CONFIG_USB_KEYBOARD_FN_KEYS=y // %##F1-F12, INS, HOMEZEPefift,

// USBTEfEIRE
CONFIG_USB_STORAGE=Yy

REZRACHY:

// HEZRARHY
common/usb.c
drivers/usb/host/usb-uclass.c

// USB##EL
drivers/input/usb_kbd.c
drivers/input/keyboard-uclass.c

// USBTEfif&E
common/usb/usb_storage.c

5.27.2 IREHL B

Device

[R>AUSB Device MEFIDM_USBA X, Flf PATE BAEBoard S AFHH AL B X b 12 il 25 Properties, ELANUSBA%
HIBSAHsE, TX FIFOR A/ NS,

// DWC3#El #Rhc E
// board/rockchip/evb_rk3399/evb_rk3399.c
#ifdef CONFIG_USB_DWC3
static struct dwc3_device dwc3_device data = {
.maximum_speed = USB_SPEED_HIGH,
.base = 0xfe800000, // HUEAFELLFUSB OTGH A A b AT B
.dr_mode = USB_DR_MODE_PERIPHERAL,
.index = 0O,
.dis_u2_susphy_quirk = 1,
.usb2_phyif_utmi_width = 16,
}

int usb_gadget_handle_interrupts(void)

{
dwc3_uboot_handle_interrupt(0);

return 0,

int board_usb_init(int index, enum usb_init_type init)

{
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return dwc3_uboot_init(&dwc3_device_data);

}
#endif

// DWC2fEHI#sll & E fErockchipi@fboard. c XS, —RATHREIEL,
// arch/arm/mach-rockchip/board.c

USBEEEL
WA FHUSBE#EE MU U-Boot ARifER NS, T B Estdini R4S &R Musbkbd, SHE RS,

// AR BB A TSRS AR
// include/configs/evb_rk3568.h

#define ROCKCHIP_DEVICE_SETTINGS \
"stdin=serial, usbkbd\0" \

5.27.3 DTS Bt &

WHT PR, USB Device MEFIDM_USB/ R, FrPAANTRZEAM DT SAYALE ; USB HostFIUSB PHY
XN ALinuxNZDTB, Kk, 7] AEE#ALinuxNDTB, 1R 2 & (# F U-Boot DTBA] 2 # Linux
PAAZAH OE 9 s S

5.27.4 HRm4

rockusb

rockusb - Use the rockusb Protocol

Usage:
rockusb <USB_controller> <devtype> <dev|[:part]> e.g. rockusb © mmc 0

BN =R AN U-Boot loaderFH i :

o JE)dreset + revoverytZ# /5 RHEN ;
o HAU-Boot@i 1T, $UT LIRAGL I fGrockusb, # AT ;
o HARGE, WP1THAT “reboot loader” #XE o HE A AR,

usb

usb - USB sub-system

Usage:

usb start - start (scan) USB controller

usb reset - reset (rescan) USB controller

usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree

usb info [dev] - show available USB devices

usb test [dev] [port] [mode] - set USB 2.0 test mode
(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[EO_NAK], P[acket], F[orce_Enable]
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usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices
usb read addr blk# cnt - read “cnt' blocks starting at block “blk#'
to memory address “addr'
usb write addr blk# cnt - write “cnt' blocks starting at block “blk#'
from memory address “addr'

U-Boot USBASHFiR e fkdd, KT ZE I TUSBan LB RIWIT %45,

o JEIT “usb start” 5 “usb reset” wi4>, FEMTIEHIRS T IR A port LRI
o JEIY “usb stop” MSWITTFETE IR, ML,

o “usb info” FI “usb tree” A F] AE B IR HIZHE B Y ATEZNIREEE;

o “usb storage” X H FHHaS HFUMSHIRE, BARMFH 77 ESE G0,

fastboot

fastbootfir. B Kz {8 i 15 2% CHO4- R GiAH B Fastboot& 7,

5.28 Vendor Storage

Vendor Storage Fl T #£)X SN. MAC EARFEIMZER/ IR, BHRFEHAIE NVM (eMMC. NAND %) 1
RS, B20&E0, ERIENEIEAERR, TREMES,

VR TR 2% kY Cappnote rk vendor storage)

5.28.1 R BEHEIA

—F54 vendor FITFAEEL 53K 4 N3 1X, vendorO. vendorl., vendor2, vendor3, & vendorX (X=0, 1.
2. 3) MY hdr BHA — PG version FEH T-3RAH vendorX #HCEBTHIIN ZI . BRRIARAE 2N
BT vendorX (Bl version B K) , HHEERIRHMES BT version 3 H AN R A E EMFHEE BRE
F| vendorX+1 73X B, HI4N4HiM vendor2 IEHEIE R, S BNEHEEE, HINE ARZ vendor3, X
FEMUUR N TS| —ME BRI 2 2B E R,

5.28.2 HEZLS7

U-Boot HEZR A 37 #F Vendor Storage A, Rockchip H &SEH T —2% Vendor Storage JX3/],

[T
CONFIG_ROCKCHIP_VENDOR_PARTITION
IRBN

./arch/arm/mach-rockchip/vendor.c
./arch/arm/include/asm/arch-rockchip/vendor.h
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5.28.3

int vendor_storage_read(ul6 id, void *pbuf, ul6 size)
int vendor_storage_write(ul6 id, void *pbuf, ul6 size)

KT id e XFIfEF, 1E5% (appnote rk vendor storage) o
5.28.4 YIREEH

U-Boot B 01417 Mi# H "rktest vendor"fin % ] DA T Vendor Storage HiiE Hlll,

5.29 Watchdog

5.29.1 HEZLSZHF

watchdog JXz/1{#i Ff] wdt-uclass.c FEZRFIFRIERE [,
BlE:

CONFIG_WDT
CONFIG_ROCKCHIP_WATCHDOG

REZRARRY :
./drivers/watchdog/wdt-uclass.c
KB ARG :

./drivers/watchdog/rockchip_wdt.c

5.29.2 HH&HE O

/7 BERENE R EEdwdt (@f lagsERINEOG)

int wdt_start(struct udevice *dev, u64 timeout_ms, ulong flags);
// KHwdt

int wdt_stop(struct udevice *dev);

/7 TS

int wdt_reset(struct udevice *dev);

/7 W&, BRIARMIRZEKE) SR

int wdt_expire_now(struct udevice *dev, ulong flags)

H#li U-Boot IUERINIAAE AN A WAEER wdt BORE, B P ATARYE B QAP S dR Kt 75 .
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6. Chapter-6 jE 5 FH

6.1 kernel-DTB
6.1.1 it Ha

U-Boot ¥ A= ZEM B Sk — i A0 . — 153 U-Boot dts, F H.U-Boot dts#E ik fdtb 2+ 12| U-Boot H T
PG E, XS HIIASoCF-A L, NHARFFHZEN{TU-Boot B4,

BAIAHELI, HL—PSoCFEARRIMRTZ R EBERBIMNEIIZESR, SoCLERTE—E M, RKER
T EI—SoCF - BNFHFE— 1 U-Boot5il%, [RIILHENN T kernel DTB #lill, AR Bt /& ER F KT ELY]
Flkernel DTB, FEMECE(S BXIELINE,

it A RK ¥ 5181 374 kernel DTB AJ DUXZIFEAN %%, WI: display. pmic/regulator, pinctrl, clk
%,

kernel DTB /8 I &K% H OF_LIVE (live device tree, f&iFR: live-dt) o

config USING_KERNEL_DTB

bool "Using dtb from Kernel/resource for U-Boot"

depends on RKIMG_BOOTLOADER && OF_LIVE

default y

help
This enable support to read dtb from resource and use it for U-Boot,
the uvart and emmc will still using U-Boot dtb, but other devices like
regulator/pmic, display, usb will use dts node from kernel.

6.1.2 Live device tree

HIRAIEL:

5| Akernel DTBf5U-Bootlft EEFEEMNDTB, HHEME, H1. CryptoS it 5U-Boot DTBMHKE, HR
1Bt Skernel DTBAHK, HBATEU-Boothit B AT RELE AN RN ZI 75 2248 XTI BIX SRR, st S AT
RETR &R B CAIDTB 1 AE Bo

2, XFEEYRE T RFEIDTB, i gd->fdt_blob X HAEFRMHA—4 EAR A EREE DI, XE
BI? A kernel [ dis X EAR RS kernel (HH, T AHASREH U-Boot dts HHYRELET s E #Zoverlay
# kernel dts & —17.

Live dt A] UBOUX N A, live dt FIJRER . WIGAIT EXU-Boot B R4 NDTB, #EFTADTB T mi%
Hi% struct device_node i mBER, I HAEAE N device-driverdl €, PAfSdevice-driverZE i [AIDTB I s i
H#V51IA B A device_node HIR], AFEFEAIFEA DTB,

FrBA, #H4 T U-Bootflkernel FIDTBHBLLE T %5 H ¥ device-driverfitdl, HAFREERZIMIDTBX .
XU T ViR M DTB S [ AHEE,
FiE2 =R
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./doc/driver-model/livetree. txt

fdt Fl live dt $54:

ofnode 282! (include/dm/ofnode.h) 2Rl dt A HFAT—RPEIEERS L, T live dt B A device_node K77
i) de &5, A fde N H offset U7 1R dt s, 24 7522 RN SR AR AR IR BN 1B 6 ofnode 287,

ofnode £544:

/%
* @np: Pointer to device node, used for live tree
* @of_offset: Pointer into flat device tree, used for flat tree. Note that this
* is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode_union {
const struct device_node *np; /* will be used for future live tree */
long of_offset;
} ofnode;

o "dev_". "ofnode "JFkRYERECHSZEFFAN dt iR T,
o "of "FFLIIEREUE R SZH live dt AYEE;
o "fdtdec_". "fdt_"FFSKAYPREUE R SCHRE fdt iR

6.1.3 PLISPR

kernel dtb ¥J#27E . /arch/arm/mach-rockchip/board.c FJ init_kernel_dtb() E3ZFIAY, MK U-
Boot ] dts B335, mme/nand/nor FEFAEIK S A 1EH TIE,

IS M4 AR 32 EY kernel dtb, SRJG 3T live dt 232 FF bind fTH device-driver, /58 HT gd->fdt_blob
FEEHEIA) kernel dtb HIF],

6.1.4 U-Boot

e U-Boot JiiF 525 AE./dts/ B R dib:

o dtdtb: H defconfig B CONFIG_DEFAULT_DEVICE_TREE f8EM dts ZmiFiSE|M;

o dt-spldtb: #i dt.dtb H#F u-boot, dm-pre-reloc JE& MM s 2 ERIMEU K, FEdH defconfig B
CONFIG_OF_SPL_REMOVE_PROPS 57N property 13|, —MXEZEHE . DDR, TEEEFIXE)
RAFAEIRIN i DMC, UART, MMC. NAND. GRF, CRU%,

« NNJEH CONFIG_USING_KERNEL_DTB HfZRHi{HH dt.dtb; /A CONFIG_USING_KERNEL_DTB I FR&T
i dt-spl.dtb,

o dt.dtbEF dt-spl.dtb{EU-Bootd F4H W 5 #B Al 44 Au-boot.dtb, AJFIENNE u-boot.binfIRKE, HF
AJ U fdtdump i 24 Eu-boot.dtbH N A
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P

B HU-Bootdl Al [Akerne U S 41,

6.2.1 cmdline

U-Boot{flkernel DTBE [ /chosen/bootargs BEEH R, BB EHNBEENS
[A@] /chosen/bootargs ik, JAEI&iEcemdline H 1,

6.2.2 NTEE R

U-Bootf&kernel DTBE] /memory T, ERIHKINARREEETER, THHUEEAHRITED:

## Chapter-6 Booting Android Image at 0x0027f800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=f00O0
Using Device Tree in place at 0000000008300000, end 0000OOOOO8314648

// kernelR] HATFAE(H]
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: O0x75e00000)

Total: 473.217 ms

Starting kernel ...

6.2.3 HER

HEMES AR A 2 &% kernel DTB, W1F:
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W RJE Pfke 3]

/serial-number felfe:s S
/memory B kernel A] WA FE
/display-subsystem/route/route-edp/ BN TR S £ (edp HH)
/chosen/linux, initrd-start fellfeis ramdisk LG HIHE
/chosen/linux, initrd-end g ramdisk 5 B HHE
/bootargs 1B kernel AL cmdline
GMAC 77 ;N mac-address B local-mac-address (EBie mac Hitik
arch/arm/mach-rockchip/board.c: board_fdt_fixup() EBe R fdt fixup

6.3 ABRSE

6.3.1 AB Etiiita=X

A/BIEHREERI AT misc 77 X W% 2KB fHrHE,

/* Magic for the A/B struct when serialized. */
#define AVB_AB_MAGIC "\OABO"
#define AVB_AB_MAGIC_LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB_AB_MAJOR_VERSION 1
#define AVB_AB_MINOR_VERSION 0

/* Size of AvbABData struct. */
#define AVB_AB_DATA_SIZE 32

/* Maximum values for slot data */
#define AVB_AB_MAX_PRIORITY 15
#define AVB_AB_MAX_TRIES_REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from © to AVB_AB_MAX_PRIORITY,
* both inclusive with 1 being the lowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8_t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB_MAX_TRIES_REMAINING.
*/

uint8_t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */


af://n3192
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uint8_t successful_boot;

/* Reserved for future use. */
uint8_ t reserved[1];
} AVB_ATTR_PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.

*

* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR,MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_ t reservedi[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* Reserved for future use. */
uint8 t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

XF/NEEZME, %A misc 77[X{HA vendor 731X, 1] LAFE E1F(%] vendor,

FEIEELAH_ BRI lastboot, ARICERIG— AT EBNEMF, 32N AT REBIIE T £~ retry £
M5E, MHERHEARGIAR boot_ctrl fR55. SH4TH:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR, MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_ t reservedi[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8_t last_boot;
/* Reserved for future use. */

uint8 t reserved2[11];



/* CRC32 of all 28 bytes preceding this field. */
uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

[FI/E AvbABSlotData 1 is_update FRiaSfz, PRSRGTRAVIRE, HkiT:

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB_AB_MAX_PRIORITY,
* both inclusive with 1 being the lowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8_t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB_MAX_TRIES_REMAINING.
*/

uint8_t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */
uint8_t successful_boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_t is_update : 1;
/* Reserved for future use. */
uint8_t reserved : 7;
} AVB_ATTR_PACKED AvbABSlotData;

BRIGFRASR U N SREI &

AvbABData:
S8 e
priority PR slot fL5edk, 0 AR, 15 Nmmfitiedk
tries_remaining ZIRFER, REBN 7 IR

successful_boot AFEIIBINESM B ZSE, 1: % slot lAINESN, 0: % slot XALINE3N
is_update FRICIZ slot FIFAICRES, 10 & slot IETEFER, 0: 1% slot RAKEFZ TN

AvbABSlotData:



28 R4

magic ZEHIASLEREE: \0ABO

version_major FRAEE

version_minor WTENESSS

slots slot 5[5 &, =l AvbABData

last_boot =BT slot, 0: slot A _E{RIEINES), 1: slot B _ERKIIAD
crc32 BER

6.3.2 AB 38

H il system bootctrl BT PEHIE, bootloader SKHFIX MR F 5/,

6.3.2.1 successful-boot

IEHEEARSSS, boot_ctrl fK#E androidboot.slot_suffix, B 24Hi slot HJZE & :

successful_boot = 1;

priority = 15;

tries_remaining = 0;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

HEZRGH, boot_ctrl IKHE:

FFFslotiLE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 1;

lastboot = @ or 1; :refer to androidboot.slot_suffix

WHislotiXE:

successful_boot = 1;

priority = 15;

tries_remaining = 0;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

HRAFFERK, boot_ctrl HH:
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FFfFslotiLE:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

lastboot = @ or 1; :refer to androidboot.slot_suffix

LHlslotiRE:

successful_boot = 1;

priority = 14;

tries_remaining = 0;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

6.3.2.2 reset-retry

EEBEARSS, boot_ctrl 648 androidboot.slot_suffix, %8 4Hi slot HIZE & :

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

FEKZRGH, boot_ctrl KHE:

s ot iE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_suffix

YalslotiXE:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

FHREAGTERK, boot_ctrl HE:
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FFfFslotiLE:

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

lastboot = @ or 1; :refer to androidboot.slot_suffix

LEislotiE:

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

6.3.2.3 U0 L

e successful_boot FET

o s HEEWENRG, AXENREBEMAEM:, FRIE system bootctr] AL E
o WA WEKMNETIEE, WREHELENANSE, SSRRG—EEL
o reset retry B=
o Ri: MBRLRAREF retry ML, BT LA A 17 fifs 54 ()
o gl XENRFHRRAE

6.3.3 Jaahinifs
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

HE LA

androidboot_slot_suffixi




Yes

Boot_ctrifi £

AB successful_boot Bz EHE RS



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I - 575

successful_boot =1;
prionty = 14;
tries_remaining =

successful_boot = 1;

system Last_boot =1 priority = 15;

tries_remaining = 0;

is_update = 0; is_update = 0;

AB reset retry VR :



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

Bootloader

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = g
is_update = 0;

Last boot=10

Mslot ABTH

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

system

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

System

lSIuth

successful_boot =0;
prionty = 15;

tries_remaining = 7;
is_update = O;

H & slot B

Last_ boot=0

S5lot B

successful_boot =0;
pricrity = 14,

tries_remaining = 7;
is_update = 1;

System

successful_boot =0;
priority = 14;

tries_remaining = 7;
is_update = 0;

Last_boot=0

reboot

T slot BSERY

Slot B

successful_boot = O;
priority = 15;
tries_remaining = 7;
is_update = 0;

bootloader

Slot A

successful_boot =0;

priorty = 14;
tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;

priorty = 15;
tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot =0; successful_boot = 0

system priority = 14; Last boot=1 priority = 15;

tries_remaining =7;
is_update = 0;

tries_remaining = 7;
is_update = 0;

6.3.4 THF M 8

o ARG HZ: 2% (Rockchip Linux AT ZHLIEE)
o recovery f14%: AB system % [EXFF recovery T4

6.3.5 KL F5 ik

6.3.5.1 successful-boot

1. HEE slot A, RGM slot A JH5, EEM slot B JH5, RGM slot A B35, MIRZERK, &2 misc
53X

2. 5¢5 slot A 5 slot B, JHE1RS, UR1RG N slot A, KBRS slot B JH5l, reboot R4E, HHiIHR
418 slot B, MIATERK, 7E72S misc 73X

3. 55 slot A 5 slot B, HJ# reset 24t 14 {XJ5, retry counter FA5E, IHEM last_boot 8 E N RSG/H
3f), BUREIEH M slot A B3l MIKTERL, {EZ misc 73X

4. 8¢5 slot A 5 slot B, JEEIERS, YIRS N slot A, BEZRGIM slot B J35), reboot R4, YHiH
410 slot B, ERFM slot A JH5l, reboot R, HFTRFAN slot A, MIAFER, EZ misc 77X

6.3.5.2 reset-retry

1. HBRE slot A, RGM slot A JH5, BEM slot B JH5, RGIM slot A G5, MEIRZERK, 1EZS misc
I3IX

2. %¢5 slot A 5 slot B, HE1RS, HUE1ARZ N slot A, KBRS slot B JH3l, reboot RS, HHEiIHR
418 slot B, MIATERK, 7E72S misc 73X

3. 55 slot A 5 slot B, HJ# reset 24t 14 {XJ5, retry counter A58, ILHEM last_boot 5 EHRSG)H
3fl, BUREIEH M slot A [B3l, MIKTERL, (B misc 73X

4. 1545 slot A 5 slot B, HH slot B [ boot.img i35, JEBNRSE, HATRFN slot A, WERFM slot
B J83/, reboot RS, RASER 7RG, Mslot A IEHIASNRSG, MIAZERK, 1EZ misc 77X

5. %% slot A 5 slot B, BIERS, MHIRF N slot A, KEZRGM slot B J33)), reboot 2%, HHiFH
G0 slot B, ERFM slot A JH51, reboot R, HFTRFAN slot A, MIATERK, {EZS misc 77X
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6.3.6 5| =¥

{Rockchip-Secure-Boot2.0.md)
{Rockchip-Secure-Boot-Application-Note.md)

{Android Verified Boot 2.0))

6.4 AVBZZi3))
6.4.15|H1=%

{Rockchip-Secure-Boot-Application-Note.md)
{Android Verified Boot 2.0)

{Rockchip_Developer_Guide_Linux4.4_SecureBoot_CN.pdf)

6.4.2 Kif

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB Y root key H1%54% loader, uboot & trust Y root key 45
ProductIntermediate Key (PIK): ] key, S/ 1EFR

ProductSigning Key (PSK): T2 1 key

ProductUnlock Key (PUK): T @i

Fikeysr i, WATiWIW, W ARE(RKey Bl ERRY MRS,

6.4.3 fAiT

ARS8 Rockchip Z2HIET [ SR, FNENZ2RIES | SRES N L 2R 5eBmk, <et
BB BN AR, IRAE ML 2F7EE (OTP & efuse) HEEX/AHH hash, 5 HEMZAH hash Xt

b, BAE—E, REAYHATREREM hash, FEREMARI R E I 7ERENE, iAo A7 fif B ]
fF, THREFFRY hash 5@ HRE) hash X FLZ A —3L

6.4.4 2B 713151

R A2 2L R AR S8 E PR BERINE RS AR, @I A5 7] DUINIEN avb A6 AR AU RE
. RUNIATE Alice [7] Bob IR FER, N T RIEEEERMREN, HRME, EREMARTERIA
M, TBERMEERE B TR INENS A, HEREREN:

1.Alice IEFIFELENRFZEE (B0 ;

2.Alice M ERETIEMIZE, [2—MEEME;
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3.Alice Jl H CHIRFIHE S HATINESZ] Alice 74, FREMERFEE L;
4.Alice BFENL A —MIEES, LS SN ZRIRRIE EATINE, PR

5.Alice A Bob FATHXS WA BEALF= AL AU NN B A TING, R IN%5 5 DES ZHIE R % L — R LIRS
Bob;

6.Bob UKFI| Alice 1514 SCAIINEEIL A DES %40, Joi B CRIFAEIXT ISR DES S4B T, 15
#) Alice FENLF= AU IN2E 2 4H;

7.Bob 2A/5 I BEHLE SRR EIRT S SCHATIA S, SEIMISCIVETE R, R RRENLE I

8.Bob [l Alice FIAPIRT Alice FIEUF R AT, 1SEIEEME;

9.Bob HIHH A A SO R RSO T — IR IR s 5], 193] — DT E B EE,

10.Bob R EIRIE BRGZRIHT L RIS BMZHATELR, R —2, WHIKEIRERRA pE%E,

TR KK DES HER] DUE M HA R, W0 AES INEEE, ARHEIERT DR RSA HiE, Hifew
T

Bobfd
Sha2GE Alice#.$8 - .
Alice Ef3C Ef F+hash B30+ Bhash+ 1048 .
ShalSe Alice 48
Bob: Ef 3T -« Ef ¥+hash e B30+ Bhash+ 2048 B

6.4.5 AVB

AVB 2/ Android Verified Boot, A ERIEIHN—EREFRIRTE, FZH T boot system S [E {f,
Rockchip Secure Boot 2 (5 HHIRE: 77 X AVB, LB —ETEEE Secure Boot 745 77 %

6.4.5.1 AVB itk

o BERE

o TERMERES

o iR

e persistent partition X 5

o chained partitions 4, FJPA5 boot, system 24 FATH—EK, HA]PAH oem H OLRERAEH, (HAAH
i PRK %44

6.4.5.2 key+3 4 +IEH
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#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_pik.pem

python avbtool make_atx_certificate --output=pik_certificate.bin --
subject=temp.bin --subject_key=testkey_ pik.pem --
subject_is_intermediate_authority --subject_key_version 42 --
authority_key=testkey_prk.pem

python avbtool make_atx_certificate --output=psk_certificate.bin --
subject=product_id.bin --subject_key=testkey psk.pem --subject_key version 42 --
authority_key=testkey_pik.pem

python avbtool make_atx_metadata --output=metadata.bin --

intermediate_key certificate=pik_certificate.bin --
product_key_certificate=psk_certificate.bin

permanent_attributes.bin ZE % :

python avbtool make_atx_permanent_attributes --output=permanent_attributes.bin --
product_id=product_id.bin --root_authority_key=testkey_prk.pem

HA product_idbin FEHDENX, & 16 F1, A/ENFZH ID & X,

boot.img %44 7~ :

avbtool add_hash_footer --image boot.img --partition_size 33554432 --
partition_name boot --key testkey_psk.pem --algorithm SHA256_RSA4096

R partition size HH/DILFFEAKR 64K, K/NEZ 4K X5F, HAKT parameter.txt & XI5 XK
7

sytem.img 2544773 :

avbtool add_hashtree_footer --partition_size 536870912 --partition_name system --
image system.img --algorithm SHA256_RSA4096 --key testkey_ psk.pem

ZE A%, vbmeta £ 5 metadata.bin, W RHIGIR:

python avbtool make_vbmeta_image --public_key_metadata metadata.bin --
include_descriptors_from_image boot.img --include_descriptors_from_image
system.img --generate_dm_verity cmdline_from_hashtree system.img --algorithm
SHA256_RSA4096 --key testkey_psk.pem --output vbmeta.img

R R vbmeta.img HE FIR M A5 X, 41 vbmeta 731X,

JEJd SecureBootTool 42 PrivateKey.pem #1 PublicKey.pem,



EA cecureBootTool v1.0 ﬁ

Basic Function hdvanced Function
[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader
[ Load Key ] 1P | skl i Sign File

[ Sign Firmware ] [Clea.r Info ]
Sign:Hard SHA:little PS55:disable

[
| Sign DIR File
[

Cheeclr Z1zn File

INFD:Start to sign file (uboot. img).
INFD:Sign file succeed, Elap=ed (315005

b

X} permanent_attributes.bin #H{ 74544 :

openssl dgst -sha256 -out permanent_attributes_cer.bin -sign PrivateKey.pem
permanent_attributes.bin

permanent_attributes.bin 2¥E N RSN Z INIEEIE, BEFELE © M hash F efuse 8 OTP, = 'EMIEE
AT Z 2INIE (pre-load) o FHT rockchip & HKIN efuse AS/&, P LA permanent_attributes.bin Y55
UE AT AT 2253 Mllpermanent_attributes.bin AYIE A TINIE, X FEOTPHEG, LIRS AT,
2 H 545 permanent_attributes.bin {9 hash £] OTP,

BNEBefuse 5OTPFF BN :

] efuse oTP
k3399 v

k3368 v

rk3328 v
k3326 v
k3308 v
k3288 v

rk3229 v

k3126 =

k3128 v

efuse -5 pub_key 5 :



fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot stage permanent_attributes_cer.bin
fastboot oem fuse at-rsa-perm-attr

OTP ‘-5 pub_key k%5 :

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

BNEHTE:

4 Publickey.pem

SecureBootTool

g FPrivatekKey pem

permanent_attri
Product ID butes_cer_hbin

permanent_attri
butes. bin

pik_certificate. bi
n

avbtool

metadata. bin

psk_certificate. bi

boot.img boot_s.img vbmeta.img

6.4.5.3 AVB lock

fastboot oem at-lock-vboot

An{AT3E N fastboot U fastboot & SZ &7,
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6.4.5.4 AVB unlock

H il Rockchip SRA &L 2R, 72 EX M I defconfig NN
CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=y

5% fastboot oem at-unlock-vboot LRI AR &, JA8IIE: vbmeta.img, boot.img KM LB L5
g N

B, FEAM PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_puk.pem

unlock_credential.bin NFEE FEFLEMBNED, HAMTENTR:

python avbtool make_atx_certificate --output=puk_certificate.bin --
subject=product_id.bin --subject_key=testkey_puk.pem --
usage=com.google.android.things.vboot.unlock --subject_key version 42 --
authority_key=testkey_pik.pem

M5 FKEL unlock_credential.bin, ifH avb-challenge-verify.py A< #£HX unlock_credential.bin, 47 R4

A& FEEY unlock_credential.bin:

python avbtool make_atx_unlock_credential --output=unlock_credential.bin --
intermediate_key certificate=pik_certificate.bin --
unlock_key_certificate=puk_certificate.bin --challenge=unlock_challenge.bin --
unlock_key=testkey_puk.pem

AT DAEIE 5@ fastboot S NENEIERS, HMRBILE, fastboot iU N:

fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

)5 OTP R MRBURAE:
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FREL

unlock_credenti

icat

puk_certifica
tefif 2 & IE

Felt
challenge

- -~ B
signaturese

£ 1F 7 2

RESHREZH

Trust OS

M RPMBEE security
SrXmE

permanent_attribut

Generate data with avbtool

sha256

permanent_attribut

unlock_credential.bi

NO

BtfG efuse A& fRBIAR:

raw_unlock_challen
ge.bin

avmod?

avbtool

avb

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

fastboot get_staged

34
unlock_credential.bi
n

oot oem at-
nlock-vboot

FR Ak




U-Boot Trust OS

Bl pe € es.bin

M RPMBE{security
SHXmE

permanent_attribut

MRPM Biﬁsecurity
SRk
permanent_attribut
es_cer.bin

permanent_attribut

unlock_credential.bi

el

challenge

signature &

£ 1F 7 2

YES

RESHREZH

BRIGHEmBRN T
1. E#5 N fastboot #ETK, HELAM AT A

NO

Generate data with avbtool

- f————avbtool

avbtool

permanent_attribut

raw_unlock_challen %
<

ge.bin

fastboot oem at-get-vboot-unlock-challenge
fastboot get_staged raw_unlock_challenge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

fastboot get_staged
raw_unlock_challen
ge.bin

34
unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

fastboot oem at-
unlock-vboot

FR Ak

PAFHIRAS, Product 1d 5 16 F T IBENIEEEE, B FEATEUESS unlock_challenge.bin,

1. {# F avbtool 4 A% unlock_credential.bin, Z*%'make_unlock.sh,

2. FELfiss A

fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

IR WNEERE—BELTE UGN fastboot BFRTE, FEMIARIAREWTE, XAl BHE. FAP
WMoes, WEFEELRIBEIE, R, XHl. BHE, KSBEEIREE, Fok

challenge signature 2= K 9 BEATLECANPE LRI

WERITE:



CONFIG_MISC=y
CONFIG_ROCKCHIP_EFUSE=y
CONFIG_ROCKCHIP_OTP=y

St CPUID f£24 challenge number, 1fii CPUID /2 SHLARVCELHY, FAEASE AN EL, ERH
unlock_credential.bin A] AR E i, 7 %5 & 4 unlock_challenge.bin, #il{Funlock_credential.binfJ2>
9%, FHREBE AN

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

L EAMBURA, JTIamE.

make_unlock.sh &%

#!/bin/sh

python avb-challenge-verify.py raw_unlock_challenge.bin product_id.bin

python avbtool make_unlock_credential --output=unlock_credential.bin --
intermediate_key_certificate=pik_certificate.bin --
unlock_key_certificate=puk_certificate.bin --challenge=unlock_challenge.bin --
unlock_key=testkey_puk.pem

avb-challenge-verify.py JffZ

#/user/bin/env python

"This is a test module for getting unlock_challenge.bin"
import sys

import os

from hashlib import sha256

def challenge_verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge_file] [product_id_file]"

return

if ((sys.argv[1l] == "-h") or (sys.argv[1l] == "--h")):
print "Usage: rkpublickey.py [challenge_file] [product_id_file]"
return

try:

challenge_file = open(sys.argv[1l], 'rb')
product_id_file = open(sys.argv[2], 'rb'")
challenge_random_file = open('unlock_challenge.bin', 'wb')
challenge_data = challenge_file.read(52)
product_id_data = product_id_file.read(16)
product_id_hash = sha256(product_id_data).digest()
print("The challege version is %d" %ord(challenge_data[0]))
if (product_id_hash !'= challenge_data[4:36])
print("Product id verify error!")
return
challenge_random_file.write(challenge_data[36:52])
print("Success!")

finally:



if challenge_file:
challenge_file.close()

if product_id_file:
product_id_file.close()

if challenge_random_file:
challenge_random_file.close()

if __name__ == '__main__ ':
challenge_verify()

4.5.5 U-boot fHRE

F /5 avb F52 trust S2HF, T U-Boot f£ defconfig X AFHALE :

CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_Vi=y
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=y // Z&HdEfiitE|securitysr[X

CONFIG_OPTEE_V1: J&HY&H 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: JEHFE&F 3326,3308,
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION: *§ emmc Y rpmb REEF, ATFIXNE, ER
AT

avb FFE & BFE defconfig XHHECE :

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=y

CONFIG_AVB_LIBAVB_ATX=y

CONFIG_AVB_LIBAVB_USER=y

CONFIG_RK_AVB_LIBAVB_USER=Yy

// BRI g, TEEERE NS AVB 5 A/B Rtk PIANRRER] A TFEE
CONFIG_ANDROID_AB=y //IX14F A/B

CONFIG_ANDROID_AVB=y //iX/NZ## AVB

// FHEHZENNAE efuse MIEAEM
CONFIG_ROCKCHIP_PRELOADER_PUB_KEY=y

// RHZEFE™Mun loc kK HEFT T
CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=y

/! TERERRITE

CONFIG_AVB_VBMETA_PUBLIC_KEY_VALIDATE=y

// WRFEcpuidffNchallenge number, JFEPARE

CONFIG_MISC=y

CONFIG_ROCKCHIP_EFUSE=y

CONFIG_ROCKCHIP_OTP=y

6.4.5.5 kernel it &

system, vendor, oem 577X AT H kernel fY dm-verify BEERINEAL:, A PATE BARGE XL,
{HEE AVB FHELE kernel dts FELE S avb, SFEW
&firmware_android {

compatible = "android, firmware";
boot_devices = "fe330000.sdhci";
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vbmeta {

B

fstab {

i
3

compatible = "android, vbmeta";
parts = "vbmeta, boot, system, vendor,dtbo";

compatible = "android, fstab";

Y

vendor {

compatible = "android, vendor";

dev = "/dev/block/by-name/vendor";

type = "ext4";

mnt_flags = "ro,barrier=1,inode_readahead_blks=8";
fsmgr_flags = "wait,avb";

fififiE A/B system 75 A0 & slotselect 8L, SF U N:

firmware {

android {
compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android, system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt_flags = "ro,barrier=1, inode_readahead_blks=8";
fsmgr_flags = "wait,verify, slotselect";
}
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt_flags = "ro,barrier=1,inode_readahead_blks=8";
fsmgr_flags = "wait,verify, slotselect";
}
+i
}
}
6.4.5.6 Android SDK

W R4 Android SDK I f—25 0 B 1B,

AVB Enable

§ifE BOARD_AVB_ENABLE

A/B system

XA A =R

o A/BRGUNIE L HIAL &
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o AB_OTA_UPDATER := true

o AB_OTA_PARTITIONS := boot system vendor

o BOARD_BUILD_SYSTEM_ROOT_IMAGE := true

o TARGET_NO_RECOVERY := true

o BOARD_USES_RECOVERY_AS_BOOT := true

o PRODUCT_PACKAGES += update_engine update_verifier
o A/BRUIAIEE R

o PRODUCT_PACKAGES_DEBUG += update_engine_client
o A/B RGUNREE XML

o BOARD_RECOVERYIMAGE_PARTITION_SIZE
o BOARD_CACHEIMAGE_PARTITION_SIZE
o BOARD_CACHEIMAGE_FILE_SYSTEM_TYPE

6.4.5.7 Cmdline HiN%¥

Kernel command line: androidboot.verifiedbootstate=green
androidboot.slot_suffix=_a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706F PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b9a4dcd6992cc628e 4172683F0d6b6085¢c09f6Ccel165cf152fe3523¢c89
10 restart_on_corruption ignore_zero_blocks use_fec_from_device
PARTUUID=b2110000-0000-455a-8000-44780000706f fec_roots 2 fec_blocks 130000
fec_start 130000" root=/dev/dm-0 androidboot.vbmeta.device=PARTUUID=24f0000-
0000-4e1b-8000-791700006a98 androidboot.vbmeta.avb_version=1.1
androidboot.vbmeta.device_state=unlocked androidboot.vbmeta.hash_alg=sha512
androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eal1191545c645e2ac9cc7caf8b3dafa2el3115aff479d
2df61feaccdd35b6360cfa936f6f4381e4557ef18e381f4b236000eb6ecc9adad0ledadcae
androidboot.vbmeta.invalidate_on_error=yes androidboot.veritymode=enforcing

XEBEH LS

1. N 24513 vbmeta [ PARTUUID? [RNHAFRG %2 vbmeta hash-tree I &5, FFE kernel FEA
45— vbmeta, digest 24 androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk B JC¥] 12! boot.img [, £ A/B system #, ramdisk 2% BT
boot.img, cmdlineFFEEIEIX NS,

3. root=/dev/dm-0 JF-/5 dm-verify, fi5Esystem,

4. androidboot.vbmeta.device_state: android verify K&

5. androidboot.verifiedbootstate: 144558,

green: If in LOCKED state and an the key used for verification was not set by the end user,
yellow: If in LOCKED state and an the key used for verification was set by the end user,
orange: If in the UNLOCKED state,

XHERE BB — R dm="1 vroot none ro...... "SEUE K
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avbtool make_vbmeta_image --include_descriptors_from_image boot.img --
include_descriptors_from_image system.img --
generate_dm_verity_cmdline_from_hashtree system.img --
include_descriptors_from_image vendor.img --algorithm SHA512_RSA4096 --key
testkey_psk.pem --public_key metadata metadata.bin --output vbmeta.img

avbtool A= f% vbmeta B, *¥ system [E{f/Il--generate_dm_verity_cmdline_from_hashtree E[7], dm="1 vroot
none ro...... "XLE(E R EIRTFE] vbmeta, XA LELH, MRS X AR bootimg, TFIEMIZS

Android SDK #J& BOARD_AVB_ENABLE 24X (% B AN vbmeta M,

6.4.6 T XZ%

HIG AN vbmeta 77X 5 security 731X, vbmeta 73 X2 EIFT(E R, security 7 XA N2 1922 24
i

FIRMWARE_VER:8.0

MACHINE_MODEL : RK3326

MACHINE_ID: 007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000(uboot), Ox00002000Q@0x00006000(tr
ust), 0Xx00002000@OXOO0OE8000(mMisc), OXOEOO8000AOXOECNaREO (resource), O0Xx00010000@OXO00
12000(kernel), 0x00002000@0x00022000(dth), 0x00002000@0XxE0024000(dtho), OX00000800@0
X00026000(vbmeta), 0x00010000@O0Xx00026800(boot ), OX00020000@OXO0036800(recovery), Ox0
0038000@0x00056800(backup), OXx00002000Q00x0008e800(security), 0x000cOOO0@OXOOO090800 (
cache), 0x00514000@0x00150800(system), O0x00008000@O0x00664800 (metadata), Ox00OCOEOO@O
Xx0066c800(vendor), 0x00040000@0x0072c800(oem), O0XO0000400@OXx0076c800(frp), -
@Ox0076ccOO(userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 7} X & 5%
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FIRMWARE_VER:8.1

MACHINE_MODEL : RK3326

MACHINE_ID: 007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:

mtdparts=rk29xxnand:0x00002000@00x00004000(uboot_a), 0x00002000@O0x00006000(uboot_b)
, 0X00002000@OX00008000(trust_a), O0x00002000@0Xx0000a0B0(trust_b), OX00001000@OXO000C
000 (misc), 0x00001000@OXO0000dO0O (vbmeta_a), Ox00001000@O0x0000e000 (vbmeta_b), 0x00020
000@OXx0000e000(boot_a), Ox0002000000x0002e000 (boot_b), 0x00100000Q00x0004e000(system
_a),0x00300000@0x0032e000(system_b), Ox00100000@0x0062e000(vendor_a), 0x00100000@0x
0072e000(vendor_b), 0x00002000@0x0082e000(0em_a), 0X00002000@0X00830000(oem_b), Ox00
10000@0x00832000(factory), 6x00008000@0x842000(factory_bootloader), 0x00080000@0x00
8cab00(oem), -@0x0094a000 (userdata)

6.4.7 fastboot i %

U-Boot FA] PUE#i A fn 2t A fastboot:

fastboot usb 0
6.4.7.1 A EE

fastboot flash < partition > [ < filename > ]
fastboot erase < partition >
fastboot getvar < variable > | all
fastboot set_active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock

fastboot flashing lock

fastboot stage [ < filename > ]

fastboot get_staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem fuse at-rsa-perm-attr
fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge
fastboot oem at-reset-rollback-index
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6.4.7.2 A

1. fastboot flash < partition > [ < filename > ]
iE: XS,
fl]:  fastboot flash boot boot.img
1. fastboot erase < partition >
TheE: R IX,
243 : fastboot erase boot
1. fastboot getvar < variable > | all
TheE: REEEEE
25f51]: fastboot getvar all GGREUEZEFTERER)

variable YA DA I SEK

version

version-bootloader
version-baseband

product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < _a | _b >
slot-unbootable: < _a | _b >
slot-retry-count: < _a | _b >

at-attest-dh
at-attest-uuid
at-vboot-state

fastboot getvar all 255l :

/*
/*

p
P
"
P
P
p
P
/%
*

/*
/*
/*
/'k
/*
/*
/'k

fastboot kA */
U-Boot kA& */

FEEREE */

FEE */

BT RZERE */

fastboot STRPERRIEMIBATIE */
B */

BERIEL */

TIXEE */

BRI */

W& lockIRE */

slot #H */
BEsLOtNEGHIZTXE */
LHiEsslot */

WA EEENslot, FTEI Hname */
BESXELEMRRKEENT */
BEESXEAWILE Hunbootable */
BEESXMretry-countiXE */

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

(bootloader) version:0.4

(bootloader) version-bootloader:U-Boot 2017.09-9c277677

(bootloader) version-baseband:N/A
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(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)

product:rk3229

serialno:7b2239270042f8b8

secure:yes

max-download-size:0x04000000
logical-block-size:0x512
erase-block-size:0x80000

partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
unlocked:no

bootloader_a:U-Boot
bootloader_b:U-Boot
tos_a:U-Boot
tos_b:U-Boot
boot_a:U-Boot
boot_b:U-Boot
system_a:ext4
system_b:ext4
vbmeta_a:U-Boot
vbmeta_b:U-Boot
misc:U-Boot
vendor_a:ext4
vendor_b:ext4
oem_bootloader_a:U-Boot
oem_bootloader_b:U-Boot
factory:U-Boot
factory_bootloader:U-Boot
oem_a:ext4

oem_b:ext4
userdata:ext4
bootloader_a:0x400000
bootloader_b:0x400000
tos_a:0x400000
tos_b:0x400000
boot_a:0x2000000
boot_b:0x2000000
system_a:0x20000000
system_b:0x20000000
vbmeta_a:0x10000
vbmeta_b:0x10000
misc:0x100000
vendor_a:0x4000000
vendor_b:0x4000000
oem_bootloader_a:0x400000
oem_bootloader_b:0x400000
factory:0x2000000

factory_bootloader:0x1000000

oem_a:0x1000000600
oem_b:0x10000000
userdata:0x7ad80000

off-mode-charge:0

battery-voltage:omv

variant:rk3229_

battery-soc-ok:
slot-count:2

evb
no

has-slot:bootloader:yes
has-slot:tos:yes

has-slot:boot:yes



(bootloader) has-slot:system:yes
(bootloader) has-slot:vbmeta:yes
(bootloader) has-slot:misc:no
(bootloader) has-slot:vendor:yes
(bootloader) has-slot:oem_bootloader:yes
(bootloader) has-slot:factory:no
(bootloader) has-slot:factory_bootloader:no
(bootloader) has-slot:oem:yes
(bootloader) has-slot:userdata:no
(bootloader) current-slot:a
(bootloader) slot-suffixes:a,b
(bootloader) slot-successful:a:yes
(bootloader) slot-successful:b:no
(bootloader) slot-unbootable:a:no
(bootloader) slot-unbootable:b:yes
(bootloader) slot-retry-count:a:0
(bootloader) slot-retry-count:b:0
(bootloader) at-attest-dh:1:P256
(bootloader) at-attest-uuid:

all: Done!

finished. total time: 0.636s

1. fastboot set_active < slot >
Dige: BWEHEB slot
244 : fastboot set_active _a
1. fastboot reboot
Yie: ERRE, EWEE
243 : fastboot reboot
1. fastboot reboot-bootloader
UiRE: BRI, HEA fastboot T
Z4f3: fastboot reboot-bootloader
1. fastboot flashing unlock
TheE: mBiLeE, RUEREEF
Z4451]: fastboot flashing unlock
1. fastboot flashing lock
Yife: BUEIRSE, FILRE
25451 fastboot flashing lock
1. fastboot stage [ < filename > ]
DiRg: TFHEEUERILEIRNE, WF RGN CONFIG_FASTBOOT_BUF_ADDR
2449 : fastboot stage permanent_attributes.bin

1. fastboot get_staged [ < filename > ]



ThRE: M ES IR B
24f51]: fastboot get_staged raw_unlock_challenge.bin
1. fastboot oem fuse at-perm-attr
UJEE: $&5 permanent_attributes.bin A hash
2445 : fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
UiRE: RS permanent_attributes.bin | ZZ £ /ZiEX . (RPMB)
Z4f51]: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Theg: BUE RS
%4f4: fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
ThRE: fRE1%AE, PUSZEF authenticated unlock

Z&f51]: fastboot oem at-get-vboot-unlock-challenge

fastboot get_staged raw_unlock_challenge.bin

J/make_unlock.sh (Ji make_unlock.sh &%)
fastboot stage unlock_credential.bin

fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key
RE: %¢5 bootloader key hash
%4f4): fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format
ThRe: BTS2 XAE BT $partitions
2%f51]: fastboot oem format

1. fastboot oem at-get-vboot-unlock-challenge
jEE: authenticated unlock, FHZ4K1S unlock challenge £(#fE
24f4]: 2 16. fastboot oem at-unlock-vboot

1. fastboot oem at-reset-rollback-index
YhRg: B rollback B

2505 fastboot oem at-reset-rollback-index



1. fastboot oem at-disable-unlock-vboot
IhfE: {# fastboot oem at-unlock-vboot i & 55K

2%5f5]: fastboot oem at-disable-unlock-vboot

6.4.8 [EIfFHES

i R 2EwindowsE RS T A :

L EEEFFETE V258 T

THER |HEEy | S

# Mt EF iz -
(0x00000000  Loader  E:\RK\PK3OSRKI3ZE\Image‘ImageMinil...

z ||+ | 0x00000000 Farameter | E:AEENPEZ0&REIZZ6 " Image ' Imageiparam. . .

3 F Cx00004000 Thoot T heodeu-boot-baclmp'iuboot. img

4 F 000008000 trust T:'codeu-boot-bacluphtrust. img

5 I_ 000003000 Mi=zc E:\RENPHI0SRE3IZZ26\ Image Image mize. img

=] |_ Ox0000ES0O0 Eoaot E: \EENPHI0&FRE3326 Image Image boot. img

T |[T | ox0001ES00 Recovery E: WRENPEI0&REI3Z6  Imagze Imaze recow. . .

g |[T | ox000ESS00 Swstem E: WRENPEI0&RES3Z6  Image Image i syste. . .

g |[T | oxo03co800 vendor E: WREAPEI0&RES326 Imagze Image \iwendo. . .

10 I_ Ox00430200 oem E: WREAPEI0&RKA3Z6  Inage  Image ioem. img

11 I_ 0x=0000C000 dtho E:\EENPHI0SREIZ26 Y Image Image i dtbo. img

12 |_ 0x0000EQOD vhmeta E:“\REENPHI0&FRE3IZE26 Y Image Inage \wbmet. | .

I

Loader Ver:rt.07 | W7 | | R | | #EsE® || &=

| ‘AR E

A/B System %5
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, BEETETE v258 - ee

THIER | FpEY | e

= HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...
z F Q00000000 Parameter E: \RENFEI0AREIZE6 Y r 3326 —ab v 3326, . .
3 || | 0x00004000 | bootloader a I:'code‘u-bootiuboot. img
4 |[¥  0x00006000 | bootleader b Z:hcode‘u-boot'uboot. img
g |[v | 0x00008000 tos_a T heodeu-boothtrust. img
E F Oz=0000A000 tos_b T hecodeu-boothtrust. img
T F 000000000 boot_a I rl332R-andr ol dhrockdevi Image—rl3. . .
=] F Ox000Z0000 boot_b I \rk33e6-andr ol dhrockdevi Image—rlk3. . .
9 |[ | ox0004EQ00 system_a T wk3326-andr ol dhroclkdevh Imaze—rld. | .
10 |[ | 0x0032E000 system_b T wk3326-andr ol dhroclkdevh Imaze—rkd. | .
11 |[ | ox0082E0O0 wvendor_a T wk3326-andr ol dhrocldevh Imaze—rkd. | .
12 [ | ox00TZECO0 wvendor_b T wrka32f-androidhrockdeviImage—rik3. .
13 |[v | 0x008CA000 | oem " k3306 -androi dhr ockdew \ Image— rl-:3325 evbhoem.

Losder Ver:n.0s | BT | [t | [ #EaEx | [ &%

BHE RIS

6.4.9 Pre-loader verified

\

Z L {Rockchip-Secure-Boot-Application-Note.md)

MASKROM

v

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
HﬂSH(SEﬁaerf} of raw ﬁ RSA2048 encryption e

MATCH?

(Loadlng first Ioader> \N/ ._;{ Boot failed )
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6.4.10 U-boot verified

OTP RERLTRAE:
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perm_attr
hash

FREL

vbmeta.img

(iivbmetasL B2 &
i

perm-attr2 &5 IEFA ?

FREL
prk_pub

SVbmeta.imgfz fi& A1
psk_pubXttt

Vbmeta.imgh§&

Trust Zone

permanent_attribute
s.bin




efusel B IR IR :

M#EEbootimgH
& Ehash

=) i 25 S AT hash&TE

MEEEN




Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
i

perm-attr 2 & IERE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEfE &
psk_pubdTEL

Vbmeta. imghEis

Trust fone

permanent_attribu

tes cer.bin

permanent_attribute

s.bin




i boot.
= Hhash

6.4.11 ARG E AN

-
System

—
Kernel

cmdline: androidboot verifiedbootstate=green
uboot

androidboot.slot_suffix=_a " root=/dev/dm-0 ===

Z51)851% kernel, kernel B 5CM#NT U-Boot {£1# 1) cmdline 2%, WIARGANE G dm-verify, A
JEINEE F system Y fs_mgr IRSS. fs_mgr #X4E fsmgr_flags FISECRM K INELFE 4, FE£F hash & hash
tree /7T vbmeta.img, EEHU FSE:

avb: ] avb BY75 FANEAL R 721X

slotselect: 1Z%57X 45 A/B, HNEN <% cmdline Y androidboot.slot_suffix=_a"iX NS4,

6.4.12 Linux AVB

IR T linux PRER) AVB #5215 R RIERTE,
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6.4.12.1 FRfEFE

1. AR
2. f#F SecureBootConsole “£i¥ PrivateKey.pem 4 PublicKey.pem, T.E’4 rk_sign_tool, <4l R:

rk_sign_tool cc --chip 3399
rk_sign_tool kk --out

3. load key

rk_sign_tool 1k --key privateKey.pem --pubkey publicKey.pem

4. %44 loader

rk_sign_tool sl --loader loader.bin

5. %544 uboot.img & trust.img

rk_sign_tool si --img uboot.img
rk_sign_tool si --img trust.img

6. avb B [E - HERS: AW temp.bin, 16 17 HY product_id.bin, FF%E44H) boot.img, 21T FFIK
I

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_pik.pem

python avbtool make_atx_certificate --output=pik_certificate.bin --
subject=temp.bin --subject_key=testkey_ pik.pem --
subject_is_intermediate_authority --subject_key_version 42 --

authority key=testkey_prk.pem

python avbtool make_atx_certificate --output=psk_certificate.bin --
subject=product_id.bin --subject_key=testkey_psk.pem --subject_key_version 42 --
authority_ key=testkey_pik.pem

python avbtool make_atx_metadata --output=metadata.bin --
intermediate_key_certificate=pik_certificate.bin --
product_key_certificate=psk_certificate.bin

python avbtool make_atx_permanent_attributes --output=permanent_attributes.bin --
product_id=product_id.bin --root_authority_key=testkey_prk.pem

python avbtool add_hash_footer --image boot.img --partition_size 33554432 --
partition_name boot --key testkey_psk.pem --algorithm SHA256_RSA4096

python avbtool make_vbmeta_image --public_key_metadata metadata.bin --
include_descriptors_from_image boot.img --algorithm SHA256_RSA4096 --key
testkey_psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent_attributes_cer.bin -sign PrivateKey.pem
permanent_attributes.bin
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4E ¥ vbmeta.img, permanent_attributes_cer.bin, permanent_attributes.bin,
Z B4 T boot.img......

7.[EERE

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img
rkdeveloptool wlx system system.img

rkdeveloptool F] PAZ# https://github.com/rockchip-linux/rkdeveloptool

1. %¢5 permanent_attributes_cer.bin, permanent_attributes.bin
HOTPFE:

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

A efuse FH:

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot stage permanent_attributes_cer.bin
fastboot oem fuse at-rsa-perm-attr

1. efuse }5%¢5 (efuse TE HATHA windows hRA) , EEERFEM loader, EEFEXN MRS, mdiFa)
%'—%’O


https://github.com/rockchip-linux/rkdeveloptool

B Efuse TE v1.38

@ & @ 3 ‘ﬁ‘ﬂ?%zﬂi e

Blit: +\code\u-boot k3300 loader v1. 16. 115. bin] [EijS3E:
Loaderha:1. 15

B H = B RE330C

) %W . BERIE wEEE D FEES D

=8 sasE -
1% RootHub20

-+ Part[1]

-+ Part[2]

-+ Part[3]

-+ Part[d]

-+ Part[5]

4% Port[6]

-+ Port[7]

-+ Port[8]

=58 RootHub20 b

£ port[1] Hub 4

s Port]2]

-+ Port(3]

-+ Port{d]

4% Port(5]

.+ Port[s]

& oG Port[2] - i

m

R
LB R, RSB O R, TR TR SRR RED. FOFEUSERD. I 00000
2 HAEEFE, BRI ARHAREESENT 4.

3 FHRE , BATE, #0EE, 0TS, FEHiGLE.

L HRER, BNUGREERT, ARUIEEERT. i, 00000
5. BB E AT ANER SR T, FEANL S Sk NEE DT

S 00000

1. OTP ¥ & loader public key%%5

2% (Rockchip-Secure-Boot-Application-Note.md)

6.4.12.2 B Eifife

[TODO]

6.5 SDJEahfIF -2

6.5.1 fjft

Rockchip B SD +XII153 J9 M SD &, SD A%+, SDJHaIF, SDBEF, wDUE M A=A
i T EKE update.img N#i% SD R, HIFEARF AL,

R Mg

HH SD k SEpIDEEA ey

SD A+ ¥ M SD KNS BIE] recovery, Hi recovery FR4E sd P BE# B & 17 i

SD JH#+ B EEM SD RE3)

SREEY RS M pre-loader FF4A#%5 UL SD R Y& 2R & 17 i
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6.5.2 3%k

6.5.2.1 FE

i@ SD ~5 PC 522 —#FF, FIPATE U-Boot Fl Kernel RAHWEAEEMFIESFMH, JTTH LAY
SD RAIHAEATHRIE,

6.5.2.2 TRk

SD FH il RK B LEMAIE, S SD RATAMHAZ 4N eMMC, nand flash)[EFHI 12, SD £7F
o2 n] DA PC ALE ML 1 —RhE AT TR, BRRR sD F/aahig 5 2 sD FRIREX, AEH
[ PEULE] SD R X B, 4 SD REFNN, SD REIIEAA AT R E MF5E S 2 A 317
figrh. [RI SD AR 324 PCBA IUIXA Demo SXAFRIFE UL, SD THE = HYIXEETIRE AT DAEE AF il
i PC ALIEAT, TR R,

CAHIEF AT SD &, AR ZEHTE AT demo SRR, RILME NI ERKTEMNK:

1. ¥ ULE A SD ~RE S, JFEM4A N sdupdate.img
2. # 1 demo X% SD 1R H X R Demo HgH

SD 5|5 HA LA EE GPT)

{wit% BEBt
FAX. 0 MBR
FRIX 64-4M IDBLOCK(JH8F77& & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
T =] Fat32 17/ update.img

SD 5|5 (GPT)
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Dk BB

F3IX 0 MBR
FRIX 1-34 GPT 77 [X 5%
FRIX 64-4M IDBLOCK(JH#Ii7EE 0)
4M-8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
P72 1] Fat32 77/ update.img

6.5.2.3 Ja#hk

SD Aal~2lid RK B TEHIE, STHERM SD ~/ash, WKM7 E R F 5 # B 30 % E 4 AN S
W5 B RILEE N, BRI EERE E SD £, 8 SD RU/EEFMEMEH, M SD £F
BN, DA SCHERTEIAE SD & b, ARAAM EFMEESA] AR TIE, Hif T2 TIRER
gip\ SD F/asl, sHT PCBA Mk, {1&: PCBA MK JE recovery NHEI—PNIIEEIL, RIHTFHHK
*5EF,

SD 51983 F#%X(JE GPT)
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{wt%
X 0
FAIX 64-4M
4M-8M
8M-12M

12M-16M

SD 51 RB31+~# X (GPT)

(ks
X 0
FRIX 1-34
F3IX 64-4M

55 33 BIX

BEBt
MBR
IDBLOCK(/Gahtr&E 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

BB
MBR
GPT 731X %%
IDBLOCK(EaREE 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem

user

#17 GPT



6.5.2.4 (BHF

SD [BERELLT SD RIINRE, (HEMHTH TIEH miniloader7efi, #EI/L TR FEINILEE] D
RHCREIX, REREEIE] SD RA] WX E, F#M SD REZIN, SD RAGMARREE A5
A FE AR, EEATREEFSIR, SD Fa] UMER R,

SD B85 +1&XdE GPT)
{wi% 8
FAX 0 MBR
X 64-4M IDBLOCK(JH#FREHE 2)
4M-8M Parameter
8M-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD 85 +1&X(GPT)
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% BB
FRIX 0 MBR
FRIX 1-34 GPT 73X 3%
F3IX 64-4M IDBLOCK (& #libriE & 2)
...... uboot
...... Boot
...... trust
...... resource
...... kernel
...... recovery
...... system
...... vendor
...... oem

...... user

&5 33 BIX #14 GPT

6.5.3 [EfFpr&

SD RAENERARFRIRENF, =AE sd FAM—LEhRE,

£ SD RIS 64 FIIX AL, #AAFRES N (magic number) A 0xFCDC8C3B, NI h—LLiiik+, S M SD
FNIEEEL, Eahi%eg. WEAE, NWPERNEIESD FER, 7% (64 FIX + 616bytes) 17y, fFiX
BRRIARE, BHRTE =R

b R
0 %8¢ PCBA MK+
1 IE5RS
2 BE+
6.5.4 A ahinifs

SD K boot iiFER] 434 pre-loader /2 &1 fE5 uboot BANIMAE, XM/ MR FEMEAEI SD £ & SD
<M IDB Block M Startup Flag fri&, It HSIBXERREHITRFEIRNIIRE, AR
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SIHE TR

A0 ITR Block
Startup Flag

E T =i
Find uszahle
) maskrom
pre—loader

Scan 5D Lo Timd ) A

. § L pre—loader +

the vpdate [lag

[ ] Ly e TR 5

Find boot CHD o H“__h”_ . I.'_{ iE AR
. - the update flag
[rom misc ) N ] kst %
L and update
partition crd] ine
¥ ¥

Judge ewrdline
lpdate 50 including ) § o
. g ., o+ TECOVETY kerne
[ irmeare Storagemedia-s

qr
6.5.4.1 pre-loader i3]
EEES ]
pre-loader
EEHEAT Al
4 R

¥

¥

CEAREE 4
Glehyies) Fohh

S IEIERE!
BlEbyvies) bRk

(68 4
BlAbytes) fiEd

1 I 2
Y ' '
FE - al PCRAM o s

v

v

v

MEDE BT
T

MED R EL R
LEESINITNA Y

Londer T B9 6 £
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maskrom & &5 EI— 17 7] FHHY miniloader [Elff: (F]PAM TRM i€ Maskrom SCHFHY SN GE S BRI
Seif7, maskrom XA AR BIEH) |, RGP E] miniloader, miniloader BT &7 iE 1%
&, WRAIE SD &, il SD FEGE S IDB #&XE M, RE, FHHMRRE, W3R sD FATHA
RO '0 B 1, WM SD FINBEEL U-Boot [ElfF, MNEUE3) U-Boot, GNSRFREIy2’, MIHANBE R
F2, 1F loader NEEBTEM:, 1B BshimfE N = M, NEUS3) T loader,

6.5.4.2 U-Boot J33h

‘ Start ’

Uboot

A 4

ERFEIRE

A 4

%Eﬁﬁb no

645X
HIRIRS
=EA

0xFCDC8C3B2

A 4
A 4

SR
PRETFfiE
®’E&E

64X +
616bytestTE
530?
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yes

cmdlineZ¥in
storagemedia=sd

F MsdRIREXE

HEigE
RERNSDFR

A 4

cmdlineRA0 gl = Ehkemel
sdfwupdatetFis BFfERE

A 4

A 4
MISCH X

REHEN
recovery

A 4

fn#recovery,
# Arecoveryt® =

End

F2eF: U-Boot EHHEIRFAIERER, WHRME] SD +, il SD +2&H 75 DB AEXEH, WRE,
FHHWR-EFRE RSN 0, 1RIES kernel BY cmdline F¥l'sdfwupdate’s #x/512EX SD FY misc 43X, 32EX
FEIE, M recovery 3, MNEJH8) recovery,

Ja5hF: U-Boot EHFTEIRAEIRLR, WRKME SD +, &I SD FE2EHE DB MMM, WRE,
AW RIS RGN 1o wEEEE SD R misc 771X, BEECRENMEET, WERH recovery, MNEJE5)
recovery, NSRSE normal £3X, NIMN#ESE ) kernel,



6.5.4.3 RecoveryfIPCBA

BARkr]2% (Rockchip Recovery F F'##/E+5RS V1.03.pdf) o

6.5.5 TF R I

o HYEIEGPT MU FIN, U-Boot 75%2HC E CONFIG_RKPARM_PARTITION,

o {illfE SD AN, update.img #7117 MiniloaderAllbin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img IXLE[E M, HNHRE update.img =HILE A MBR K2
o
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7. Chapter-7 At BEL# 5T

TODO
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8. Chapter-8 JiiAFBt
ARE BN —LEU-Boot B IR T B, CIEMEMAMS. WA, BEET, FHUTESS,

8.1 DEBUG

IheE: L2 debug() FTENARL,
AJ1EF-E 1 rkxxx_common.h IS INZE AT #RE :

#define DEBUG

8.2 Initcall

YIRE: FTENE SN,

U-Boot [)JE 835 g — &R initcal A, 8 initcall_run_list() FREAIN debug() B&AK
printf(). f#il:

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board
initcall: 0000000000214300

DRAM: initcall: 0000000000203f68
initcall: 0000000000214410 // Z5& IRtk bR Y Y R %L
initcall: 00000000002140dc

3.8 GiB

initcall: 00000000002143b8

Relocation Offset is: f5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 000OOOEOf5el76a4)
initcall: 0000000000214668 (relocated to 00EEOOEOT5el17668)
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B2

5

by

HEA

/7 AR
md - memory display
Usage: md [.b, .w, .1, .q] address [# of objects]

/7 HAE
mw - memory write (fill)
Usage: mw [.b, .w, .1, .q] address value [count]

e, 7aM: B 0x76000000 Mk FFUEHIZESE 0x10 MR,

=> md.1l Ox76000000 0x10

76000000: fffffffe fIFfffff FfFffff FEFFFFFF oo oo
76000010: ffffffdf fFffffff feffffff fEFFFFFr ... ot
76000020: Ffffffff fIFFffff FEFFFfref FEFFFfft oo o oo
76000030: ffffffff fFFfffff fEfFffff FEFFFFff . oo oo,

e, Jaml: X 0x76000000 HIHETR{E )9 0x1234;

=> mw.l 0x76000000 Oxffff1234 // mi16fifAmask

=> md.l 0x76000000 0x10 // 1Al

76000000: ffff1234 fFFFffff FFFFFFFf FEFFFFFF oot
76000010: ffffffdf fFFFffff feffffff FFFFFFFF ... vt
76000020: FFFFffff fFFFFffff FEFFFFFF FEFFFFFF .. e,
76000030: ffffffff FEFFFfff FFFFFFFFf FEFFFFFF oottt

RE: BEMTE, Lbmdan<> B RTE, @I HETDTS T MBI E B

=> iomem
iomem - Show iomem data by device compatible

Usage:

// @<compatible>: fiziffjcompatiblels BRI
iomem <compatible> <start offset> <end offset>
eg: iomem -grf Ox0 0x200

fil: RK3228 35:HY GRF E 0x00 ~ 0x20 HI%IR:

// XHEHNTH"rockchip, rk3288-pmugrf" XZ2JF, FilUH"-grf"fE 5550 E
=> iomem -grf Ox0 0x20

rockchip, rk3228-grf:

11000000: 00000000 GEEEEEEO 00004000 00002000

11000010: 00OOOO00 00005028 000Oa5a5 O000aaaa

11000020: 00009955
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8.5 i2cii %>

hRE: 2cB#1EE,

=> j2c
i2c - I2C sub-system

Usage:

i2c dev [dev] - show or set current I2C bus

i2c md chip address[.0, .1, .2] [# of objects] - read from I2C device

i2c mw chip address[.0, .1, .2] value [count] - write to I2C device (fill)

R, JEH):

=> i2c dev 0 // PiEli2co (& —REIAT)
Setting bus to 0

=> i2c md 0x1lb Ox2e 0x20 // i2cikssihk o (7t ), EEROx2e FFAARTIELSLOX 20
FranE

002e: 11 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 OC  ..evvvrrnerrn.ns

003e: 00 Oa Ga Oc Oc Oc 00 07 07 0a 00 OC OC 00 00 OO  ...vvvrrrrern.nn

e, il

=> i2c dev 0 // PiEli2co (& —REIAT)
Setting bus to 0

=> i2c mw Ox1lb Ox2e 0x10 // i2ci%gsiht o (7 ), Xex2eFFRI{ENOX10
=> i2c md Ox1lb 0x2e 0x20 // [Alsk

002e: 10 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 OC  ..uvvvervenenn.n

003e: 00 Ma Oa Oc Oc Oc 00 07 07 Ga 00 6C 6C 00 00 00  ....vvvrverenn.n

8.6 gpiofi %>

TIRE: pinfiiiim NHiHIRE

=> gpio
gpio - query and control gpio pins

Usage:
gpio <input|set|clear|toggle> <pin>
- input/set/clear/toggle the specified pin
gpio status [-a] [<bank> | <pin>] - show [all/claimed] GPIOs

EHEpinfiIAA: WRV1126

=> gpio status -a
Bank A:
AO: input: 0 [ ]
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Al: output: 1 [ ]
A2: input: 1 [ ]

A29: unused: 1 [ ]
A30: unknown
A31: unused: 0 [ ]

D6: input: O [ ]
D7: output: 1 [x] vccl8-1lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EQ: input: 0 [ ]
E1l: input: 0 [ ]

pinkii A :
=> gpio input A7
pinffil HINACTIVE:
=> gpio clear A7
pinfiitHACTIVE:
=> gpio set A7
pinRZASYJHe: WHA7: input: 0 N A7: output: 1

=> gpio toggle A7
8.7 fdtii %

EE: FTENDTBANE.

=> fdt
fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print etherneto.
HApan FmsHE w2 —i A, LA device-tree 5684 dump k!

=> fdt addr $fdt_addr_r // FEREFdtiiL
=> fdt print // EEAtNAEETRFTENHK
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8.8 mmcimmi¥

UIgE: MMC &&RE., U,

MMC Z&EE:

=> mmc info

Device: dwmmc@ffOfe000 // BT
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed // R
Tran Speed: 52000000 // HETERE

Rd Block Len: 512
MMC version 5.1
High Capacity: Yes

Capacity: 7.3 GiB // RS
Bus Width: 8-bit /7 REREE

Erase Group Size: 512 KiB

HC WP Group Size: 8 MiB

User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC &)
=> mmc dev 0 // YlzleMMC
=> mmc dev 1 // VlElsd+F

MMC &S :

mmc read addr blk# cnt

mmc write addr blk# cnt

mmc erase blk# cnt

i

=> mmc read 0x70000000 0 1 // FEBIMMCIZE S — 1 block, A/NA1 sectorIEHERINTT
OX70000000

=> mmc write Ox70000000 0 1 // {N{F0x70000000#L1 sectorWEIEE 21Z &% — b lockit
(VA=

=> mmc erase 0 1 // BERIFES — T blockitl sector#df

QIR MMC A IRE 5, AT DO DA fa) S0 SRR e i -

¢ drivers/mmc/dw_mmec.c Y debug() XM printf() EEHFRFRE, &F MMC E&HFTEIS
B

o WHRRSGHIFTENN Sending CMDO, G AL, BINER, KERMF IOMUX & & # Hih 1p
YIiE;

o WNREJGITENN Sending CMD8, ZEAEREHCE MMC % RiF i 2 27 E;

o WNFRPIAHLHIEIET, B®IGTTEIA Sending CMD18, & MMC -, F2i MMC i
USRS R (ATDAEHRHEA) o A AT AR R, UJi MMC & s,
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8.9 I )&

gE:

Z5U-Boot fTENME RN &L HXSINTAD o

CONFIG_BOOTSTAGE_PRINTF_TIMESTAMP

XN

[ 0.259266]
[ 0.260596]
[ 0.261332]

Relocation Offset is:

U-Boot
Model:
DRAM: 3.8 GiB

f5bfdooo

Using default environment

.354038]
.521125]
.521188]
.671451]
.671500]
.675507]
.683738]
.706940]

© 06 ©6 6 © & © 6

dwmmc@fe320000: 1,

sdhci@fe330000: 0

2017.09-01739-9g856f373-dirty (Jul 10 2018 - 20:26:05 +0800)
Rockchip RK3399 Evaluation Board

Card did not respond to voltage select!

mmc_init: -95, time 9

switch to partitions #0, OK

mmcO(part ©) is current device

boot mode: None
DTB: rk-kernel.dtb
Using kernel dtb

S TRV B UL 4 AT R Sttimer AU TR TEN SR, TAZMOTTAG TN Fir AR TR BAT ENRG 2 MDA R TR,

AR 4 X I Al

8.10 dm tree

IhEE: BEFTE device-driver Z AIFEEE, probelk7S,

=> dm tree

Probed

Driver

root
syscon
serial
clk
sysreset

[
[
[
[
[
reset [
mmc [
b1k [
ram [
serial [
i2c [

FTENE X

root_driver
rk322x_syscon
ns16550_serial
clk_rk322x
rockchip_sysreset

rockchip_rk3288_dw_mshc
mmc_b 1k
rockchip_rk322x_dmc
ns16550_serial

1
]
1
]
]
1 rockchip_reset
]
]
1
]
1 i2c_rockchip

o HIHFTE E£45EHK bindY device-driver

root_driver

Syscon@11000000
serial@11030000 *
clock-controller@110e0000
| -- sysreset

‘-- reset

dwmmc@30020000 *

T-- dwmmc@30020000.b1k *
dmc@11200000
serial@11620000
i2c@11050000
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o A uclass-device-driver 2 [AFRJE X R
o [+]FRYHT driver £ 5ERK probe
o * FIRYHdevice-driversk H TU-BootfDTB, MK fEkernel DTB

8.11 dm uclass

IhRE: EEFRuclass FHIFTH 1%,

=> dm uclass

uclass 0: root
- * root_driver @ 7be54c88, seq 0, (req -1)

uclass 11: adc
- * saradc@ff100000 @ 7be56220, seq 0, (req -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (req -1)

uclass 77: key
- rockchip-key @ 7be811f0

8.12 stacktrace.sh
)V FEAR BT AL 43 Hrabort,  dump_stackOFYEE7, 1ESHERKIEMEET,
8.13 RS kAt

ThfE: fTENSRICPURTIIZFIA AL, &M TRI RN, # X5 5 dump tHFlabortihy ZE (LU
f

i

oif

CONFIG_ROCKCHIP_DEBUGGER

FREEVE AR S B S Fd F stacktrace I A #5#t, 155 ERKEEMET,

8.14 CRC F&%%

TheE: ARRRKAS R AIE 28,
RK MR BL & TR BIRAICRC32, FIITU0 N7 W] AHI CRC32$IE [ AT 72 B

CONFIG_ROCKCHIP_CRC

el
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=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel FEGRY) (AIERAKRMIUFTEN“Faill )
boot image CRC32 verify... okay. // boot MHuMY (ANSRZEWIUATEN“Faill )
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (Ox001e6650)
## Chapter-8 Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081ff650 ... OK
Loading Device Tree to 0000000008003000, end 00OOOOEOO8018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xedeQ@0000

Starting kernel ...

8.15 HASHI

Yigg: 15 Androidt& =AY E AF 52 E 1,
ANDROID_BOOT_IMAGE_HASH

JERECE S, AN Androidks TR [E I SR [ 1 1) 72 2 1
ROy —Le A, AR B BTk AR E i RN T R E

HASH_ROCKCHIP_LEGACY

8.16 [BIXDDRA =
TAL DDREIEHA IS SIDDRA B %25 U-Boot, U-BootS EfR—Le R NEGEHERA N, AP

A DAEU-Bootlt ERIE A& 1825 PAZ U DDRA &
&gyl

/7 ABIBEPZIIRT R AER (EERZENER) o

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel ...
[ 0.000000] Booting Linux on physical CPU 0x0

(A CTA= %
./arch/arm/mach-rockchip/param.c

B E
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struct memblock *param_parse_ddr_mem(int *out_count)

{
// XEBRddr & -Boot A RSB
/7 BEOATREHIINES ML, AR A3 PuUEIs, 7 BIHERRE S AR BRI AT R N
// PS: —RRMEIL NEREIESINGE, ARFTFEIY,
for (1 =0, n=0; i < count; i++, n++) {
// Htn2eBEE GEsititl) |, W: count=1, base = 0, size = 0x80000000,
/7 FPEIEN AT AEIX B AL FRHE K
base = t->u.ddr_mem.bank[i];
size = t->u.ddr_mem.bank[i + count];
/* 0~4GB */
if (base < SZ_4GB) {
mem[n].base = base;
mem[n].size = ddr_mem_get_usable_size(base, size);
if (base + size > SZ 4GB) {
n++;
mem[n].base_u64 = SZ 4GB;
mem[n].size_u64 = base + size - SZ_4GB;
}
} else {
/* 4GB+ */
mem[n].base_u64 = base;
mem[n].size_u64 = size;
}
assert(n < count + MEM_RESV_COUNT);
}
}

8.17 Bki: (g B

iRe: BHAEFRRATIRAR, FEES, YU B AT CATE B P& i — L5301 R &,
1. trust HISE/EHE R

trust HISE/EELRALIIETRENE . BT EEERE BRI, T2 wust BEEZEEIRAY U-Boot JH s, It
A e PO trust FAHIFTENRY U-Boot J& itk RHfEIA,

64 S U-Boot JaahHiii— 2 W 0x200000 (DRAM jigHIbEZ 0x0) :
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NOTICE: BL31: v1.3(debug):d98d1i6e
NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31: Rockchip release version: vi1.1

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu_context!

INFO: boot cpu mask: ©

INFO: plat_rockchip_pmu_init(1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-BootHiik

INFO: SPSR = 0x3c9

32 S F-A U-Boot A g —ME 2 WA 0x0 (DRAM fRagHEiEZ 0x60000000) :

INF [0x0] TEE-CORE:init_primary_helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init_primary_helper:379: Next entry point address: Ox60000000
// U-Bootit

INF [Ox0] TEE-CORE:init_teecore:83: teecore inits done

2. U-Boot kA [E]# :
JEd U-Boot FHUE B AT EIHLRIERRAS, 41 RV 4222 58 commit: b34f08b,

U-Boot 2017.09-01730-gh34f08b (Jul 06 2018 - 17:47:52 +0800)
JFHUE R AP dirty”, BERRGRIFEN A ARG IR E TR O, HiERAT

U-Boot 2017.09-01730-gb34f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

8.18 B &

H P is3d U-Boot FHLE B FT AR AT S BT U-Boot AU AR B AMR VIR,  J7 fEHRIEE AL 574 o

HRiU-Boot 32 £ = F[E #2815 |5 Androidfg =, > RKAZ R > DISTROKS R, RK & T FISDK 2 2 A
RhE AR, DISTRO—R&EITIEH 2,

WA WUERA P IR AR, AEATEIRTRER A, XA XN T U-Boo ML B HIVEAL T 1#,

17.1 Android[&

// U-BootZB—fTHTEN, 5 T commithitAR, ik RIS A

// FE: XEHAEU-Boot "MHIRE"HHE—ATIEMITED, MiAZU-BootREMH R FFTEN
// ¥1debugfE R, FILAE EIE B IHFTED

U-Boot 2017.09-03033-g81b79f7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsfy“model"FENZ, BILIXMEER] IFEFAMEH TU-BootMifndts
Model: Rockchip RK3399 Evaluation Board

// JAH T preloader-serial¥igE, BIVAAIRIZ loader P8 OIECE, A FHUART2/ENFTENH
PreSerial: 2

/7 RTFRIENEA R /226B

DRAM: 2 GiB
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// HETRA SRR T sy smem N AE RS ERALH]

Sysmem: init

// U-Boot = H CHIARIEHEAT B, MARTddr SERTAAIEREIEEAE (EIU-Boot FF R SRR3R
)

// BRI AR E0x7dbe2000, XM RTERIC AN nT A 2

Relocation Offset is: 7dbe2000

// ENVERIMRTEEddr B, RBIEFRRIFEeMMC, NandFE MR, MIRSHIXNTE

Using default environment

// HEITEEN BUEmmeo, BleMMC (415 Zsd+&, MWIAmmel)
dwmmc@fe320000: 1, sdhci@fe330000: 0

// FiEN AR ETatags, HATZminiloader{£&&KIU-Boot
Bootdev(atags): mmc 0

// YRiIAeMMCI CAEEHS400 R, N4z 2150M

MMCO: HS400, 150Mhz

// HEERAGPTHX R (UIHR/ERK parameters[X3K, NIFTEN: RKPARM)
PartType: EFI

// YRiZErecoveryft

// kerne LEHUTHI"reboot xxx"a%, mAMEHIXNTEISRIA
boot mode: recovery

// Kernel DTB¥H Trecovery.img, HIiF#HBIME

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

// ==> {FE: HltZJE, U-BootB&Y)Flkernel dtb, JG&TEIMNEIRFIEH FHkernel dtbiIERE! !

// DTBOHTALTS
ANDROID: fdt overlay OK
// I2CHUHME, XNMEU-Boot HALEE M MKIZR 2 —, JLHX TDCDCFILDOIEFE ZHIPMIC, ANRI2CHE
12,
/7 BENTHURER —E RN, QR SOOITHURE, A PRHERME R
I2c speed: 400000Hz
// 4RIPMIC/ERK818
// onfEXTON_SOURCEZ17a¥, A T HATIXIRPMIC L H M JE A
// of F{EXFIOFF_SOURCEZi 178y, ARAHAT— IR el Fi it [ Al
// onflloff5 R, NTRFLMSFEEFERNEERN, X2MHEMENER
PMIC: RK818 (on=0x20 off=0x40)
// FEEAlEEregulator MY HITHR(E, —MBU2DCDC B MATERKEA I arm, logic. centerZHiE
// TEHMARSERE., FTHUMEEEREN, X2 MAMERNEEvdd_center 900000 uV
vdd_cpu_1 900000 uV
vdd_log 900000 uV
// Kernel dtsfy“model"FERNZ, ETXMEER PAHIERNEH T Kerne LINIEfdts
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
/7 TRIRENRAEAE R
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flags[a]
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus_format: 100e
// clk-treefsE, BAE IESFHU-Boot A SIRIMICLKE TS
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)



aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk_perihp 133333 KHz
hclk_perihp 66666 KHz
pclk_perihp 33333 KHz
aclk_perilp0® 266666 KHz
hclk_perilpo 88888 KHz
pclk_perilp0 44444 KHz
hclk_perilpl 100000 KHz
pclk_perilpl 50000 KHz
// GMACHKZ)fdifE
Net: etho: ethernet@fe300000
/7 FEKSZetr L+c, RIFEATTTENZ JG3#EAU-Boot i 1T
Hit key to stop autoboot('CTRL+C'): ©
// F—REE Y A2 recoveryEs
ANDROID: reboot reason: "recovery"
// vboot=0F R B Hsecureboot; HATREAVBIEM:, APAZEAVBRYE AT AR
Vboot=0, AVB images, AVB verify
// HEERGuUnlock
read_is_device_unlocked() ops returned that device is UNLOCKED
// JEAEMU-Boot BUARIEEE Nboot . img/recovery . imgM#EiE#k, AAGEEramdisk, fdt. kernelH
AT
// —IX#FE (Frifirelocation) , #EIFFHERMHINE L, IXFER EEESRERTY, HH Y ramdiskIEH K
i,
// RKEEMT B, —RMEEZMNFEHE Filramdisk, fdt. kerne URE|FE A AE L,
// B RETENNIBERA S 1 xR — RS 4R, BE 2N )

Fdt Ramdisk skip relocation

// MEAndroidf& M EL, lkerne LNEZI0x00280000, fdt/l#iZ]0x8300000

/7 TRUBLZARSEN, X ATRESTEN:

// Booting LZ4 kernel at Ox00680000(Uncompress to 0x00280000) with fdt at
0x8300000. . .

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

// g, RIS
### Booting Android Image at 0x0027f800 ...
// kernelfllramdiskfin#Egit AR AN
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// FdtRyhnE L
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
/7 BR&, ARG
XIP Kernel Image ... OK
// XB{ULESTEIkernel dtsiEEMireserved-memory, AI1EH PIRZEE)H BN 19— D2 HHE B
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// FdtRyEEgaFIEE St
Using Device Tree in place at 0000000008300000, end 0OOOOOOOE831c6T7
/7 BB, SHIPZRI R NEZENVEE (ATF, optee = [HEAWERE)
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)



Adding bank: 0x0a200000 - 0x80000000 (size: Ox75e00000)
// U-BootBEEFFHLFERS
Total: 367.128 ms

// HU-Boot#TEN, iXNMTEIZJG, U-BootFeik—LEARMALMGREDE (Lkan: {Hcache, JEHAM,
// cpulRAVHESE) FIU-Boot FNdmiZ#iFHSE S TIE, HIEHINERRAL,

/7 FERR R TRk kernel, Kttt n] DAFRAEDy, HILXNMTEISLZE] T NI B,
Starting kernel

// kerne B ERRFTENE R

0.000000] Booting Linux on physical CPU 0x0
0.000000] Initializing cgroup subsys cpuset
0.000000] Initializing cgroup subsys cpu
0.000000] Initializing cgroup subsys cpuacct
0

L T s T s B e B |

.000000] Initializing cgroup subsys schedtune

[ 0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
(Linaro

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019

[ 0.000000] Boot CPU: AArch64 Processor [410fd034]

[ 0.000000] earlycon: Early serial console at MMIO32 0Oxff1a0000 (options '')
[ 0.000000] bootconsole [uart@] enabled

[ 0.000000] Reserved memory: failed to reserve memory for node 'stb-
devinfo@0O0OOOO0O': base OxOOO0OOOOOEOOOOEOO, size O MiB

[ 0.000000] cma: Reserved 16 MiB at Ox000000007f000000

8.18.1 RKJ&I{F

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot('CTRL+C'): ©O

ANDROID: reboot reason: '"recovery"

/7 BROERKIG A A, B U AT R /2 AVBAE =X

Not AVB images, AVB skip

/7 ROTRRKIEHIELE, AT AKX B S fRm#Eandroid iz E A5
// RN HEBTRSMESZE: androidiEl > RKIEX > distrokfzt
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// YHiErecoveryf&Eit

boot mode: recovery

// JAFIRKAGKELE, f#Eramdis, kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (O6x00012ddO)

kernel @ Ox00280000 (0x0119e008)
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ramdisk @ 0x0a200000 (0Ox00754540)

// FHEEAZKFEandroidtRE B3 ER
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 00OOOEOOO8315dcf
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: Ox75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

8.18.2 Didstrol#l

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #HFImmco, HleMMCswitch to partitions #0, OK

mmcO(part 0) is current device

// EReMMCTEE L6 N XINEME (GPTHIXFERE, 6Xf Mk /Zboot.imgsrX, GPTEMA"-bootable"E
=1

Scanning mmc 0:6...

// $RENTHECE X fFext linux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// fn#kernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTHNfEERcnd linefz &
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcb1lkOp7 rootwait rootfstype=ext4 init=/sbin/init

// I#Efdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)
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// ==> WRSTENEErandisk, $ASHramdisk{EEFTE; SNXEMSEITE

### Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel ...

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

8.18.3 Jo A5 XU E 1

U-Boot 2017.09-03352-gbh1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// & Immco, HlemmC

PAZE RIS R

switch to partitions #0, OK

mmcO(part 0) is current device

// EileMMCTEE R 6N XHIEF (GPTHXERE, 6XfA/Zboot . imgsX, GPTE"-bootable")&
=D

Scanning mmc 0:6...

// BETECE X ext linux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// M#Ekernel

205 bytes read in 82 ms (2 KiB/s)

aLE rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTENfEERemd linefF &
append: earlycon=uart8250,mmio32, Oxff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcb1kOp7 rootwait rootfstype=ext4 init=/sbin/init

// M#Efdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

/7 ==> WMRITEMNZArandisk, MAXHramdisk(EEITED; SRXE M SHFTE
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### Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Net: ethO®: ethernet@fe300000

Hit key to stop autoboot('CTRL+C'): © ANDROID: reboot reason: "recovery"
// ARZAndroid#gzE G

Not AVB images, AVB skip

** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

boot mode: recovery

// AJERKABIE

=Booting Rockchip format image=

kernel: invalid image tag(0x45435352)
boot_rockchip_image kernel part read error

// ASJEDISTROMA[E M. JEHATENFTENECREEdistromEm<, K Adistrom22IXEMmme, nand.
net.

// usbEFTE M E X% (W rockchip-common. hHf#)%2 & . : BOOT_TARGET_DEVICES) H
=3

// $distrolEff, BIZE—f Tk

switch to partitions #0, OK

mmcO(part 0) is current device

Failed to mount ext2 filesystem...

** Unrecognized filesystem type **

starting USB...

USBO: Register 2000140 NbrPorts 2

Starting the controller

USB XHCI 1.10

USB1: Register 2000140 NbrPorts 2

Starting the controller

USB XHCI 1.10

USB2: USB EHCI 1.00

USB3: USB OHCI 1.0

USB4: USB EHCI 1.00



USB5:

scanning
scanning
scanning
scanning
scanning
scanning

bus
bus
bus
bus
bus
bus

0
1
2
3
4

)

for
for
for
for
for
for

USB OHCI 1.0
devices...
devices...
devices...
devices...
devices...
devices...

O O S Y

scanning usb for storage

Device 0:
ethernet@fe300000 wWaiting for PHY auto negotiation to complete

unknown device

usB
usB
UsB
usB
usB
usB

devices...

Device(s)
Device(s)
Device(s)
Device(s)
Device(s)
Device(s)

Could not initialize PHY ethernet@fe300000
missing environment variable: pxeuuid

missing environment variable: bootfile
Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 wWaiting for PHY auto negotiation to complete..

// B#distromn Xt A Al RERIF T BT RS hHORBIE 7F, EAEU - Boot an 1T

=>

found
found
found
found
found
found

0 Storage Device(s) found

TIMEOUT



9. Chapter-9 jliXH #1
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10. Chapter-10 SPL

10.1 FEfF51 S

SPL HY1EF 21 miniloader5E X trust.img 1 uboot.imgHYM#EFIS S T/E, SPL HAETZHi5 | SHFE
:

o FIT [Eff: BERIAfHRE;
o RKFW [Eff: BRINGH], FREf P sphfc BRI HRE

10.1.1 FIT [E4:

FIT (flattened image tree) %202 SPL SZHE— R LA HT FN E -5 X, 2 A image FTEMKE,
FIT fEH DTS BIEIEA TR image A TR, IR u-boot.its, EZAERM FIT EHH u-
boot.itb,

FITHL . B dts BIEIEMGRIFAN], LRERTE, BT AT AEREH A libfdt &,
u-boot.its X14¥:

o /images : FAANE N THATAHREIIRIREACE (REFTH. AIAR) , Kldsi NfA;
e /configurations : & config il T —ER[HANECE, FR— MR dis.
o i default = #5& HAMIEHAIBIAGLE;

ol
/dts-vil/;

/7 A{
description = "Configuration to load ATF before U-Boot";
#address-cells = <1>;

images {
uboot@1
description = "U-Boot (64-bit)";
data = /incbin/("u-boot-nodtb.bin");
type = "standalone";
os = "U-Boot";
arch = "arme4";
compression = "none";
load = <0x00200000>;

3

atf@1l {
description = "ARM Trusted Firmware";
data = /incbin/("b131_0x00010000.bin");
type = "firmware";
arch = "arme4";

os = "arm-trusted-firmware";
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compression = "none";
load = <0x00010000>;
entry = <0x00010000>;

+
atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/("b131_0xff091000.bin");
type = "firmware";
arch = "arme4";
os = "arm-trusted-firmware";
compression = "none";
load = <Oxff091000>;
3
optee@1 {
description = "OP-TEE";
data = /incbin/("b132.bin");
type = "firmware";
arch = "armé4";
os = "op-tee";
compression = "none";
load = <0x08400000>;
}i
fdt@1 {
description = "rk3328-evb.dtb";
data = /incbin/("arch/arm/dts/rk3328-evb.dtbh");
type = "flat_dt";
compression = "none";
+i

H

configurations {
default = "config@1";

config@1l {
description = "rk3328-evb.dtb";
firmware = "atf@1";

loadables = "uboot@1", "atf@2", "optee@l" ;
fdt = "fdt@1";
}
3
3

u-boot.itb ({4}

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itbh]

EIRRib AR RIS, FIT [EFR] AERAEN — ARk DTB X, H2EMA

PAAH fdtdump @2 EF itb S fF:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | less



/dts-vil/;

// magic: Oxdeodfeed

// totalsize: 0x497 (1175)

// off_dt_struct: 0x38

// off_dt_strings: 0x414

// off_mem_rsvmap: 0x28

// version: 17

// last_comp_version: 16

// boot_cpuid_phys: 0x0

// size_dt_strings: 0x83

// size_dt_struct: 0x3dc

/ {
timestamp = <0x5d099c85>;
description = "Configuration to load ATF before U-Boot";
#address-cells = <Ox00000001>;
images {

uboot@1 {

data-size = <Ox0009f8a8>;
data-offset = <Ox00000000>;
description = "U-Boot (64-bit)";

type = "standalone";
os = "U-Boot";
arch = "arme4";
compression = "none";
load = <Ox00600000>;

3

atf@1 {
data-size = <0x0000c048>; // JWMIFENMREZNNM 7IZFE, #HiRatf@LEMAA/N
data-offset = <0x0009f8a8>; // #MIFIIEHAIGII T ZTE, fidkatf@1E S
description = "ARM Trusted Firmware";
type = "firmware";
arch = "armé4";
os = "arm-trusted-firmware";
compression = "none";
load = <OXx00010000>;
entry = <0x00010000>;

3

atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;
description = "ARM Trusted Firmware";
type = "firmware";
arch = "arme4";
os = "arm-trusted-firmware";
compression = "none";
load = <Oxfff82000>;

3

fdt@1 {

data-size = <Ox00005793>;
data-offset = <Ox000ad8f0>;
description = "rk3308-evb.dtb";
type = "flat_dt";



};
WX FIT ERIES%:

./doc/uImage.FIT/

10.1.2 RKFW [##

T REE B s miniloader H AN MG EHFR 27X, FTEM FHRKF-GHEI TRKFW 17
(BIVRST 73 X A2 trust.img A1 uboot.img) M55,

P
CONFIG_SPL_LOAD_RKFW // fEREFE
CONFIG_RKFW_TRUST_SECTOR // trust.imgZrXHidik, FFERIFIXERE SRR — 8
CONFIG_RKFW_U_BOOT_SECTOR // uboot.imgsyr XHidk, FERSXRIVE A
(AVCH

./include/spl_rkfw.h
./common/spl/spl_rkfw.c

10.1.3 fEfRedk

U-Boot dts F1jfid u-boot, spl-boot-order 1&EFMEILEIBENTEH,

/ {
aliases {
mmc@® = &emmc;
mmcl = &sdmmc;
}
chosen {
u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;
stdout-path = &uart2;
+
3

10.2 FiiFEdTHL
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10.2.1 RS 9w ¢

U-Boot HRIEAFIFISIFERTE X [F— 6y U-Bootf VIS 4R RIS SPLIEIME, X44Wi% SPL < HaAE K
CONFIG_SPL_BUILD %, U-Boot7E4mI%5E u-boot.bin 2 JG4k&Lgmi% SPL, FHAIEM I H H
X ./spl/,

// Y@iFu-boot

DTC

make[2]:

SHIPPED
FDTGREP
CAT
MKIMAGE
COPY
MKIMAGE
COPY

arch/arm/dts/rk3399-puma-ddr1866.dtb
arch/arm/dts/rv1108-evb.dtb

“arch/arm/dts/rk3328-evb.dtb' is up to date.

dts/dt.dtb
dts/dt-spl.dtb
u-boot-dtb.bin
u-boot.img
u-boot.dtb
u-boot-dtb.img
u-boot.bin

// YmiEspl, BEMIHspl/H%

LD spl/arch/arm/cpu/built-in.o
cc spl/board/rockchip/evb_rk3328/evb-rk3328.0
LD spl/dts/built-in.o
cc spl/common/init/board_init.o
COPY tpl/u-boot-tpl.dtb
cc spl/cmd/nvedit.o
cc spl/env/common.o
cc spl/env/env.o
LD spl/drivers/block/built-in.o
IFEAE R E1SE]:

./spl/u-boot-spl.bin

10.2.2 FE{HT

10.3 RSl

10.3.1 GPT

SPL #HIGPTHr X 3%,
[N
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CONFIG_SPL_LIBDISK_SUPPORT=y
CONFIG_SPL_EFI_PARTITION=y
CONFIG_PARTITION_TYPE_GUID=y

IKzh

./disk/part.c
./disk/part_efi.c

O

int part_get_info(struct blk_desc *dev_desc, int part, disk_partition_t *info);
int part_get_info_by name(struct blk_desc *dev_desc,
const char *name, disk_partition_t *info);

10.3.2 A/B system
SPL X#$A/B RGTE .
L=
CONFIG_SPL_AB=y
Mz
./common/spl/spl_ab.c
B

int spl_get_current_slot(struct blk_desc *dev_desc, char *partition, char *slot);
int spl_get_partitions_sector(struct blk_desc *dev_desc, char *partition,u32
*sectors);

10.3.3 JHEMRS e

o SPL {#ff u-boot, spl-boot-order & XHIEBNF, 1 Frkxxxx-u-boot.dtsi:

chosen {
stdout-path = &uart2;
u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;
1
o Maskrom HJE B :

spi nor > spi nand > emmc > sd

e Pre-loader(SPL) HJJ3 8L 4% :


af://n4233
af://n4241

sd > spi nor > spi nand > emmc
1 sd RAYILFEAR B = A UTHERFM sd 50,
10.3.4 ATAGS
SPL 5 U-Boo i#id ATAGS HlilIscBifE S, L@NEER: BalFEReE. FTEHB %,
LWER
CONFIG_ROCKCHIP_PRELOADER_ATAGS=y
Wz

./arch/arm/include/asm/arch-rockchip/rk_atags.h
./arch/arm/mach-rockchip/rk_atags.c

O

int atags_set_tag(u32 magic, void *tagdata);
struct tag *atags_get_tag(u32 magic);

10.3.5 kernel boot

JE Hkernel ;2 HU-Boot I A5 5, SPL HA] DAISZHFIN% kernel, H B2 1%k android head version 2 f¥]
boot.img, #F RKAE &,

=) 5 2

Maskrom -> ddr -> SPL -> Trust -> Kernel

10.3.6 pinctrl

[T

CONFIG_SPL_PINCTRL_GENERIC=y
CONFIG_SPL_PINCTRL=y

Xz

./drivers/pinctr1/pinctrl-uclass.c
./drivers/pinctr1/pinctrl-generic.c
./drivers/pinctr1/pinctrl-rockchip.c

DTS Bl & :
L sdmmc Ml
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&pinctrl {
u-boot,dm-spl;
}

&pcfg_pull_none_4ma {
u-boot,dm-spl;
}

&pcfg_pull_up_4ma {
u-boot,dm-spl;

Y

&sdmmc {
u-boot,dm-spl;

}

&sdmmc_pin {
u-boot,dm-spl;
}

&sdmmc_clk {
u-boot,dm-spl;
}

&sdmmc_cmd {
u-boot,dm-spl;
iy

&sdmmc_bus4 {
u-boot,dm-spl;

}

&sdmmc_pwren {
u-boot,dm-spl;

3

=t AU H
SPL & Hpinctrlif Z &K defconfig B[] CONFIG_OF_SPL_REMOVE_PROPS & X, MHBREHH pinctri-0
pinctrl-names FE%,

10.3.7 secure boot

[TODO]

10.4 IRBNHEHL
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10.4.1 MMC

A&

CONFIG_SPL_MMC_SUPPORT=y // ERINEL(#HAE

X

./common/spl/spl_mmc.c

O

int spl_mmc_load_image(struct spl_image_info *spl_image,
struct spl_boot_device *bootdev);

10.4.2 MTD block

SPL 4i— nand. spinand. spi nor #%[1%/ block 2,

[T

// MTD IKBfCHs
CONFIG_MTD=y
CONFIG_CMD_MTD_BLK=y
CONFIG_SPL_MTD_SUPPORT=Yy
CONFIG_MTD_BLK=y
CONFIG_MTD_DEVICE=y

// spi nand IR&EIZHF
CONFIG_MTD_SPI_NAND=y
CONFIG_ROCKCHIP_SFC=y
CONFIG_SPL_SPI_FLASH_SUPPORT=y
CONFIG_SPL_SPI_SUPPORT=y

// nand X7

CONFIG_NAND=y

CONFIG_CMD_NAND=y

CONFIG_NAND_ROCKCHIP=y

CONFIG_SPL_NAND_SUPPORT=yY

CONFIG_SYS_NAND_U_BOOT_LOCATIONS=y

CONFIG_SYS_NAND_U_BOOT_OFFS=0x8000

CONFIG_SYS_NAND_U_BOOT_OFFS_REDUND=0x10000

// nand page sizeTRZEIZEILK/NEN, MRMFHAEAKTHET512MBIINAND, —XFF &I E 4096
#define CONFIG_SYS_NAND_PAGE_SIZE 2048

// spi nor IKsh¥HF
CONFIG_CMD_SF=y

CONFIG_CMD_SPI=y
CONFIG_SPI_FLASH=y
CONFIG_SF_DEFAULT_MODE=0x1
CONFIG_SF_DEFAULT_SPEED=50000000
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CONFIG_SPI_FLASH_GIGADEVICE=y
CONFIG_SPI_FLASH_MACRONIX=y
CONFIG_SPI_FLASH_WINBOND=y
CONFIG_SPI_FLASH_MTD=y
CONFIG_ROCKCHIP_SFC=y
CONFIG_SPL_SPI_SUPPORT=y
CONFIG_SPL_MTD_SUPPORT=y
CONFIG_SPL_SPI_FLASH_SUPPORT=y

IXzh:
./common/spl/spl_mtd_blk.c
B

int spl_mtd_load_image(struct spl_image_info *spl_image,
struct spl_boot_device *bootdev);

10.4.3 OTP
AT AR B AR, secure boot HHHE,
BoE:

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP_SECURE_OTP=y

Xz

./drivers/misc/misc-uclass.c
./drivers/misc/rockchip-secure-otp.S

O

int misc_read(struct udevice *dev, int offset, void *buf, int size);
int misc_write(struct udevice *dev, int offset, void *buf, int size);

10.4.4 Crypto

Secure-boot < {# F crypto5Efikhash, rasfyitH&,

[T
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CONFIG_SPL_DM_CRYPTO=y

// crypto vl Z#FA: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128
CONFIG_SPL_ROCKCHIP_CRYPTO_Vi=y

// crypto v2 ZfFFH: px30/rk3326/rk1808/rk3308
CONFIG_SPL_ROCKCHIP_CRYPTO_V2=y

X7

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto_vil.c
./drivers/crypto/rockchip/crypto_v2.c
./drivers/crypto/rockchip/crypto_v2_pka.c
./drivers/crypto/rockchip/crypto_v2_util.c

O

u32 crypto_algo_nbits(u32 algo);

struct udevice *crypto_get_device(u32 capability);

int crypto_sha_init(struct udevice *dev, sha_context *ctx);
int crypto_sha_update(struct udevice *dev, u32 *input, u32 len);

int crypto_sha_final(struct udevice *dev, sha_context *ctx, u8 *output);

int crypto_sha_csum(struct udevice *dev, sha_context *ctx,
char *input, u32 input_len, u8 *output);

int crypto_rsa_verify(struct udevice *dev, rsa_key *ctx, u8 *sign,

10.4.5 Uart

SPL & [HIE rkxxxx-u-boot.dtsi HYJ chosen 17 HfEE, A rk3308 Jyffil:

chosen {
stdout-path = &uart2;
}

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

3

u8 *output);
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11. Chapter-11 TPL

TPLJZ tbU-Boot B &2B Bk Loader, TPLIZTTFESRAMA, HAEHZH ddr binfi 55 52 ILDRAMIFI4A{L.
TAE, TPLERIEIFREIARA, ddrbinZASHTRIIRA,

11.1 i fT

11.1.1 fic'E

o UARTHECE
CONFIG_DEBUG_UART_BASE: UARTZ:Hilt,
CONFIG_ROCKCHIP_UART_MUX_SEL_M: UART IOMUX GROUP,
Example:
RV1126fL EUART2 M2 F4TEHIDEBUG LOG.
FR1) 1@ EKrv1126_defconfig X {4

CONFIG_DEBUG_UART_BASE=0xff570000
CONFIG_ROCKCHIP_UART_MUX_SEL_M=2

7732) JEiImake menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART
ARM architecture ---> (2) UART mux select

e DRAM TYPEH( &

J#)id CONFIG_ROCKCHIP_TPL_INIT_DRAM_TYPEF B TPLZ 5 )DRAM TYPE,

DDR TYPE TR <
DDR2 2
DDR3 3
DDR4 0
LPDDR?2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126fC BTPL DRAM TYPE 33X DDR3,
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FR1) i@ EKrv1126_defconfig X
CONFIG_ROCKCHIP_TPL_INIT_DRAM_TYPE=3

J73:2) JHIiImake menuconfig, 75 IERIEFEN I Rmake. shfgHIA W LSRR SIE, makelf2FH
—“/ make xxxdefconfigfZIfE, <78 famenuconfighyikal, FIANTHESEMI I Tmake.shdmiF, KL
menuconfigh BB E 25

Device Drivers ---> (3) TPL select DRAM type

Example:
make rv1126_defconfigat# ./make.sh rv1126 -> make menuconfig{& S fHEHL E -> ./make.sh,
o RIEFFHIACE
SRR B P A S R LB tpLbin, A PAJEIE $THFCONFIG_SPL_KERNEL_BOOTR4w FEAE Ao
RN SHFRV1126/RV1109°F- A,
o FEIRAYSIRE
QNI TR B A SR B IR A pl.bin, AT DU T
CONFIG_ROCKCHIP_DRAM_EXTENDED_TEMP_SUPPORT K414 ik,
YR FFRV1126/RV1109°F- A,
o HSHBK

ddr#a L5 RS F drivers/ram/rockchip H3% R, HABddrHRSEIFR, WKEHE, ODTHREFHFEE
TEPFERSHE R, X FRV1126/RV1109K Wi A ¥ ddriH X S £ R H 211% H & N AY“sdram_inc/rv1126/sdram-
rv1126-loader_params.inc”™, A PAEHETEIZ BSOS M IIS L, HME- &S 8IS SRR ZEAERN B

sdram_xxx.cH &4,

11.1.2 i

U-Boot HRIEAF 12 1124 [Fl — £y U-Boot AL gm RIS TPLIE 4, 4%%i% TPL IN2 HENER
CONFIG_TPL_BUILD %, U-BootX7TE4Wi%5E u-boot.bin & JG4EESwI% TPL, FEAIEMSZAMHE H
X /tpl/ s

// “WiFEu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddr1866.dth
DTC arch/arm/dts/rvi1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin
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// YmiEtpl, BHIIMtpl/ B

cc tpl/common/init/board_init.o
cc tpl/disk/part.o

LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

AR E1S 5]
./tpl/u-boot-tpl.bin

Example:
%1% RV1126 uboot,

./make.sh rvi1126

11.1.3 {TH

1. 4w B B u-boot-tpl.bin 75 B Ska P byte B # UAH M - 5 tag f5 4 & — 1~ & 12 89ddr bin, 41
RV1126/RV1109°F- & Ztag/&“110B”, 1R AT ddr binfIE T E H O Fah5E %20 Bag 5 a0
&, ZNIER]SF scripts/spl.shifl A,

Example: F#2RV1126 u-boot-tpl.binflJtag,

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -i
'1s/n/110B&/"' tpl/u-boot-tpl-tag.bin

2. WER TR E A SRR T 5 AR TR Loader>CPHRYIE, wlidd R Hian <> H 8/ 72 i u-boot-tpl.bin tagff)
Hah e LA MspLbind TR — 588 M LoaderSL 8,

./make.sh tpl
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12. Chapter-12 FIT

121805

ARETRNAAFTE AR TR N Z /AL 25817 B, AETRATETNH, SXFED
boot.img N HAFIREN %R, (HEFRFEERH T recovery.img,

12.2 4

12.2.1 Kl 4

FIT (flattened image tree) J2U-Boot>ZHif—RFEFRANEISH R, XHRTEZ Nimagef] IR
%, FIT i/ its (image source file) X #ffiikimage(5 /8, H/5ifidmkimage T HAAL itb (flattened image
tree blob) 4%, its XX DTS FIETEMIN, AEH RiE, FTLAEREM Alibfd FEFIHER T A,

FIT J2U-BootZRiA 37+ H F HERE A8 2R, SPLAIU-Bootlt EX AR X F FITH R E 5 1 5, BE2ERIE
Z%:

./doc/uImage.FIT/

KRB A5 IFITIRETC I R SLBRr= SRk, AT PARKE & A FITRE T TIEECA L, FT PAFIT /5 R Fh A/
{# FIRK U-Boot4w 1%k iimkimage T. 5., RAEff FIPC H i fymkimage,

12.2.2 BN

U1K Blu-boot.itsFlu-boot.itbVEATEHIHF T H,

o /images : HSEN TIEREIR, HYTF— disistfF;
e /configurations : & config T m# IR T —EREEINECE, HYT—MR%Eds X,
o default = : f5HABKIAS Hconfig;

/dts-vil/;

/7 {
description = "Simple image with OP-TEE support";
#address-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/("./u-boot-nodtb.bin");
type = "standalone";
os = "U-Boot";
arch = "arm";

compression = "none";
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load = <0x00400000>;
hash {
algo = "sha256";

}
}i
optee {
description = "OP-TEE";
data = /incbin/("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x8400000>;
entry = <0x8400000>;
hash {
algo = "sha256";
}
}i
fdt {
description = "U-Boot dtb";
data = /incbin/("./u-boot.dtbh");
type = "flat_dt";
compression = "none";
hash {
algo = "sha256";
}
}

i

// configurations Tisi FAJDUE XMERZ AR confi s, (HEFR~MTELHRINAFE D
confRIn],
configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;

firmware = "optee";
loadables = "uboot";
fdt = "fdt",;

signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

}

}i
+i
}

f# Fmkimage T. B Alits XA AT DA it S -

mkimage + dtc
[u-boot.its] + [images] =========> [u-boot.ith]

fdtdump 7 % Rl AEE itb XA :



cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-vil/;
// magic: oxdoedfeed
// totalsize: 0x600 (1536)

// off_dt_struct: 0x48
// off_dt_strings: 0x48c
// off_mem_rsvmap: 0x28
// version: 17

// last_comp_version: 16
// boot_cpuid_phys: 0x0

// size_dt_strings: 0Oxc3
// size_dt_struct: 0x444

/memreserve/ 7f34d3411000 600;

/ {
version = <0x00000001>; /7 HEEERRAS
totalsize = <0x000bbh60O>; // T EAREEAN L t bSO RN
timestamp = <0x5ech3553>; /7 HTHE Y A RO A TR R
description = "Simple image with OP-TEE support";
#address-cells = <Ox00000001>;
images {
uboot {
data-size = <0x0007ed54>; /7 AT BERRE )N
data-position = <0x00000a00>; // il FEHORE M mE
description = "U-Boot";
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// ETEE R sha25 6485l
value = <0Oxeda8cd52 0x8f058118 OxOOOO0OO3 Ox35360000 Ox6f707465
OX0000009f OXOO000O091 OXOOOEEOB0>;
algo = "sha256";
3
3
optee {
data-size = <0x0003a058>;
data-position = <Ox0007f800>;
description = "OP-TEE";
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {
value = <0xa569b7fc 0x2450ed39 OxOO0000O03 Ox35360000 Ox66647400
0X00001686 Ox000b9aBO 0x552d426f>;
algo = "sha256";
}
3
fdt {



data-size = <Ox00001686>;
data-position = <0x000b9a00>;
description = "U-Boot dtb";
type = "flat_dt";
compression = "none";
hash {
value = <0x0f718794 0x78ece7b2 Ox00000003 OXx35360000 OXO0000001
0x6e730000 Ox636f6€66 OXOOOOOO00>;
algo = "sha256";

}
3
+
configurations {
default = "conf";
conf {

description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // FEHFIENERAS, WA FaiEEREIANO

firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

}

}
+
3

12.2.3 itb&5 ¥4

itb A /2 fdt_blob + imagestI XS, B TMMITE AR, RKFEEHEZRASH25 K,

fdt blob
[=-mmmmmmm e I

] [le==sec | [l===eee | [l=c=eoec I I

| | imge | | imgl | | img2 | | #5t91: imagefEfdt_blob/, El:itb = fdt_blob(#&
img)

] [le==sec | [l===eee | [l=c=eoec I I

[=-mmmmm e I

Jeeeeaccccscacce Jeeeeec [EEEEE Jeeeeec I

I I I I I

| fdt blob | img@ | imgl | img2 | #5f42: imagefEfdt_blob4h, Hlitb = fdt_blob +
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12.3 ‘EFEACHE

12.3.1 X F¢51 %

H i CZ&AE N IE R Feature Z i {ESDKI A A -

TG
RV1126/RV1109
RK3566/RK3568

RK3588

12.3.2 RS MC B

(WK

/7 HEZRMKHS
./common/image.c
./common/image-fit.c
./common/spl/spl_fit.c

/1 FARE:
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// TEAHY
./tools/mkimage.c
./tools/fit_image.c

BLE:

// U-BoOtMEX=ZFFFIT
CONFIG_ROCKCHIP_FIT_IMAGE=y

// U-BoothEt: L4F3). Bill&E. ffcrypto
CONFIG_FIT_SIGNATURE=y
CONFIG_FIT_ROLLBACK_PROTECT=y
CONFIG_DM_CRYPTO=y
CONFIG_FIT_HW_CRYPTO=y

// SPLIMER: Z2fFzh. BilEliR. flffcrypto
CONFIG_SPL_FIT_SIGNATURE=y
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y
CONFIG_SPL_DM_CRYPTO=y
CONFIG_SPL_FIT_HW_CRYPTO=y

// uboot.img#E{4 & Luboot.itb, #fuboot.ith% Kk
CONFIG_SPL_FIT_IMAGE_KB=2048
CONFIG_SPL_FIT_IMAGE_MULTIPLE=2
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// uboot TFEHFEBIAFIH FitkszNuboot . img; BN AESGHIRKIEuboot . imgfltrust . img,
CONFIG_ROCKCHIP_FIT_IMAGE_PACK=y

LRMREN, HTARMT-E# AR aypoRFE, RSAR—LSHELERANT:

Ta CONFIG_RSA_N_SIZE CONFIG_RSA_E_SIZE CONFIG_RSA_C_SIZE
RV1126/RV1109 0x100 0x100 0x14
RK3568/RK3566 0x200 0x10 0x20
RK3588 0x200 0x10 0x20

GUERFIT)T REENSDKIER & fiffeature, ARAKE D EAMALECHAE, AP REAEEIEIA:

// U-Boot ZzFahHIbEIFEMLH]
CONFIG_FIT_SIGNATURE=Y
CONFIG_FIT_ROLLBACK_PROTECT=y

// SPL L&z ERALH]
CONFIG_SPL_FIT_SIGNATURE=y
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y

» CONFIG_FIT_SIGNATURE A ffifig: ubootR] DARIN 355 |5 =Fitg XAYEfF: android, uimage.
fit (CEAAISDKEHRIE -6 7 SRIESEFF B LA =28 o
o CONFIG_FIT_SIGNATUREf#&E: uboot R ZH55 | Sfit[E {4,

12.3.3 B gtk

FIT/% LRI FITHANE A TS, 55 Rubootimg (%Htrustimg) Flbootimg, JEH—
NSPL A T4 E Akloader,
* uboot.img X
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * Nff} (N—f%/Z2)
trust Al mcu AR Brkbin TAE, ZmiEMIA < B3 Mrkbin TAE RS HILECEL T,

* boot.img Xff
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.ith * M3 (M—f%/&1)

e« MCUME

Hal LS Sl RERF A MCUREME, REFZ 5] DURSER MY TRUST ini BLESRVE 2GR H. #il
:
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// XAF: RKTRUST/RV1126TOS_TB.ini, FHTBPEIFHL~=&, J5H TMCU,
[TOS]

TOSTA=bin/rv11/rv1126_tee_ta_tb_v1.04.bin

ADDR=0x00040000

// MCURCEMT: [EffEgE, Batilk, K& (okaysdisabled),
// WFAdisabled, MmcuREH4T uboot . imgH,

[MCU]

MCU=bin/rv11/rv1126_mcu_v1.02.bin, O0x108000, okay

o [EfFEAE
H A28 & R] DA Fruboot.img N T E A E4E, TR

& JE4RE I

RV1126 gzip. none u-boot.bin, trust, mcu(optional)
P AT PAE rkbin TREHOA Y TRUST ini H§ 0@ MRS M. B0 :

// XAF: RKTRUST/RV1126TOS_SPI_NOR_TINY.ini, FATF/NEESPI Norj=ih.
[TOS]

TOS=bin/rv11/rv1126_tee_v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11/rv1126_mcu_v1.00.bin, 0x208000,disabled

// E#EEI: gzipBinone, ANMETEWI AL B FEEMIFRINAEELE,
[COMPRESSION]
COMPRESSION=gzip

e SPL Zff

SPL X HFEIN B g 72 G A spl/u-boot-spl.bin, 155 SFITH Fuboot.img, FFFHE
HABEBMRKE-G _EATFERminiloader, FHRZH] 1 Hoader,

e ./Fit HF
U-Bootdm 52U 2EH K FAEK . /fit XFR, BE T LR, EEETHTSNE.

boot.imgfluboot.img 73 Hl| fEsdk T2 Fuboot T#2 F#¢dmIFAERK. HEXFF%2)H 8 boot.img M ANAE U-
Boot L2 FNEHITHER, FEETRINE,

12.3.4 its X fF

o ubootfits X FA /fit/u-boot.its, HidefconfigH' CONFIG_SPL_FIT_GENERATOR &7 IR A Zh A 017,
(& 2w 3 B 5 BT
e bootHits XA FSDK TH2 T :

device/rockchip/[platform]/xxx.its // [platform]2F& Hat
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12.3.5 X T H

/7 BODTETR, HmFTHRE2BAER, U-BootHrkbintE NEBE (U-Boot (i NELNgmiEE
B o

./tools/mkimage

/7 TEHTEIA

./make.sh

/7 [EFERAAMA
scripts/fit-resign.sh
/7 [EREIA
scripts/fit-unpack.sh
/7 TEER A
./scripts/fit-repack.sh

A TRNERERSET 2N, HAEERN Himake shiI S
ALESH P RIS PR DL ORE S 15 16 14) :

o -—spl-new: fRIEISEL, FonMH Y14 1FEMIspSC 4T floader; 75 M5 FHrkbin TF2 B [¥spl ¢
,

e --version-uboot [n]: f&EubootimgEFRAS, nhiiEt+HEHIEEEEL,

e -version-boot [n]: #&EEboot.imglIEHRAS, ndhZE Tk EEEL;

o --version-recovery [n]: f&Erecovery.imgEFIRAS, nbFUE+ I IEREEY;

DIEVA(E L 2 RahifE o) :

e -rollback-index-uboot [n] : ¥&Eubootimg [EFFEIRIRAE, nbAUE+EHIIEREL;
e -rollback-index-boot [n] : #&7Eboot.img [EFRTEIRRA S, nhZigE 1t IEEEL;
e -rollback-index-recovery [n] : f&iErecovery.img [EFFIENERA S, ndhFUeE I EREEL;
o -no-check : FTELZRMEMINBAEH, HTHOS Z2EAHT AR B,
WiRA:
1. EERERERAS : REEEH 72288 0aiiE N4 R EsEEH, ZRA S RFEE
OTPEE HEZefEfitth, TZAFEH: Oy 7RG (kBEIHRRA BB 5 3T TR A
2. [EHRAS : ATk, RNEENEN NBOAN0, FEEH: REMENEERARR, FE-HP
X [ A A T i A B B,

12.4 22 Rah

12.4.1 uboot.img

YR

./make.sh rv1126 --spl-new --uboot-version 10 // W A4EE --spl-newfil--uboot-
version

cc spl/common/spl/spl.o
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cc spl/1lib/display_options.o

LD spl/common/spl/built-in.o
LD spl/lib/built-in.o

LD spl/u-boot-spl

OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin

COPY spl/u-boot-spl.bin
CFGCHK u-boot.cfg

out:rv1126_spl_loader_v1.00.100.bin

fix opt:rv1126_spl_loader_v1.00.100.bin

merge success(rv1126_spl_loader_v1.00.100.bin)
/home4/cjh/uboot -nextdev

// A% rv1126_spl_loader_vi1.00.100.bin (Fsp X TRK A£Gt Iminiloader
// loader ini XHFRIR

pack loader(SPL) okay! Input: /home4/cjh/rkbin/RKBOOT/RV1126MINIALL.1ini
// KB --spl-new ZEHIHER; FFA] PUEEEAIIX NS,

pack loader with new: spl/u-boot-spl.bin

// R uboot.img (E&trustfiluboot) , AEHN10

Image(no-signed, version=10): uboot.img (FIT with uboot, trust...) is ready
// trust inifFE¥jR

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126T0S.ini

Platform RV1126 is build OK, with exist .config
&M JEiddefconfight BT Euboot.img 2 &7 :

CONFIG_SPL_FIT_IMAGE_KB=2048 // Hfitb R/
CONFIG_SPL_FIT_IMAGE_MULTIPLE=2 // FTHIMI#%kL

SPLARSEX ML B AR M 51 FU-Bootfltrust, FZIZENAOTAF ISR H 57 H wi i 5 HEEAYE P54, T
gste =ty 1] i

12.4.2 boot.img

FIT/7 U AE N SDKIE R A fiflfeature, SDKZ %5524 FITH 2 A boot.img,

WA 2 2 J5 8 F boot.img, A ZESDKA: ik boot.imgi{ 2 U-Boot T2 NEMFT IS, HHN
ZREFTENES TR, iE. SEBEHCRE T U-Boot T,

12.5 Z &Rl

FIT/ X% 2 )a5), X feature:

e sha256 +rsa2048 + pkcs-v2.1(pss) padding
o [EHBER

o [FEfFESAEEEA)

* CryptofE{fhniE
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12.5.1 JiFH

12.5.1.1 KRG iRi ks

e Maskrom % loader (& SPL, ddr, usbplug)
o SPL #Z&%iuboot.img (2% trust. U-Boot...)
o U-Bootf%iboot.img (flZkernel, fdt, ramdisk...)

HATERIAA 74 sha256+rsa2048+pkes-v2.1(pss) padding A2 £ARE AR,

12.5.1.2 keyf£/it

RSA key#¢mkimage¥] £ 7Eu-boot.dtbFlu-boot-spl.dtbH, /5 EATHE#AFT fitu-boot.binFllu-boot-spl.bin,

u-boot.dtb FHRSA keyt& =41~ ([F]¥Hu-boot-spl.dib) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | less
/dts-vil/;
/ {

#address-cells = <0x00000001>;

#size-cells = <Ox00000001>;

compatible = "rockchip,rv1126-evb", "rockchip,rv1126";

model = "Rockchip RV1126 Evaluation Board";

// signature i mfHimkimage THBEFFEAAMN, R BEIRAE TRSA- SHAB LKA,
=

H./Gho

RSARZILNA TS 4L
=3
signature {
key-dev {
required = "conf";
algo = "sha256,rsa2048";

OX00000000
OX00000000
Oxc7aead6a
0x3e2d7ca8
0xf37e189c
OX00000000
OX00000000
OxX00000004
0Xx00000010

rsa,np = <0x00000000

OX00000000
Ox00000000
0xb4c79f40
Ox6a71762e
0x8cf00963
OX00000000
Ox00000000
OxX00000004
0x66633630

rsa,c = <0x00000000>;

OX00000000
Ox00000000
0xa82bdf76
0x125f1828
Ox00000100
OX00000000
Ox00000000
Ox00000002

OX00000000
OX00000000
0x1327f633
0xfb2f8387
0x36abla41l
Ox00000000
OX00000000
Ox00000000
Ox00000003

OX73797363>;

rsa,r-squared = <0x00000000>;

OX00000000
OX00000000
Ox00000003
Oxale0d6dce
0xb7e9e852
Ox00000000
OX00000000
Ox00000000
0x69616c40

OX00000000
OX00000000
0x00000003
0xd451a706
0x7bdo01la
0Xx00000000
OX00000000
0x00000377
0x00000003

OX00000000
OX00000000
Ox00000003
0xc7f865e3
0Xx7279e0b8
OxX00000000
OX00000000
Ox00000004
0x6d634066


af://n4566
af://n4567
af://n4576

0x518d54a7
0x124cdc80
OX00000000
Ox00000000
OxX00000008
OX00000000
OX67726600
0Xx706d7567
0x726f636b

OX00000000
OX00000000
0xe95771c5
Ox30303000
OXx00020000
0xfe020000
OXx00000003
0Xx0000003e
0x40666634

i
}

rsa,modulus =

0xdadb83e8
Oxa0c3288a
OX00000000
OX00000000
OxX00000003
0x2f64776d
Ox00000008
OX00000003
0X706d7500

rsa, exponent-BN =

OXx00000000
OX00000000
0Xx00000800
0x2f64776d
OXx00000003
0Xx00000042
Ox00001000
0Xx00000004
0x00000014

rsa,exponent =
rsa,n@-inverse =
rsa,num-bits =

0x06606e12
0x9265c3ae
OX00000000
OXx00000000
0Xx00000003
OXx00000003
OXx00000003
OXx00001000

Ox6adichf9
Ox6ac47a4b
OX00000000
Ox00000000
OX00000003
0Xx6d634066
Ox00000004
OX00000003

OX00000008>;

OX00000000
OX00000000
0x64657600
OXx00000002
OXx00000002
0x0000006d
OXx00000002
0x00000004
0x2c727631

OX00000000
OX00000000
0x616c6961
0x65303030
0x65303230
0x722d6d61
0x6e74726f
0x00000004

0x92438edd
Ox00000003
OX00000000
Ox00000000
OXx00000002
OxX00000001
Ox00000001
OX00000002

OX00000000
OX00000000
0x0000002C
0x0000001b
0x0000001b
0x65303030
OXx30000000
OXx00000000

OX00000008>;

key-name-hint = "dev";

<OX00000000 OXO00000368>;
<Oxe95771c5>;
<OXx00000800>;

0x81e039c0
OXx00000000
OX00000000
OX00000000
0x73657300
Ox30303000
0x30303000
0x6€616765

OX00000000
OXx00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726f636b
OX00000050

<O@xc25ae693 0xc359f2a4 0xa866c89d Oxb7b1994f OxF9f9f690

0x5d7322cc
OxX00000000
OX00000000
OxX00000000
Ox2f736572
0x726f636b
0x726f636b
OX30000000

<OXO00000000 OXO0OOOEOO OXOOEOOOOO OXOOEOOOLO

OX00000000
0x00010001
0x00000034
OXx00000003
0Xx6e000000
0x3132362d
0x706d7563
0x636c6163

SPL X §§5¢5 key hash FIZIRE, u-boot-spl.dtb [ key-dev 2% H| burn-key-hash = <0x00000001>;

12.5.1.3 keyfdi i

MMaskromZ/|kernel 5 (22285, Gi—FH—IERSARNIATERZ LK
e Maskromf&%3iloader,
RSANHAFBEMHPCT A rk_sign_tool 5 AloaderfI X3k, Z2 /a3, Maskromi JEM
loader[& -3k HIREXRSA AN HIE R G140 ARG FHE I AR R oader Y [E 435 44
rk_sign_tool FJ M rkbinFEHIREY, U-Boot= H /)58 A loader %544,

o SPLRLU-Bootfltrust,

SPLIERSA AN AR F TEu-boot-spl.dtbH, u-boot-spl.dtb 2 #4T fli#u-boot-spl.bin X (B J5+T fLidk
loader) ; Z4/A3NINSPLI B CIdb S EHRSA A X uboot.img i1 T2 250

¢ U-Boott’¥boot,
U-Booti!RSA AR E fEu-boot.dtb™, u-boot.dtb=#HT fliHu-boot.bin > (F/GFTHN
uboot.img) ; Z2/ABNU-Booth\ B Eidtb XA H ERSA A X boot.img i A T3,

P A ATIX K HIRSA KeyELMEN H B EHFII—E845r, HBT—Zloader5EiK I 2R, MIMFRIE T Key
L4,
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12.5.1.4 B4

RSAMREA G5 RERFAEID S IEH; WA NAH hashed-nodes F57E: HHE THEA conf WRITEIE,
BATRE R N5,

W~ /Bu-boot.itb B4 F R, [ Hboot.ith:

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img |

/dts-v1l/;

configurations {
default = "conf";
conf {

"/images/fdt",
"/images/uboot",

0x8901200c
0x5527864f
Ox00000017
0x6f6e006C
0x7a650074
OX00000000
OX00000000
OX00000000
OX00000000

i
}

description = "Rockchip armv7 with OP-TEE";

// HETEIEFRRA S

rollback-index =

firmware = "optee";

loadables

= "uboot";

fdt = "fdt";

<0x0000001c>;

less

// PWEZNEMZLER, Hnkimage Bali@A

signature

{

hashed-strings =
/] FEEPERLNE

hashed-nodes = "/",
"/images/fdt/hash",

<Ox00000000 0x000000da>;

"/images/uboot/hash";

/1 HATEANINE, B4E, RA

timestamp =

<0x5e9427b4>;

"/images/optee",

"/configurations",

"/configurations/conf",

"/images/optee/hash",

signer-version = "2017.09-9g8bb63db-200413-dirty #cjh";
signer-name = "mkimage";
// BHER! | (RFsha256+rsa2048)
= <Ox78397d5d 0xb9219a0b Oxa7ch9la7 Oxelf32867 0x62719d9b

value
0xfcbac03a
0xb13f527e
OX77617265
0X72790064
0x75650073
OX00000000
OX00000000
OXx00000000
OX00000000

key-name-hint
sign-images =

3

0x1295ccc8
Oxddf9ee62
OX00000002
0x61636b2d
0x69676e65
OX00000000
OX00000000
Ox00000000

Ox1cff9o608
0xea50199d
OX00000009
0X7265006cC
0x73686564
OX00000000
OxX00000000
Ox00000000

OX00000000>,
algo = "sha256,rsa2048";

= Ildevll;
llfdtll’

"firmware",

0xdf5f69d2
Ox00000003
0x23616464
0x006h6579
0x642d7374
OX00000000
OX00000000
OXx00000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
OX00000000
OX00000000
OX00000000
0Xx00000000

"loadables";

Ox7afl0ca7
Ox00000004
Ox73006172
Ox706f7369
OxX00000000
OX00000000
OxX00000000
OxX00000000
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12.5.1.5 Billig

%2783 F A boot.imgHluboot.img 7 AIEE S ATE FFERA S, AR FiE FRRA S/ N THLEs RRY
R/MRAS, WA RS,
BR/ANRASHIE R SEcL 2R HIARSERI AER Bala, $SEHEloTPe L 217 i,

12.5.2 BiiHHUERS

12.5.2.1 Key

U-Boot LA MHUTUN N =5an < il UE A FIRIRSAE T, @R G N HRTBEAR—R, HEHH
I ERB L MBIEE L, HZERE,

// 1. JtkeyMHZ: keys
mkdir -p keys

// 2. {HHRKI"rk_sign_tool" T HA:HRSA20481FA\fHprivateKey . pemflipublicKey.pem, 7355
PAFHCN: keys/dev. keyfilkeys/dev.pubkey, & :
../rkbin/tools/rk_sign_tool kk --bits 2048 --out .

// 3. (i -x509MFAHAER—PNEBZIER: keys/dev.crt  CGURAFRZERTAH)
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt
GnSAREE FH P H % R A md s

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND_load_file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

ERTF360% . touch ~/.ond

ls keys/ BEHELER:
dev.crt dev.key dev.pubkey

HEE: EiRM keys", "dev.key". "dev.crt". "dev.pubkey"#ZFEEARIAL, [RINIXLEL FELEits L
PERESE X, MRS N 24T,

12.5.2.2 it &

U-BootfJdefconfigf T 40 FECE :

/7 Whik,
CONFIG_FIT_SIGNATURE=y
CONFIG_SPL_FIT_SIGNATURE=y

// T,
CONFIG_FIT_ROLLBACK_PROTECT=y // boot.imgliEl&
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y // uboot.img[j[ali&
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R

8 d make menuconfighy 7 AEHACE G, FHifIImake savedefconfig B #7 /5 A defconfig X
o IXFERT DA K 998 fill defeonfight & M S BURBIC R AN, TS BEmiIER MBI,

12.5.2.3 [Ef

fESDK T2 R A Hifboot.img & il — 7 ZU-Booti H 5% T,

12.5.3 ZmiEiT

(1) Hiban CRBiRER) -

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img

// HFEFERUE, £REZEAMuboot . imgfllboot . img.
start to sign rv1126_spl_loader_v1.00.100.bin

Image(signed, version=0): wuboot.img (FIT with uboot, trust...) is ready
Image(signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image(signed, version=0): boot.img (FIT with kernel, fdt, resource...) is ready
Image(signed): rv1126_spl_loader_v1.05.106.bin (with spl, ddr, usbplug) is ready
pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126T0S.ini

Platform RV1126 is build OK, with new .config(make rv1126-secure_defconfig)

(2) P rEm21:
WRFFBEGIERE, a0 Bk (1) iBflrollbackZ44, Hil4N:
// 87 uboot.imgflboot . imgE/NMAS 25110, 12.

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12
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// gFEERUE, ERES 4R uboot . imgfilboot . img, HAEHEIRIA S,
start to sign rv1126_spl_loader_v1.00.100.bin

Image(signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)

is ready

Image(signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,

resource...) 1is ready

Image(signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,
resource...) is ready

Image(signed): rv1126_spl_loader_v1.00.100.bin (with spl, ddr, usbplug) is ready

(3) P EmL2:
TR/ hash5eE BOTP/eFUSE, AU EIR (1) 5% (2) JBINZEL --burn-key-hash , fFl40:

// &7Fuboot.imgfboot . imghH/NRAE 3B N10, 12.
// BERSPLHTBHE A Hhash k25 2|0TP/eFUSEH,
./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --
burn-key-hash

// f#fE burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

// GR¥ESERRG, AERRES & uboot . imgflboot . img, HEEBIEREMAS
start to sign rv1126_spl_loader_v1.00.100.bin

Image(signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)
is ready

Image(signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,

resource...) is ready
Image(signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,

resource...) is ready

Image(signed): rv1126_spl_loader_v1.00.100.bin (with spl, ddr, usbplug) is ready

(4)

LIPS REE 2ISPLFTEN: RSA: Write key hash successfully,
—boot_img : Ak, $EERFZEHRIboot.img,
—recovery_img : A[i%, fEERFZEHIrecovery.img,

—-rollback-index-uboot . --rollback-index-boot . --rollback-index-recovery : AJi%, #&7&

B R A S



o —spl-new: WRIFFMDANHISEL, WIERIAE FrkbinH spl S AEFT B4 iidloader; 75 MI{# FH 24
Higm 3 spl X 4F+T floader,

[K>Fu-boot-spl.dtb 7 EHHATHIHRSANEA CRETHF) , FiPARKA T FISDKAETErkbin s 42
RXFFZERMspl . Hit, APGENEREZSE. B2 el DIt E ispli A +2
R Erkbin THE, /598 E AR AT UREHEE LS,  BRE A IX MRE i splse s

o YWMIFEEAEM=E M loader. ubootimg, bootimg, HEERSA key & H#, HfFEAIHEE HH
FR T [

12.5.4 )i B

WwrEZERIER:

BW=32 Col=10 Bk=8 CSO@ Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gach99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00

Trying to boot from MMC1

// SPLIEREEAIS

sha256, rsa2048:dev+

// Bl 2Hfuboot . imgEFARA 5210, AN/ NMRASZE
rollback index: 10 >= 9, 0K

// SPLIER&THGHIhashizis

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ 0K
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat_rockchip_pmu_init:2003 0

E/TC:0 0 plat_rockchip_pmu_init:2006 cpu off

E/TC:0 0 plat_rockchip_pmusram_prepare:1945 pmu sram prepare 0x14b10000 0x8400880
0x1lc

E/TC:0 0 plat_rockchip_pmu_init:2020 pmu sram prepare

E/TC:0 0 plat_rockchip_pmu_init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gach99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0
Using default environment

dwmmc@f fc50000: 0
Bootdev(atags): mmc 0
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MMCO :
PartType:
boot mode:
sha256, rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH(c): OK

HS200, 200Mhz
EFI
normal
conf:

I2cO speed: 400000Hz

PMIC: RK8090 (on=0x10, off=0x00)
vdd_logic 800000 uV

vdd_arm 800000 uV

vdd_npu init 800000 uV

vdd_vepu init 800000 uV

Hit key to stop autoboot('CTRL+C'): ©O
### Booting FIT Image at 0x3d8122cO with size 0x0052b200
Fdt Ramdisk skip relocation
### Loading kernel from FIT Image at 3d8122c0
Using 'conf' configuration
// ubootZERZE LML

Verifying Hash Integrity ...
// BERERN: XiFiboot . imgE A S 222, ANIHIER/MRA
Verifying Rollback-index

Trying 'kernel'
Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:
Hash algo:
Hash value:

sha256, rsa2048:dev+ OK
SE21
22 >= 21, OK

kernel subimage

Kernel for arm
Kernel Image
uncompressed
0x3d8234c0
5349248 Bytes
ARM

Linux
0x02008000
Ox02008000

sha256

5.1 MiB

64b4a0333f7862967be052a67e€3858884fcefebf4565db5c3828a941al15f34a
Verifying Hash Integrity ... sha256+ 0K // 5ZhikernelfJhashfi5
### Loading ramdisk from FIT Image at 3d8122c0
Using 'conf' configuration

Trying 'ramdisk'
Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:
Hash algo:
Hash value:

ramdisk subimage
Ramdisk for arm
RAMDisk Image
uncompressed
0x3dd3d4co
0 Bytes
ARM
Linux
0x0a200000
unavailable
sha256

0 Bytes

e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852b855



Verifying Hash Integrity ... sha256+ OK // 5ZframdiskffhashiZ
Loading ramdisk from 0x3dd3d4cO to 0x0a200000
### Loading fdt from FIT Image at 3d8122cO ...
Using 'conf' configuration
Trying 'fdt' fdt subimage
Description: Device tree blob for arm
Type: Flat Device Tree
Compression: uncompressed
Data Start: 0x3d812ecO
Data Size: 66974 Bytes = 65.4 KiB
Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256
Hash value:
8fb1f170766270ed4f37cced4b082a51614ch346c223f96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // 5&iifdtfhashizi
Loading fdt from 0x3d812ecO to Ox08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234cO to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel ...
[ 0.000000] Booting Linux on physical CPU 0xf00
[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404

(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020
[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

12.6 ifi%B 44

M ERRIETT AT AE L, (R 2E N ER AP EARPC E5E, B 0FRH : RSAE PR FIIE
o HAESEPRZ =, HIP IRERR ZHEE fF B 2NEfE RG4S, HRFASFFARSAMIAZERES, R
AL HEFREIZEARAT . S TXAMEY, RKEYFIT % EREEE B4 S,

12.6.1 SZIIEL%

o FIONHRBEZEIRSS ARIAHH, BTV Je A IEIN A +ARSS &8 AYIHEAPC_EX [ 3T — X4 T &
B4, LR AR R4 82 2EF IS4 R,

NHRRERE N 7RI R db S, R L2 RahifEN (] ,; FAHRERZ Mm%
A
Pio

o PSS IR A AG IS aRIA] ORFREEANEF, BEYENED , RS e EARA R
R4, REEERIRELSHF;

o P ERNX 40 it 2B F PRI 540 BT RS B e T T 5 192 22 (81
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12.6.2 #2545

FRETRBNRE LIRS fdeblobACE + FHiBhashE S,

o fdtblob T EALE
hashed-nodes 57E T — &5 i, XL AR SN L EE,

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-v1/;

configurations {
default = "conf";

conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0000001c>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
hashed-strings = <0x00000000 O0x000000da>;
/7 XIS RN A SNBSS B
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o FiE{%hashlVES,

Inkhnageé§79%§4\ﬁzﬁ%ﬁ§Eiibﬁiﬁihashﬁi, FHiBMithash™i M. sign-images F8EMITE FH%
hash{HES SN B ZETE (2T hashed-nodes #H1THEE Thash¥i /) o il

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less
/dts-v1l/;

totalsize = <Ox000bb600O>;
timestamp = <Ox5ecbh3553>;

description = "Simple image with OP-TEE support";
#address-cells = <Ox00000001>;
images {

uboot {

data-size = <0x0007ed54>;
data-position = <0x00000a00>;
description = "U-Boot";

type = "standalone";

os = "U-Boot";

arch = "arm";

compression = "none";

load = <0x00400000>;

hash {
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// uboot#if4fhash, Hmkimage TH Hahit &K

value = <Oxeda8cd52 0x8f058118 Ox00000003 OXx35360000
Ox6f707465 OXO0000009f OXOOCOO0091 OXOCOEOOEO>;

algo = "sha256";

3

12.6.3 HAKD 3%

FTFELEFIRSAEAXN 2 devkey. dev.pubkeyfldev.crt, dev.keyfEAFATHHIZFEARFG2etiE, HF
H 7 dev.pubkeyFldev.crt,

EZ 3 E

EAHIU-Boot TREFAME K HIF flidev.crtifi Ellkeys H3R T, A5 FHRKAY "tk_sign_tool" T BB A p{—H
EINAARH, 4% AdevkeyiElkeys H % R 2% LHRIET (HEHMFSEEIEM -no-check ) AW
# [l fFuboot.imgHiboot.img  (SEFRE/G AR, H P HERZHEM) o

R WMiFEmPERESE --no-check , N2 Ndev.keyldev.crtNVCEL S EFT ELIAIAS B 56 S0,
bean:

./make.sh rv1126 --spl-new --boot_img boot.img --rollback-index-uboot 10 --
rollback-index-boot 12 --no-check

Bk 7 A2 44 [ fFuboot.imgFboot.img, FHFIER] DAE fit/ H 3 RGE|HRISCIF:

// PELNE (data2signE N : data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// BEZitbf (AN , BIKimg KR ENT#ETZ &0 EIRE.
fit/uboot.itb
fit/boot.itb

L2:
F F#tuboot.data2sign K IE A IEFEAR S5 A, RIZIEFEARSS 2eti B HURAEA N dev.key, EHIGN R an L84 5
HZEHLER: uboot.sig

openssl dgst -sha256 -sign dev.key -sigopt rsa_padding_mode:pss -out uboot.sig
uboot.data2sign

AR 55 AR5 44 45 S fFuboot.sigiR AIZ5 F 77, P i F uboot.sig #uboot.itb HH AV IR I 4544 -

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // Z=/Ep#iuboot.img, FTk
g

[ #boot.itb 3. HILH F 15 T & BRI 4 [E fFuboot.imgMboot.img,

[ER=E AR
o fit-resign.shi-f 5EWitb )X, Adimgsift, BMIASX ibERE A 54 Kimg 3K
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o HUTfit-resign.shisf FH AYitb SCAF AU PR 19w IR ALY, Bllitb S Flldata2sign SCAIE — % — AT RZ Y,
[K}data2signfE B HELE T A AR SR RIER, B /timestamp = <...> o FrDARMEYFIEE
RIS, EHGRPEPIS— M HTuboot.itb, uboot.sigi #i#T iuboot.itb H 1235 [ Z 2 f5
IE Sl

o HITIRETH, loaderfFZ IR IXFINRSS AR ImHITRE o

12.6.4 HEHE

FRT"ERL"HN, EGfUERE LEREANEM (boot.img, ubootimg) 5733 75if% (u-boot.bin, fdt,
ramdisk, kernel ...) FARSFSEHITEL?

ETFITHYS TR AT, He 7y RS AR A, 4 N TR -
o HFE—: EfEAEZ 2 Mboot.img, uboot.imgfA RS SR EHTITH+E 4
AR IR G AHIU-Bootdm IR FINACE SR, u-boot-spl.bin {55,
o HHE: EfEZ4£Mboot.img, uboot.imgf iR S5 A EHTHT H+%4
S AHISR B E N BT TRSANH, MRS5S TRSAAEH AT,
o HHE=: HEFTESE% (kernel, dtb, ramdisk, resource...) HEfTHTH+%54
W e Se K%, HAREB, mH R AR R,
DA77 ZE S A R ARSS B A2 (i F RK fJmkimage T B, XA T EA A AERK 5 H7,

Fr ARG B R R I, A K. RARSEENTIE: AP R MERELEIE, kS
{5 F opensslan 225 44 BT AT,

12.7 [

PP AT CARE BHRAIASK [ gL, 5l4Nboot.img:

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out
Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel . 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

Rimgl &2 tr, MIARMEEE—17itb; sha256+FREFA IR, SNE Rsha256-,

12.8 &I

FAF AT CAEBORA A B T [ fF, B0 Fout H SR BLAF AR T[] 2 tuboot.img B[R] 44 Y 7 [ £
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cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/
Unpack to directory out/repack/:

uboot : 6 bytes... sha256+
optee . 6 bytes... sha256+
fdt : 4 bytes... sha256+

Image(repack): wuboot.img is ready

12.9 ‘Z 4 FE%iStep-by-Step

1. 3 Au-boot H3%, FTHA M5 Hconfigs/rxxxxx_defconfig, &SN FELE :

/7 Wik,
CONFIG_FIT_SIGNATURE=yY
CONFIG_SPL_FIT_SIGNATURE=Y

// Wli%,
CONFIG_FIT_ROLLBACK_PROTECT=y // boot.imglfiEg
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y // uboot.imglj[ali&

2. AT R IR/EA iikeys:

mkdir -p keys

../rkbin/tools/rk_sign_tool kk --bits 2048 --out .

cp privateKey.pem keys/dev.key && cp publicKey.pem keys/dev.pubkey
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

ER: BPERPIT RN, )5 ZE R 171X keys,

3. iR, Plvi12e il (QNRgIFELHAS A FEM, k3566, K RAla4 AHIrv112680H
k3566H[1A]) :

// Linux: #%Ulboot.img, recovery.img®|u-bootX R, HUT RIIMAZS

loader, uboot, boot, recovery, % &uboot, boot, recoverylIFiiRARIRS, FREMRARIR SIS
Al E

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 1 --rollback-index-boot 2

// Android: %4 loader, uboot, & EubootMBiRARRIRS, FEERARRSAIEEENE
./make.sh rv1126 --spl-new --rollback-index-uboot 1

LIPS/ TIEEIR

Can't load XXXXXX//.rnd into RNG
AT

touch ~/.rnd

4. NAhashb s
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// Linux: #Dlboot.img, recovery.imgZlu-boot>XfFT, HAT RFIRIAZ S

loader, uboot, boot, recovery, #%Euboot,boot, recoveryfIBFRAEIRS, FERMRAERSMKRIE
TEALE, kS key hash

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Android: %4 loader,uboot, KEubootMWIBRAREIRS, FEVRABRESMRIETERE, FhEk
Skey hash

./make.sh rv1126 --spl-new --rollback-index-uboot 1 --burn-key-hash

W P BEBA T BIF R UESE G FHRCE —-burn-key-hash , &MWL, PRSI PRI
RESEHT 44 1 IS

5. Android HAMFE #4444

2% (Rockchip_Developer_Guide_Secure_Boot_for_UBoot_Next_Dev_CN.md)



13. Chapter-13 PHEHHL

13.1 O 2 FF

e 1v1126

13.2 1l SZFF

e eMMC

e spinor

13.3 bootrom ¥ §F
H 81 bootrom 1Y spi nor X BN 7 PULEDMARRNNEL R E A, XI5 2 EAETE usbplug K65 [E £

TEE, FPLRHELE,
eMMC H T2,

13.4 U-Boot SPL 2§

U-Boot SPL 32 fit #EATPOEI AL, RIS S4B AloaderfS SRR FEAS TN,

BLE:
CONFIG_SPL_KERNEL_BOOT=y // FFRPEEFHLL6E
CONFIG_SPL_BLK_READ_PREPARE=y // FERETINERE
CONFIG_SPL_MISC_DECOMPRESS=y // FEIAMRIEDIRE

CONFIG_SPL_ROCKCHIP_HW_DECOMPRESS=y

U-Boot SPL SZRiFUINELNRE, HREFUINEIIRES, v DAERIT AR RN & E . BHai 2k
N #Eramdiske

BlanwiinEiEid gzip 4 ) ramdisk, EAEAR4

cat ramdisk | gzip -n -f -9 > ramdisk.gz

its SCAFHIFC B T

ramdisk {
data = /incbin/("./images-tb/ramdisk.gz");
compression = "gzip"; // JE4ik%
type = "ramdisk";
arch = "arm";

os = "linux";
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preload = <1>; VA 1) IE=7 9
comp = <0x5800000>;  // Nk
load = <0x2800000>;  // f#&HidE
decomp-async; // SRR
hash {

algo = "sha256";

uboot-ignore = <1>; // Afthashii
3

}

YmiE A, HeingwiFrv1126 eMMCHE

./make.sh rv1l126-emmc-tb && ./make.sh --spl

13.5 mcufit B

Hilfmeuf) EZIE R ARSES], MWISPAERIERTHAIA. kemel/S8)5E, RAERNIXLEREAFHR
AP

1£ 1kbin/RKTRUST X N LS S NECE, PA rv1126 ol

[MCU]
MCU=bin/rv11/rv1126_mcu_v1.02.bin, 0x108000, okay // FLEX N EMFAIE, FaiHbbm#aEIRE

mcufEFHEHE :

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot# /5, ¥ mculElF+T 2 uboot.imgM, RGEBNN, SPLZMuboot.imgH fEHT NEmcul&E £,

= Y
13.6 kernel 2 §¥
A&
CONFIG_ROCKCHIP_THUNDER_BOOT=y // FEEPETFALIIRE
CONFIG_ROCKCHIP_THUNDER_BOOT_MMC=y // FFlascFremme PUEFH LI DI 6E
CONFIG_ROCKCHIP_THUNDER_BOOT_SFC=y // FFJaXFEspi norREFHULILINGEE

CONFIG_VIDEO_ROCKCHIP_THUNDER_BOOT_ISP=y // JTJaZfFISPHd ALt (L EhAE
T HGEFFHL, SPLASIKIBELFRAVIEH251E K kermel dbIZSEL, FIAELESHEFEEABHORE,
BRf:

¢ memory

o ramdiskfEE /5 K/

TEDL: kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi

memory: memory {
device_type = "memory";
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reg = <0x00000000 0x20000000>; // FEMHEEILDDRAEREIEE X, SPLAMEILE
}i

reserved-memory {
trust@o {
reg = <0x00000000 0x00200000>; // trust =[H]
no-map;

}i

trust@200000 {
reg = <0x00200000 Ox00008000>,

B

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 Ox000TOOOO>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0Ox00000>;
pmsg-size = <Ox50000>;

3

rtos@300000 {
reg = <0x00300000 0x00100000>; // TR Fumfi i, A i A] DA
no-map;

B

ramdisk_r: ramdisk@2800000 {
reg = <0x02800000 (48 * 0x00100000)>; // fAEEIFEHIE, AT PMRIESLFRA/NEITER
1

ramdisk_c: ramdisk@5800000 {
reg = <0x05800000 (20 * Ox00100000)>; // JE4EUFHuhl, A DURHIESZER A/ NHFT B L
}
}

¥ emmcIBECE :

/7 {
reserved-memory {
mmc_ecsd: mmc@20f000 {
reg = <0x0020T000 Ox00001000>; // SPL #kernel hffecsdXis

}i

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // FilllZiramdiskil, T
idmacHINAEXIER, TINEGER, XA R
}i
Iy

thunder_boot_mmc: thunder-boot-mmc {
compatible = "rockchip, thunder-boot-mmc";
reg = <0Oxffc50000 0x4000>;
memory-region-src = <&ramdisk_c>;
memory-region-dst = <&ramdisk_r>;



memory-region-idmac = <&mmc_idmac>;

};
}
3¢ spi norIBLE :
/ {
thunder_boot_spi_nor: thunder-boot-spi-nor {
compatible = "rockchip, thunder-boot-sfc";
reg = <Oxffco0000 0x4000>;
memory-region-src = <&ramdisk_c>;
memory-region-dst = <&ramdisk_r>;
3
}

13.7 PLEFF IR
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Bootrom

E&E#HU-Boot?

mEET

U-Boot

J#Emecu

H1Treset &k trust

T e E

kernel/ramdisk

FIRaLARIR

& Ttrust

& 1Tkernel

Kernel #RERDRE
MEFmcUTE a

FIRRAE L

kernel I&Z{T

initiff 2




14. Chapter-14 #2300

14.1 SDK 3%

14.1.1 androidboot.mode %

X F Android 8.1 ) SDK it &, U-Boot M0 /341 N B A #E1E % /5 5/ Android:
CONFIG_RKIMG_ANDROID_BOOTMODE_LEGACY
JRAIEZSEHER:

commit a7774f5911624928ed1d9cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot_rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG_RKIMG_ANDROID_BOOTMODE_LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc8la4fo08ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

14.1.2 misc IHE

misc.img & & E N U-Bootfll Android Z [RIE N2 H, T E AN NBCB(Bootloader Control Block).

HTFRKEEMFHHRIRR, KF%ET Android-10.0/SDKARA, misc.imgH HBCBAHTF HTEmiscs) X miE
O & ; 1T Android-10.009f A, BCBAUTEREmiscs) X % 16KBA B,

P Z 2 ZAAISDKIG AT ZAAMEE, U-Boot2x HIGEMN IR, HEH iR EZ R FISDKAmisc.imgii
F, WIRTREH AR, B —f% 2 Androids>— EH# Arecoveryf&i={,
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15. Chapter-15 T H.

ARETHXIIT A TEEE (BIU-BoottRHFXNZH ) -

./scripts/mkbootimg
./scripts/unpack_bootimg
./scripts/repack-bootimg
./scripts/unpack_resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

../rkbin/tools/resource_tool
../rkbin/tools/1loaderimage
../rkbin/tools/trust_merger
../rkbin/tools/boot_merger

15.1 trust_merger

ThRE: MRAEInIACE T 640 F A1 bl30, bl31, bl32 binXXfF, 4AEAK trust.img,
ini X

A RK3368TRUST.ini A :

[VERSION]

MAJOR=0 ----ERAE

MINOR=1 - - - - URAE

[BL30_OPTION] ----b130, HAETEE Imcu bin

SEC=1 ----f#1EBL30 bin
PATH=tools/rk_tools/bin/rk33/rk3368b130_v2.00.bin  ----$§Ebini{z
ADDR=0xff8c0000 - - - - [E - DDRA A INEFTIZA T i1k
[BL31_OPTION] ----b131, HENEENZZMHEJFERHEXHbin
SEC=1 ----f#fEBL31 bin
PATH=tools/rk_tools/bin/rk33/rk3368b131-20150401-v0.1.bin- - - -{EEbinikz
ADDR=0x00008000 - - - - [EFDDRAF HY AN EAT B THIdIE
[BL32_OPTION]

SEC=0 ----/RTFTEBL32 bin

[BL33_OPTION]

SEC=0 ----AfZ1EBL33 bin

[OUTPUT]

PATH=trust.img [OUTPUT] - - - -EHEAE

T %
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/*
* @<sha>: AJi%, shatd>X, Z%make.sh

* @<rsa>: A%, rsafi>, Z#make.sh

* @<size>: nlik, #¥: --size [KB] [count]. #ithscfR/Dy, BIRIERIASRG2M, FTH 247
* @[ini file]: %, iniefF

*/

./tools/trust_merger <sha> <rsa> <size> [ini file]

ol

./tools/trust_merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img
merge success(trust.img)

fRfL a2

// @[input image]: ¥k, A TMREEME, —M2trust.img

./tools/trust_merger --unpack [input image]

ol

./tools/trust_merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
SignOffset:992
Component 0:
ComponentID:BL31
StorageAddr :0x4
ImageSize:0x1cO
LoadAddr :0x10000
Component 1:
ComponentID:BL31
StorageAddr :0x1c4
ImageSize:0x10
LoadAddr : 0xff8c0000
Component 2:
ComponentID:BL31
StorageAddr :0x1d4
ImageSize:0x48
LoadAddr:0xff8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr : 0x8400000
unpack success



15.2 boot_merger

hie: MRHEinifc B X474t miniloader + ddr + usb plug, 4% loader[&El £,
ini SCfF:

PA RK3288MINTALL.ini X4 A1 :

[CHIP_NAME]

NAME=RK320A ----BARIR: "RK7IN_ESmaskromZIE 4B S
[VERSION]

MAJOR=2 ----FRAS

MINOR=36 - - RRAE

[CODE471_OPTION] ----code471, HAETZENddr bin

NUM=1

Pathli=tools/rk_tools/bin/rk32/rk3288_ddr_400MHz_v1.06.bin
[CODE472_OPTION] ----code472, HHfEEHusbplug bin

NUM=1

Pathi=tools/rk_tools/bin/rk32/rk3288_usbplug_v2.36.bin
[LOADER_OPTION]

NUM=2
LOADER1=FlashData ----flash data, HAE%ENddr bin
LOADER2=F lashBoot ----flash boot, H#ii&E Aminiloader bin

FlashData=tools/rk_tools/bin/rk32/rk3288_ddr_400MHz_v1.06.bin
FlashBoot=tools/rk_tools/bin/rk32/rk3288_miniloader_v2.36.bin

[OUTPUT] - - - -t s
PATH=rk3288_1loader_v1.06.236.bin

Tum4:

// @[ini file]: #hik, ini¢ff

./tools/boot_merger [ini file]

X

./tools/boot_merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399_loader_v1.17.115.bin

fix opt:rk3399_loader_v1.17.115.bin

merge success(rk3399_loader_v1.17.115.bin)

fEtan %

// @[input image]: ik, HTMREHEA, —2loader X

./tools/boot_merger --unpack [input image]

yo
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./tools/boot_merger --unpack rk3399_loader_v1.17.115.bin
unpack entry(rk3399_ddr_800MHz_v1.17)

unpack entry(rk3399_usbplug_v1.15)

unpack entry(FlashData)

unpack entry(FlashBoot)

unpack success

15.3 loaderimage

ThgRE:

* FTfHu-boot.bin’E Kuboot.img
o FTHI2AFEEHIH tee bin 42K trust.img

I fu-boot:

/
* @[input bin]: %, binfEsc:

* @[output image]: W%, HHi o

* @[ load_addr]: WAk, hnZiiil

* @<size>: ik, #%3\: --size [KB] [count]. HSXHFR/D, BIENEAAR AN, FTHAG
*/

./tools/loaderimage --pack --uboot [input bin] [output image] [load_addr] <size>

XN

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img Ox60000000 --size 1024
2

load addr is Ox60000000!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85
uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)
pack uboot.img success!

fi#fdu-boot:

/‘k

* @[input image]: ik, FREIFSCHF

* @[output bin]: W%, fREE MR, EEAFIA]
*/

./tools/loaderimage --unpack --uboot [input image] [output bin]

yo

./tools/loaderimage --unpack --uboot uboot.img uboot.bin
unpack input uboot.img
unpack uboot.bin success!
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Tt trust:

/%
* @[input bin]: 3%, bintf:

* @[output image]: #5i%, et

* @[ load_addr]: @i, hnZdtiit

* @<size>: B, ¥ --size [KB] [count], Hidisefik/), BRSHERIAEAG M, FTHE4AG
*/

./tools/loaderimage --pack --trustos [input bin] [output image] [load_addr]
<size>

o fl:

./tools/loaderimage --pack --trustos ./bin/rk32/rk322x_tee_v2.00.bin trust.img \
OXx80000000 --size 1024 2

load addr is Ox80000000!
pack input bin/rk32/rk322x_tee_v2.00.bin
pack file size: 333896

crc = 0x2de93b46
pack trust.img success!

ﬁ@fﬂtrust:

/*
* @[input image]: 5%, fREEIE M
* @[output bin]: @Ak, FREUEHISCHE, EEAEIA]
*/
./tools/loaderimage --unpack --trustos [input image] [output bin]

yofl:

./tools/loaderimage --unpack --trustos trust.img tee.bin
unpack input trust.img
unpack tee.bin success!

15.4 resource_tool

Theg: ATHTEUEE RS, 428K resource.img,
T2

./tools/resource_tool [--pack] [--image=<resource.img>] <file list>

yef):
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./scripts/resource_tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_kernel.bmp
Pack to resource.img successed!

fEtaan %

./tools/resource_tool --unpack --image=<resource.img> [output dir]

ol

./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1

index tbl:

offset:1 entry size:1 entry num:3
Dump Index table:
entry(0):

path:rk-kernel.dtb

offset:4 size:33728
entry(1):

path:logo.bmp

offset:70 size:170326
entry(2):

path:logo_kernel.bmp

offset:403 size:19160

Unack resource.img to ./out successed!

15.5 mkimage

hRE: AR SPL 55\ N Loader & {4,

fan: i R e a2 42 B Rockehip [ bootrom Ffifs IDBLOCK #83(, XM anS<[FIIHMEEL u-boot-
tpl.bin [13k 4 > byte > Bootrom i FAR %) ID:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img
[ERAE N

./doc/mkimage.1

15.6 stacktrace.sh

Yife: RTERRE R, ESERKEMEEY,
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15.7 mkbootimg

ThRE: FTHELE A4 sbootflIrecovery.img, F >k #Eandroid T2,

ye )

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img -
-out boot.img

15.8 unpack_bootimg

UigE: FFbootflirecovery.imgfffd, JE KA Eandroid Tz,

yofl:

./scripts/unpack_bootimg --boot_img boot.img --out out/

15.9 repack-bootimg

hRE: B Hibootflrecovery.imgH 1 E {4,
e

// flgn: HEftkernel
./scripts/repack-bootimg --boot_img boot.img --kernel zImage -o boot_repack.img

/7 Bl REresource
./scripts/repack-bootimg --boot_img boot.img --second resource.img -0
boot_repack.img

15.10 pack_resource.sh

Thig: $TH . /tools/images/ HE NHIFEHLE frittresource.img,

yo

./scripts/pack_resource.sh resource.img

Pack ./tools/images/ & resource.img to resource.img ...

Unpacking old image(resource.img):

rk-kernel.dtb 1

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery_1.bmp battery_2.bmp battery_3.bmp battery_4.bmp
battery_5.bmp battery_fail.bmp battery_0.bmp 8

resource.img is packed ready
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15.11 buildman

iee: HEZHIFENAR, IEFESHTRIEYATES R G HMEE, FHS%:
./tools/buildman/README
{# F buildman 75 Z AR HTIZ B 4T toolchain #412, Zm%E'~/.buildman'S {4 :

[toolchain]
arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86_64_arm-linux-

gnueabihf/
aarché4: ~/prebuilts/gcc/linux-x86/aarché4/gcc-linaro-6.3.1-2017.05-

X86_64_aarch64-1linux-gnu/
BRI, WN9RI%ATE Rockchip “EA ) U-Boot 14A5:
./tools/buildman/buildman rockchip
HIARZEIRANT

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 (0] 0 /34 evb-rk3326

SR RT, F—E5ESR pass A EE (GE) , B NED waming fHEEEE (8
) , EBE=ZA error TIEWIFIBIHEEHE (A6)  WRHFEILEFE warning B0 error 1E
2 B EoRHR,

15.12 patman

RE: python BRI T H, JEidEHHM T H5EK patch AR ETERS, 2 patch Upstream (U-Boot.,
Kernel) JFEIFHMLNE TH, F2IhRE:

o RAESEE D format ¥~ T ;

o & checkpatch I THEE;

o M commit 15 BFEBUF #5158 upstream mailing list FTF5 Y Cover-letter, patch version, version
changes {5 & ;

o H3hEM commit 1 change-id;

o HINRYE Maintainer F1 X H4E A5 EHEEE A patch TR IIAEN ;

o RYE~ gitconfig' 5" /. gitconfig Bt BT A patch &% H %,

[E2AiE N
./tools/patman/README

it F-h e T A il < I T

$ patman -h
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Usage: patman [options]

Create patches from commits in a branch, check them and email them as
specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
-H, --full-help Display the README file

-c COUNT, --count=COUNT
Automatically create patches from top n commits
-i, --ignore-errors Send patches email even if patch errors are found
-m, --no-maintainers Don't cc the file maintainers automatically
-n, --dry-run Do a dry run (create but don't email patches)
-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN_REPLY_TO, --in-reply-to=IN_REPLY_TO
Message ID that this series is in reply to
-S START, --start=START
Commit to start creating patches from (0 = HEAD)
-t, --ignore-bad-tags
Ignore bad tags / aliases

--test run tests

-v, --verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
--no-check Don't check for patch compliance

--no-tags Don't process subject tags as aliaes

-T, --thread Create patches as a single thread

BRI $RAEHTHY 3 1 patch
patman -t -c3

212175 checkpatch 415 F error 8{# warning 2 H /] abort, T3 ZEMARIR patch AR A5 EHTE

HAth A HI3ZE 0T

o ¢ BRI RTTHIAYER S BK TAG, KEB57 ol patman IRA!, 752208 -t1£07T;

o - WAL wamning (40 80 NFAF) FATNNTEHFR MR, AIAEHIN-1IETHR AN T ;

o -5 UNREHRZAIAN T HAZIE YA tree 1Y top, AJ PUEIS-s'Blid top B N NAT;

o -0 WEHIFARMIRRAN T, NIRRT T 27 A LAEIE checkpatch, AT DA A -n' 210 ;

patchman Fi & commit message HHSCHET, 42k upstream mailing list AT 75 1S o
HRIHY) commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE
OP-TEE is an open source trusted 0S, in armv7, its loading and

running are like this:
loading:



- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:

<https://github.com/OP-TEE/optee_os>

and search for 'boot arguments' for detail entry parameter in:
core/arch/arm/kernel/generic_entry_a32.S

Cover-letter:
rockchip: add tpl and OPTEE support for rk3229

Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229(cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.
END

Series-version: 4
Series-changes: 4

- use NULL instead of '0'

- add fdt_addr as arg2 of entry

Series-changes: 2
- Using new image type for op-tee

Change-Id: I3fd2b8305ba8fa9ea687ab7f3fdiffd2fac9ece6
Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

IXA patch JEIT patman A& IEHINE, 24—} Cover-letter:

[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

KR patch FIFREIUN TR, 7 version 15 B 124 Hij patch S22 series 155 ) LE

[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch [1Y) commit message ML T, change-id #7245,  Cover-letter # E45, version-changes 15 &
BN AR IESE R -

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/0OP-TEE/optee_os>
and search for 'boot arguments' for detail entry parameter in:



core/arch/arm/kernel/generic_entry_a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of 'O’
- add fdt_addr as arg2 of entry

Changes in v3: None

Changes in v2:

- Using new image type for op-tee
common/spl/Kconfig | 7 ++++++4+
common/spl/Makefile | 1 +
common/spl/spl.c | 9 +++++++++

common/spl/spl_optee.S | 13 +++++++++++++

include/spl.h | 13 +++++++++++++

5 files changed, 43 insertions(+)

create mode 100644 common/spl/spl_optee.S

2P, 40 Series-prefix", "Series-cc"% 152 % README,



16. Chapter-16 FAQ

TODO
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17. Chapter-17 i} 5%

17.1 &Sk

17.1.1 rkbin

o RK NERLFENN: B5% gerrit R % “rk/rkbin”
o AMETHEIM (2i%1) :

o N RK ZfH7E% SDK
o Github F#k: https:/github.com/rockchip-linux/rkbin

17.1.2 GCC

o RK WNHEFTAEIN: gerrit R % “gee-linaro-6.3.1”
o HMBIARNN: T# RK ZAiAI7E% SDK 5 LinaroH M F#

17.2 Ni&

e U-Boot: Universal Boot Loader

e AOQOSP: Android Open-Source Project
e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

e Fastboot: [} Android Y —Rh e[ 777, IRAE ™72 B H T HR A SR
e GPT: GUID Partition Table

o MMC: Multi Media Card, fi#%: eMMC, SD %

e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: #id], ¥ Blob

e DTB: #id, FHT2INAIZEH Blob
o DTC: %4, WEWMIRIER

o DTO: Zhidl, WEMSMIRIE

o DTS: #iA, WHEMIFHF

o FDT: %A, PRt

e SCMI: System Control and Management Interfacee
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