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1 WIFI/BT B &

1.1 kernel B B

2% /docs/Linux reference documents H3% FIJ Rockchip Linux WIFI BT JFk
F8F§ V6. 0. pdf SCRY, ZF—FFT WIFI/BT FLE’

1.2 buildroot B2 B

R HF F#T: make menuconfig
1. WIFI B -
rkwifibt BCE, ARHESEEREH Wikl e MG E, HXUZUR kernel FlE —3

<Select>

2. BABCE

real tek BHFE VAT bluez X, EXE/MGHEBIHEWEA bsa hill. LUFECE,
FRYEARELH R =3k —

1), realtek B4 %EFE: bluez—utils 5.x, {#f] bluez FEFNIT/E: bluez—alsa

readline




[@] bluez—alsa

[W1 bluez-alsal

—*— readline

2). IEFEMIZHIESE: broadcom(ampak) bsa server and app

BEN wifi/bt chip support (XXX)———> LIS RS, LAUR rkwifibt ACE
—3

3). IFHEBIHEFE: broadcom (cypress) bsa server and app

BEN wifi/bt chip support (XXX)———> LIS RS, LAUR rkwifibt ACE
—3



broadcom (cypress) bsa server and app

<Select>

3, IBHECEHNE, make savedefconfig fRA1EMACE

1.3 RiFi

1. 4 rkwifibt, R EIFHAT:
make rkwifibt—dirclean && make rkwifibt-rebuild
2. WP, DUTRgRIREI, RIS =ik —
1) realtek FEZH %1% :
make bluezb utils—rebuild
make bluez—alsa-rebuild
2) IEFEAEA 55 %
make broadcom bsa-rebuild
3. R
make cypress_bsa-rebuild
3. ZWiE deviceio, HRHZFTFHAT:
make deviceio—dirclean && make deviceio—rebuild
4 ATEREME, RHES AT
. /mkfirmware. sh (4] LL. /build. sh, @R%wiF, 2 H3FTEEMA



2 S {THE M

N

B SR Wik FIIRSSHEFR S5, B H%iN: ps | grep wpa supplicant

# ps | grep wpa_supplicant

532 root 3380 S wpa supplicant -B -i wlan0 -c /data/cfg/wpa supplica
618 root 1836 R grep wpa supplicant

MRS, EF)EE:
wpa_supplicant -B —-i wlan0 -c /data/cfg/wpa supplicant. conf &

B /data/cfg/wpa supplicant. conf X/, ¥sNAC & I
network={
ssid="WiFi-AP” // WiFi &%
psk="12345678" // WiFi %65
key mgmt=WPA-PSK // BN T, ANEATE R PLE 3R
#tkey mgmt=NONE /] AN

}
B FARECE:  wpa cli reconfigure
BEFER:: wpa cli reconnect



3 FH1EC M
3.1 ble E2M

1. féis

ble BEM [EIFSZHF bluez ble BCMA bsa ble BCM, HLE SMEASTRY S — 1T

‘WIFT/BT MCE’ o JFH ble BCW O deviceio, #%H47T RkBle. ho

2. mHULH

%% /docs/Develop reference documents/Devicelo H3E T

Rockchip Developer Guide Rk3308 Devicelo Bluetooth CN.pdf A4, &7

‘BLE #2014 (RkBle.h) ’ .

3. WBIRERY

NIRRT 1A N external/deviceio/test/rk ble app.c
4. APP

app #4%: /external/app/RockHome. apk

app VRS EE4%: /external/app/src/RockHome

% app (AEAF IR demo, FRATERL 1 Hornor 8, Remi6, /K6, —hn6, OPPO
A5 US| iphone6s (plus). =& S6. VIVO X9 Z£FHl. HAR S HFHIEE N, app 3
P AT REAEAE AU o
5. FCPAER

ZBC AR LA bsa ble BCRNGIREAT LI, FrA i log ¥4 bsa IIELM log. bluez
BRAEIRAE, o log A

D B Wik RS ERE G, £ O%AN: ps | grep wpa_supplicant

# ps | grep wpa supplicant

532 root 0 s wpa supplicant -B -i wlan0 -c¢ /data/cfg/wpa supplica
618 root 336 R grep wpa supplicant

2). WRBEE, EFE 50
wpa_supplicant -B —i wlan0 —c /data/cfg/wpa_supplicant. conf &
3. e S TAT: deviceio test wificonfig, A 1 [FIZE, JE3hble BLM

io test wificonfig

Liddi

/BCM4345C0.hed
killed

channels




4. WEN ble iK% 4 W AILL RockChip NAETZ, 75N apk JCiEK R E %%

DEBUG: app ble rk server open: app ble rk server open
[RK] ble status: RK BLE STATE IDLE
INFO: app ble start: app ble start]
BSA trace 1029@ 01/01 0Sh:56m:09s:32éms: BSA BleEnableInit|
BSA trace 1030@ 01/01 0Sh:56m:09s:326ms: BSA BleEnable]
DEBUG: app _ble rk server set device name: app ble device name: RockChipBle]
INFO: app ble rk server gatt server init: wifi introducer gatt server init]
BSA trace 1031@ 01/01 0Sh:56m:09s:328ms: BSA BleSeAppRegisterInit
BSA_trace 1032€ 01/01 0%h:56m:09s:329ms: BSA BleSeAppRegister
INFO: app ble rk server register: server if:4

5). FHLuHFH apk
Ri CONTINUE —> START SCAN, ###LA RockChip ARIZR a4 1 ble W&

REHTERRE
RockChipEle
SF:CE:6F:AD:F8:30

EEEREAS,
& ABLuetootind di i EEHETREETEE

6) RUTARELERL ble Bk, JTURERLRBR, BRELMT), Wi log T

INFO: app ble rk server profile cback: BSA BLE SE OPEN EVT status:0
INFO: app:ble:rk:server:profile:cback: app:ble:rk:servgriconniup con;!;E?B;z_“‘>
INFO: app ble rk server profile cback: app ble rk server conn up connected to [40:BD)
:ED:F8:9A:1D] - - - - -

IDEBUG: app dm set ble visibility: Set BLE Visibility Discoverable:0 Connectable:0
BSA_ trace 1049@ 01/01 09h:57m:565:262ms: BSA DmSetConfigInit

BSA trace 1050@ 01/01 09h:57m:56s5:263ms: BSA DmSetConfig

[RK] ble status: RK BLE STATE CONNECT -

INFO: app ble rk server profile cback: Stopping Advertisements

BSAﬁtrace7105I@ 61/01 0%h:57m:56s:267ms : bsa_sec _event hdlr event:0

IDEBUG: app mgr security callback: event:0

IDEBUG = app:mgr:security:callback: BSA SEC_LINK UP _EVT bd addr: 40:bd:ed:f8:9a:1d
IDEBUG: app mgr security callback: ClassOfDevice:00:00:00 => Misc device

IDEBUG : app:mgr:security:callback: LinkType: 2

DEBUG: bt_mgr_notify callback: BT_LINK UP_EVT -dmmmmm——s""""

T WAAZERERY), apk BENFCMRE, Adr >> %4 FRE wifi list, EHFEAEEE
B wifi, NN, A Confirm JFUGTHD M

4

hlxiacmi

4

kuke_C&72

L]

Fang-HiWiFi

eddie-link

4

k]

EF:CEB:6F:AD:F5:30 Deptlll_ZYZ EF:CB:6F:AD:F38:30

)]

<unknown ssid> b ROCKROOM diaczhatian h>3

R |

diaozhatian

Rockehip

DLinkBa0s

4

4 4

ChiHI-fBrg

A

xigomi

a

Rockchip-guest

E




8)  MuimiEE] ssid Ml psk Ja, FTARERE %S

[RK] ble data.cmd: wifisetup, ble data.start: 1, ble data.end: 4
01-01 09:59:30.161 954 995 D [RK] wifi ssid is diaozhatian|
01-01 09:59:30.162 954 995 D [RK] wifi psk is 7788123456

[RK] rk config wifi threa
[RK] controlWifi connect ...
[REWIFT] execl: wpa cli —-iwlanO disable network all
[ 7170.184932] CFGB80211-ERROR) wl_cfg80211 disconnect : Reason 3

[ 7170.191679] CFG80211-ERROR) wl_ is linkdown : Link down Reason :
[ 7170.191800] 1link down if wlan0O may call cfg80211 disconnected.
=2 from 64:09:80:0a:13:b0
[ 7170.216075] CFG80211-ERROR) wl_is_ linkdown Link down Reason WLC_E_DEAUTH
[ 7170.219478] CFG80211-ERROR) wl_ is linkdown Link down Reason WLC E DEAUTH]
[RKWIFT] execl: wpa cli —-iwlanO add networ
format wifiinfo ssid: 6469616f7a68617469616¢]
[REWIFI] execl: wpa cli -iwlanO set network 2 ssid 6469616f7a68617469616¢
format wifiinfo password:
[RKWIFI] execl: wpa _cli -iwlan0 set network 2 psk \"\7\7\8\8\1\2\3\4\5\6\"
01-01 09:59:31.301 954 3769 I RK wifi connect ssid:"diaozhatian" strlen(ssid):11;
ori:"diaozhatian" strlen(ori):11; psk:"7788123456"

9) R, B RIEIEALFHL apk

wifi is connected.

[RK] rk blewifi state callback state:
DEBUG: app_ble rk server send message: conn id
INFO: app ble rk server send message: Sending Notification|
INFO: app _ble rk server send notification: app ble rk server send notification
BSA trace 1220@ 01/01 09h:59m:41s:219ms: BSA BleSeSendIndInit]
IDEBUG: app ble rk server send notification: uuid: 00009999-0000-1000-8000-00805F9B34

IDEBUG: app ble rk server send notification: uuid string: 0000180A-0000-1000-8000-008
0SF9B34FB|

IDEBUG: app ble rk server send notification: uuid string: 00009999-0000-1000-8000-008
05F9B34FB
DEBUG: app_ble rk server send notification: attr index notify: 1

BSA trace 1221€ 01/01 09h:59m:41s:222ms: send notification: /

BSA trace 1222@ 01/01 0%h:59m:41s:223ms: 0000: 01

10D+ apk SmY EIHC K DD HE RS, WiT ble 3E#E, R R I, Hm log 4

DEBUG: app_ble rk server profile cback: event = 23

INFO: app ble rk server profile cback: BSA BLE_SE CLOSE_EVT status:l9«fmss——
INFO: app_ble rk server profile cback: conn_id:0x4

INFO: app ble rk server profile cback: app ble rk server connection down conn_ id:4
reason:19

DEBUG: app dm set ble adv_param: BDA:00:00:00:00:00:00

DEBUG: app dm set ble adv_param: adv_int min:2056 adv_int max:2056 inst_id:0

BSA trace 224@ 01/01 08h:17m:48s:918ms: BSA DmSetConfigInit

BSA trace 225@ 01/01 08h:17m:48s:919ms: BSA DmSetConfig

DEBUG: app dm set ble visibility: Set BLE Visibility Discoverable:1 Connectable:l
BSA_trace 226@ 01/01 08h:17m:48s:923ms: BSA_DmSetConfigInit

BSA trace 227@ 01/01 08h:17m:48s:923ms: BSA DmSetConfig

[RK] ble status: RK BLE STATE DISCONNECT

BSA trace 228@ 01/01 08h:17m:48s:928ms: bsa sec_event hdlr eis;E;l_,————//

DEBUG: app _mgr_security callback: event:1

DEBUG: app mgr security callback: BSA SEC LINK DOWN EVT bd addr: 51:59:51:a1:1d:03
DEBUG: app mgr_ security callback: Reason: 19

DEBUG: app mgr security callback: LinkType: 2

DEBUG: bt _mgr notify callback: BT_LINK DOWN EVT

1), BHIRSFERM, FELEA 2, X ble ILM; WA 1 EEFE5 ble, EH I
IR PR o




3.2 airkiss ACM

1. féisr
HAT airkiss BRI SCRF rt18723ds, IS HASCRIS —&5 7 WIFL/BT & @47
FHNACE ; ap BEAIEZH external /wifiAutoSetup H & TR
airkiss MEAMRZE, AEBAEAME—MECH T AEH, 772 MR BLER M 7
%=, FHEiEZ*# (/docs/Develop reference documents/WIFIBT/RK ¥ RTL8723DS
ATRKTISS B #¢BH. pdf).
HAT airkiss B L 2E %8 deviceio 1, BEAALT Rk wifi. ho
2. kernel &%
&858 /drivers/net/wireless/rockchip wlan/rt18723ds/Makefile /4
—CONFIG_WIFI _MONITOR = n
+CONFIG_WIFI MONITOR = y
3. BEOU
Ja8l) airkiss BLM, BEYRME 0, MR E-1
int RK wifi airkiss start(char *ssid, char *password)
ssid: FHLImAIEMN wifi ZHK
password: FHLUGAIERH wifi Z509
FKM] airkiss Bt
void RK wifi airkiss stop()
4. RBIREFF
NBIFEFE 812N external/deviceio/test/rk wifi test.c
ZMR A RK wifi airkiss start ) JE3h airkiss, FREL ssid F1 password 318
wifi BEW. FEHE: void rk_wifi_airkiss_start (void *data),
DevicelOTest. cpp T
voia rk_wifi_airkiss_startvoia ~data)
{ inteerr =-0;
struct wifi info info;
pthread t tid - 0;
memset (sinfo, -0, sizeof (struct wifi info));
Printf ("=——=—=%s =——=-\n", _ func_);

if (RK wifi airkiss start(info.ssid, -info.psk) -<-0)
return;

err -=-pthread create(&tid, ‘NULL, -xk wifi config thread, -&info):;
if - (err) -{
printf("Erreor -- ‘pthread create() -return-code: -%d\n", -err);
return; N

I

while - (!wifi state)
sleep (1) ;

} «-end-rk wifi airkiss start-»



5. TAEHECM 7 =X

FTLME 0L app B0 493005 — 4R 77 2000 B 0 4%

D FHl app F#Eidhdb: https://iot. weixin. qq. com/wiki/document—
download. html , FEANTF#HAO —> WiFi %% > airkiss I TH, T#
AirKissDebugger. apk

WIiFHg &

AirKissEEAE T 1 T

AirlinkiZidTE : T

2)\ MEERAT 480, USRS, FALLAUEER wifi, HSR: Rig
R, HTRTHL wifi J5HER

I AL & P4

6+ EEIERHG
D FHLuERE L app NEIFEAT R H, $T7HF AirKissDebugger. apk, %A ssid fl
password, AESKey NZ. Ao i KGR, BRI & Hen

“AirKissDebugger: Bingo”

AirKisslebugg B f B ¢ |hirKissDebuge

“diaozhatian”

id=diaozhatian, | 5tar

AirKiszsDebugger:HBingo



https://iot.weixin.qq.com/wiki/document-download.html
https://iot.weixin.qq.com/wiki/document-download.html

Test Command Index ####

n ap cnt: 42
channel: 1 2
Start airki
Airkiss init

random 0xas

1 length = 11, "pwd le

illall: wpa su

5). BRI

wpa cli -iwlan0 status | grep wpa st OMPLETED

wpa cli —-iwlan0 status | grep ip address: ip address=192.168.31.164

Congratulation: wifi >
Selected interface 'wlanO'

'"wlanO"

6). HIXJESIECM, FRELEHN 4, M airkiss BCM; T4 3 EH 50 airkiss,
B CH Y MV



3.3 Softap ECZM

1. fasr
G, I SDK AR WiFi G —A> AP #hf, EFHUImIERIZ AP Al HIK, Tl
Uiy apk FRHX SDK A ) S AT B # i pI2, A Tl N 2% AP [0, apk 24 AP
(1) ssid FIAS & 5 SDK Aiuifi: )i, SDK B o iRAE USRI A5 RO% WiFi.
Softap BL L EERKF] deviceio H, ¥EIALT Rk softap. ho
2+ APP
app #%41%: /external/app/RockHome. apk
app PTG #4%: /external/app/src/RockHome
3. buildroot it &

4. B
1. Ja3l softap AL -
RK softap start(char* name, RK SOFTAP SERVER TYPE server type)
name: wifi #EAIZ T, HIZZ0N Rockehip—-SoftAp
server_type: MZEHMNEAY, HFrHSCHF TCP Bl
2). 255 softap BLM
int RK softap stop(void)
3y VEMPRES EA
RK softap register callback (RK SOFTAP STATE CALLBACK cb)
IEEEBE /4% : RK_SOFTAP_STATE_CONNECTTING
W& %2 2: RK_SOFTAP_STATE_SUCCESS
WL ERE R RKSOFTAP_STATE FAIL
5. wBIREP
RHIFEF IR IEN: external/deviceio/test/rk wifi test.c
FEP O



void rk wifi softap start(void *data)
rk wifi softap stop(void *data)
{E DevicelOTest. cpp A H -
6. FCMIER
D\ EeHIR Wikl MRS RSN, S O%iAN:  ps | grep wpa supplicant, QI
JB3), HFEh)E50: wpa supplicant —-B —i wlan0 —c /data/cfg/wpa supplicant. conf &
2) + B AT AT deviceio test wificonfig, #iA 5 [FIZE, JE3h softap At

tapd 1
tapd 1

Hostapd 1
tapd 1 i i > i 3 d d
8 event
e7:65

19

3)+ ¥THF RockHome. apk, ZEMMIE LRSS =/ NMETT, BN softap B 7=, A

SEARCH DEVICES, #94# Lk Rockchip-SoftAp MRy 4 1 softap ¥4
(oo oo

BERITERES
Rockchip-Softip

” ) SEREAHEBAMEE
ME®EET A,
* f# ABlustcothiE i

= =

CONTINUE SEARCH DEVICES SEARCH DEVICES

4)  FEERERRN sof tap Bk, IR, BIAIERMT, W log 1T

wlanl: STA 94:87:e0: ociated
wlanl: AP-STA-CONNECTED 94:87:e0:34:e6:fd

> 1561] FGB0211-ERROR) wl_cfgB80211_ change_station : WLC_SCB AUTHORIZE sta_f1l
sk not set

5). WAAERERI, apk #EAECM A, S >> KA wifi list, GHBEEIERW
wifi, A%, A Confirm FFUGTHE K



)

hixiaomi

4

kuke_C672

4

Fang-HIWIFi

4 4

eddie-link
Rnckchip—SnftAx Deptil_Zv2 Rockchip-SoftAp

Top to select a mi.f:i.)) ROCKROOM

4

diaozhatian »

4

diaozhatian

Rockehip -
fish1 =

DLink880&

4

CMHI-fBrg

a

xiaomi

Rackchip-guest

Setup HTTPB/1.1
ation/j
Android 8.1.0; MI 6X MIUI/V10 . 0.0ODCCNXM)

an",
TTING

1.0; MI 6X MIUI/V10.2.2.0.0DCCNXM)
gzip
211-ERROR) wl 211 _connect : Connecting with64:09
hatian", len (11)

led with 64:0
0211 determine

led with 64:0

8)  BLMIIN)E, M disableWifiAp, FAL apk iR [FI& &R, Wim log IR

MI 6X MIUI/V10.2.2.0.0DCCNXM)

SOFTAP
apd 1
wlanl: int ate )ISABLED
3 0:3
11-ERROR) wl 0 tation : : ff:ff:
e = killall d ip is AP6255.

. E_DEAUTH (5)

wlanl
nl80211: deinit ifname=wlanl i 11b rates=0

9. FEHXES) softap BLM, FEJHAN 6, 014 R¥IUG softap, FHIAN 5 HHr
VI softap, A FIREC 4T




3.4 softap web ui BCM

1. fafr

softap web ui FEC R FIRIH softap o —FE, R & ML L 75 223 F 4 apk,

2. RIS HZ
external/rk_webui/ (BL&UEAS. JEBIHIA)
buildroot/package/boa/
buildroot/package/rockchip/rk webui/ CHELE4mEFEEA)
3+ Buildroot it &

2% buildroot %% BR2 PACKAGE RK WEBUT = y, 4RJE{%1AMCE B4 make
rk webui, EHrAHEM

There is no help available for this option.
Symbol: BR2_PACKAGE RK_WEBUI [=y]
Type : boolean
Prompt: Rockchip web ui

Location:

-> Target packages
-> rockchip BSP packages (BR2_PACKAGE ROCKCHIP [=y])
Defined at package/rockchip/rk_webui/Config.in:1
Depends on: BR2_PACKAGE_ROCKCHIP [=y]

4. FCM
D IEEREERIT ps BT, BRAWT 4 DEREE S

2) | ATHFNLE B FLH T ZE Rockchip WebUT FIZXI1 ap, Ehl
Rockchip WebUT 9604 (J5 I [ 4 A7 507 R/RAHNL WiFi 19 MAC HuhEf) )G 4 67, H{EX S,
AR

DLink880_5GHz




3) . FTHFFNLNERE, FN: 192.168.88. 1 (WL qahBkiE3]/cgi—
bin/home. ¢) , SR/ EIZE I A

@ 192.168.88.1/cgi-bin/homec (@)

~—N
~
.

Q@

4) | i WiFi AP:

@® 192.168.88.1/cgi-bin/wifi.cai (@)

<« Saved Access Points
Scan
Add Network

5) . A Scan i

® 192.168.88.1/cgi-bin/scan.cc (@)
- Scan Results

DLink8808% it

B )))

B )))

ZainAP

B )))

TP-LINK_HKH

B )))

Caesar-AP



6) « M EERLR WiFi, RSN EIL I S Connect (JEE: BT WiFi &5 F fkd
PEREH: 243 H AT WiFi Ebi TP-LINK HKH A1 A B # 5 Rockehip WebUT XXXX ANTE [/l —
MBIE, SSETFHRPGEWITTF, 175 AR EE POIR A

@ 192.168.88.1/cgi-bin/dialog.c (@
<« TP-LINK_HKH

BSSID:
9c:21:6a:c8:6f:7¢c
Frequency:
2462Mhz
Security:

[WPA-PSK-CCMP][WPA2-PSK-CCMP]
[ESS]

AR YEEBRWIFIRARTEERE
ERSSBRRET, HEMEsetting
FEEERR, URNERRE.

T FHLEFEREAGT, SERE, U B C4IER Connected (HSCHFEIC AN
AR (D)

@® 192.168.88.1/cgi-bin/wifi.cgi @

Saved Access Points
Scan
TP-LINK_HKH c d Forget Di

Add Network

AR UERBRWFRARTEERENN S SBRRNF, WER
Esetting REEREAN, URDEARS.




