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1. TrustZonefd 7}

1.1 4 ETrustZone

ARM TrustZoneSAAREFTEENRETTE | $IBUEHEFE LRXENA  8FREXN. #F
FRIEIR(DRM). AV ARSFIET WebAIRRSS.

TrustZoneffz AR S5Cortex™-AQMEBSRBEERY, , FHEITAMBA-AXIREAISFENI TrustZone RFEIPHRER
FhE T B, WRFGEZERETLMRIPLZERE. IR, EENFESINE , NTTHURERE(I%R
BLIE.

&RBTrustZone Ready ProgramEiNFF & FHFIATrustZoneS RBNIR E IR T BER STF e 2 ulEHITIR
B(TEE) AR ZE RN FREFIIZ 2 IREHIES.

BREFIIFRENSRIMRB AR RUTETT ERSENSMNMENRT , BalREERREEE
Minternet FEEF AN BRI BEMFE. XL EERFE R HIREOEMBH TIIE LSRR
2, B ETAIREH T | FEREE IEE A el@EEckZ LR & BiraE a6,
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BRY , BanREMIEEERSHIFTREARIENM. MBEET. TEMMERE —SERRIIRITITFRISA
R, BgEE BT FHUTIES (IR EIRRITIR, | X—1TIERREA , HROEIAREFF AL,

XK REHCEFINEIREMITERM. ASMrootkitFREl FT— R ERR. (BR , BN
FAETARM TrustZonefSARHER R ERAFEBESecurCore™TENITER | TR HBEBIRIHTIEE
ERNFNEUR PRI EEAR £RRTTRANRE.

SR R REBETrustZonefARBISoC (IZ{TRIEHUTINE ) , 5F0SHT , AR LIS/ EET 4
Wi, TrustZonerJJikEIL R | IREBHSISIRE. FERAREFBEEIERMBNR  tn

FARZ T AR ERARFEEFT—8IRE L. MIEEETIFARM TrustZonefsiARERTE Cortex-AZE
WEERAEARINEE , BETARMEEZ Y B5IAN., XLy RBrlT e, FafimAERPEHE—
MR RIRE | FRHR AR SN S E,

1.2 TrustZoneiRiE{H2243

1.2.1 fEHERE

TrustZonefBH 2R STERML EER | NTEIRFEEBIENGBIINRSITERE. TrustZonefsAH
RIS ORI ARMA B AIER £ MG SIS E IRV B hdt TR RRIEMEEN | TARHE]
EE—HAZNREMRTE.

SMNEEL 2 BiREXFHUEARENT | LBLER-RIEZ BRI ER . BEXs
HRFERTHE— TR ZNRERRTR | MERERSI AR LR ZE BN TS,

Lﬁ-} Monitor Mode QJ

. Normal World : E Secure World :
i Normal World | Secure Werld E
: User Mode 'y User Mode :
| 1 3 3 :
:|  NormalWorld | ! SecureWorld |
.| Privileged Modes ¥ Privileged Modes |

BILUTH#RERZE | REASoCEMFMRIR |, FeosiT I KE (BTFReF
RONReXEUR AT EERMMATEASHEEXE ) 1. S5TrustZonefJAMBA3 AXI™ SIS
PR ER RS EXSBHTENIREKIFER , NIEXRNXIEZ EEEEAR. 58]
RBRFRMAZEXEANRT | URER SRR A RIs TR RS ReS IR S B
T SEBLEEELGRRIRE (190, CEREESRHEFRATS ) . BUEREGTIRET ek
AISMR | IR AR RFIFERTZ2IHMERNFRAVEE | NTERREENEREN T EKA.

TrustZone B4 2RI N EEE—LARMAMESE NiZ-PSLHIRY . BIdXEERMENATY & |
BIRAIERRRZAEE LARTE RS R 2B RIIT N EB XM 2 KEHTAE. X, EX
FERTARELERRR , NTTHE T THREFMEER  FEAITFEHERERG SEBXEERIER
B—iEiETT.

ENARNE TAIREIMANERRE | XA RSB A ERET (FRARIER ) SRidtfT E T3]
%,

VIERGMEER AT N E B KIH N S IETUAINEISZ RIS |, FHE XA IR o iR s R

RE. ERMIATRATERES (X2 EMER (SMOIES ) RRAHtA |, BREE4RETHIN
FEAA. AXIRQ. FIQ. FNBEHELLANINEBEN R IESEHITHIE | LAME IR R IR,
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FEBES PTG RIIENS |, EEBEFREIIIKEIVAT | FFRFEETRENXIRAEN
KE. ARG ESWTINEERENRE  ECERRKISFEFSMIBITFE. TrustZonelE {4215
HRE— N AHEEREBAELEMES , ErEfiLeXIEEIEE , mMASHIEEEEXIHIIE
AL,

1.2.2 5R{45R1E

E Normal World 4 : Secure World 4
E Applications | | ' 2 2 2 ||
' Requiring | | ! g g %g gg :
| Secure OS | ! 2 = 2 |
i Gpen S : i = 2 = = e :
: Applications ik 4 i < '% < 4
E LR '; : Secure OS :
! TZ Driver | ! 1
'|  Embedded O 'i|  Monitor E
e e (R e e — .

Cortex-A [ ARM1176 Processor with ARM TrustZone Technology
= -

Secure Element
(SecurCore)

ESoCRE ST 2 XIFEREHPIETRERT WY | FHBEEEEPIISRE.

AIREEIFS S TrustZoneHIAM IR EE W% EHIZe S RIS AR HERS BT SEINAVEA 284, R R AR 2R
ETAZEXEBRERS ; REBENENEELEXETHEEREE. X MUREREZ BEiFEsH
[EJIEI,

ERLZEARARER—FMERERAIIRLT, EXENSMRTZERIENBREFIFAIT. ike
N FRREFROE T TR e 2 S E B KEFA IR AR = KIF(ESS.

R SRHESoChERIIEHHAFRERIL , BN EITRELIEAMP)ECE RN ERIRAIE

1T IEAIERIS AL IR BRI A,

(ERBZEXEESSIHERXEAESHIEE XIE MR ERAIE S YRR E IR AT RAITRE L
E(SMPIIHRIFSMA. Flal , FEREIRIHT | ReERENBER R CSHFIE B RIEESAIN
R, G SERIERN FRRE R LRSS IR A,

T2 ERARMEEINFRAN | EIEIHFAARESITEEEEN T XIFIEAE | LIBEEE
1.2.3 TrustZone5TEE

ft. RERIT. ABSRIPIE SO RN AREE R A TrustZone AR IERENR R ATIRHAY
SANKREFIKIESHTTEN. MM

1. ERSENZERITNEG | AN ERMFRAKETERE S
2. ENIRIFRIEMHEER , ISR FUSMERENNAREFNTEY | BRLEMEAZEIRE
3. ZFJNRREINR , IRF. BE/MER  EEERE
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ETARM TrustZoneARRIRESTIMAPHEES | R THEHRITIMR(TEE) , FRARFEEI—H
B RESCILETIREN— B - XM R ENAER. HERENAEFIESBXENE
2XERVIEONED , Hlan , LEBEXREENERE. TEERRE T SRR ENBEREFIRES | 2
MNEMEIRS L.

TEE APIRJIREE(L ( ERGlobalPlatform&i ) RS RMHE. EERMOEMAIRI B FrIENAE
FFA0RRSS SEIRHiA1L.

ARM TrustZoneSATTHREFIMNLZ 2 RIINREHAFNTEY. EEBIEEFIEREFRHE

PHRN FREFRI5EEMY | TrustZonelR iRt T £ HITINME ( BIAJ{SHATIMG (TEE) ) |, FELARHR
BrfENARERFAREIET , NTELLERIRE/mS AR IE.

TrustZonefBHHEM T TEESHUKERENIIRE. BHREIT BARP—E2WIEINR ( SiEEE/
RHRFFS ) RIEEMAMEL.

[FERESE 7TIXEXREINEE , RATrustZoneSARRS R R T RSN EFKEHEXBFRLALEAAR
5 (FEz. BFRRS ) | MEnRRS (FR. FRN ) LURFEELLIHRRSS (BERkEls ) .

FEAZE Androidi®E L , Android BootINEFEFEASIINIRENRAVES . FEH—TiFIHIR
BRI FRIANdroid SRR &t Troot, ARARRIMIXATILER AFHERTEEIEX
. NEREFIRR. —BRERZRA , WSSEIRSHES. NRARESEERY  WiEEEE
W EIERIZ 2.

Secure BootAJ BXBALE LIAERE , Secure Boot@—MZ2HE , BrIb LS B inEcREE
REEIIHAEFFIRZ. RESEENENSNEIELANNEZE S NEZRNEGIR G (R ERFIRS
Bt ) SWAAZIENNES. T2EEHILIZME B , BLPREERRE I HREIH T
.

2. TEEIRIR
2.1 F&ikeE

RockchipsE&HAndroid 7.1 R ESIRASDKERAIYTIFTEEIRE , Android7.1LATFARABIAASTFTEE
RIS, LinuxhRASSDKERIAARSZIFTEETRIE,

RockchipEEaRAERITEESZOP-TEE , TEE APIFF&GlobalPlatformiRiAE,
Behz{T{ErockchipE& LRYOP-TEEBH/MRA , OP-TEE V150P-TEE V2,

1.0P-TEE V1 : RK312x, RK322x, RK3288, RK3328, RK322xh, RK3368, RK3399,
RK3399Pro,

2.0P-TEE V2 : RK3326, RK3308, RK1808, RV1109/RV1126, RK3566/RK3568F1[G4EHFR.

PINRBTETEERES . TAX(H. Secure OSEHFFEINBEAR , FREREFERBARMRATEEE
KB,

2.2 Parameter.txti5Bg

Parameter txtxM/HER T ZEE RO XBMUESK/IMEE . RockchipAJOP-TEEB BIREIAY SZHFsecurity
ErpmbRML e RS , BAFERIMIGRFHRTARIREtorageDEECRIATE , &
parameter.txtqiEEE N security?> X , MTATSEEAsecurityReFHESH RS | 18 B security XY
FoiEREEparameter.txtdiEI00x00002000@0x000xxxxx(security)BIE] , 0x00002000FK~A/N\4M,
0x000xxxxxZFRaEciattit , BAMRIESCRRIparameter. txtSRIEXL,
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2.3 TEEES

TEE Secure OSRYIRRBENAATHER , binaryfiFB=H u-boot/tools/rk_tools/bin & rkbin/bin T,
1. ARMV73EEBITEE binaryll T E u-boot/tools/loaderimage ¥R E4trust.img , TEE binary
@ RT

<platform>_tee_[ta]_<version>.bin

BFRPTEtalASHFIMNEBTAIZ T , ANmstalll A SZFRETIMEBTA,
2. ARMVSEEHRITEE binaryEHTH u-boot/tools/trust_merger $5BL31/BL32%binf &AL E4
trust.img , TEE binaryf9&s 20T :

<platform>_b132_<version>.bin

3. &rkbin/RKTRUST/.inifA[BL32_OPTION] FSEC=0 , MIEEEHEMASEC=1 , BNtrust.imgiGAF £,
BSecure OS , TLiKIBITTEEHEXIRSS.

2.4 U-Boot FRTEEIRE]

BRI—SL SR EREEU-BootXFIRIE , LUANEE— L8R/ R EOP-TEERSITIREY, U-BootE
EISEI T OP-TEE Clientf3 , JLUBITZZ 0 50P-TEE®@(S. OP-TEE Clientdkzh7Elib/optee_clientH
FT ., APIFFEGPHIE. BRIEASHHFREREU-Booth TR HE SHICA/TAN A,

2.4.1 EENHIE

CONFIG_OPTEE_CLIENT , U-BootifEFHOP-TEEETFXK.
CONFIG_OPTEE_V1 , SRFHOP-TEE VIRSE&(EH,
CONFIG_OPTEE_V2 , SKFHOP-TEE V2R &(FEH,

CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION , AHEIZAENLEEFEAIRIERGSERLLeF
fiEXiE, , emmcRZE2FEEUERIrpmb |, nandZ2FiEEiERsecurity D X ; FFRiZGETEFEEER
EfFTFsecurity X , AMEMBrpmb ; ERArpmbkettiksecurity®Ers , (BRBEFIELERISHE
emmc , HFrpmbiYsFE , rombRIEUERTIABIRAY ( BMEEREN ) , Xe—EEE LM
E£RERIN | REFBZAERBEIMSZ2METE | BPFERANTBZE  auRet
BRI BTEARZE.

2.4.2 HEATFREP

U-Boot'5OP-TEEIB(ERT , $BREMAERLZ=AEFF , SJLUBI TEEC_Allocatesharedvemory O RERIE
HEREF , BENMNFERERFENNARE , ENAETIM , EBIUENSEEUESXER | FhxH
VEFE TEEC_ReTleaseSharedMemory () BHHEEZENE.

2.4.3 Z21FfEIhEEM
2.4.3.1 K8

BRUTSE , agfiTeeF#EIeelE. ZUXBASERIINZEEFEEETRE | WiliEF<Bia
R, M ERemmETEIRrpmbSsecurity y KFh L 2EE AT, | HEEEEREnandiT RS
securityp XL L.

1. #AU-BootBBap<T 1 IRFEBOEREPC , PUR(Ectri+c , BaNRE , BalffIRERNEZ ctrl+cig
fEl&{FfEuboot,
2. T - LINE< B,
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=> mmc testsecurestorage

2.4.3.2 EIEIRHIE

"TEEC: Could not find device"
RBHKElemmcEEnandig s , IBIEEU-BoothIRE] , REHREIRA,
"TEEC: Could not find security partition"

LXK MAsecurityp XEZ2FMER |, IIEHIESFEEZSKX |, Bi&Eparameter txtPE2EENXT
securitym> X,

"TEEC: verify [%d] fail, cleanning ....

FE—R(EAsecurity D KHHTREFMERT |, s securityy REUEHABEEMETEI |, securitypXEe

e
"TEEC: Not enough space available in secure storage !"

REFEINTEARE  BREFENSIERSEIX  EFEINGHESS | SEZAESFEIX
EREIETAMER.

INF [0x0] TEE-CORE:storage_read_obj:201: warning! head data not find!
ERR [0x0] TEE-CORE:storage_read_obj:210: cpu or emmc was replaced!

U-Boot/Baid 2B EiR S A ATEEH TR 23 | XESUESII TEENEFEEsecurityy Xai&
romb X , MEINEZERSCPUSSE ;| EEMRCPUBSEKBEIRTTAILEMRES , SHU-BootFahk
W ; BFEEemmcBemmcZ BIMERIL | securityy XeiErpmbo XFEIBEUE | teBiZERS
EU-Boot/Sahtkl ; RN ERNEE S security?y XaZ rpmboy XHHIIBEUE , BFEBIEsecurity
DRNEEE L emmcElT |, HE2ERrpmb BB R ARSI EL B Rrpmbh BEUYE.

“optee check api revision fail”

U-BOOt'STEERMRAAILEL , U-BoOthRAE T TEERRA , FRRINEMT ( Zi%—)

1. [AJRU-BoOthiRAZ cf13b78438 (tag: android-10.0-mid-rkr9) rockchip: spl: add

rollback index check with otp,

2. revertLATRJLAMERS ¢

396e3049bd rochchip: board: only map op-tee share memory as dcache enabled
7a349fdcbd 1ib: optee_client: add optee initialize flag
74eb602743 1ib: optee_client: update to new optee msg for optee vl platform

102dfafc4a rochchip: board: map op-tee memory as dcache enabled

IERER FRIIMEIAISDKhRAER 2 ILECHY,

"optee api revision mismatch with u-boot/kernel, panic"
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E1EU-Boot/ S ERFTED , MIRU-BoothRASTEEARAAITED , U-BoothRAMEKFTEERRAS , BIFHKU-
BOOthRAZE 396e3049bd (tag: android-10.0-mid-rkrll, tag: android-10.0-mid-rkr10)
rochchip: board: only map op-tee share memory as dcache enabled KZLAERRA,

EEANdroidRFE oM ERFTED , MFZK android/vendor/rockchip/common hixZANZE 8bc7bf97 (tag:
android-10.0-mid-rkr10) vpu: Tlibrockit: add Rockit MetadataRetriever LA EARZN,

EELINUXREFEEINERFITED , MIFEZR 1inux/external/security/bin hiRZASZE £f59085¢c optee_vil:
1ib: arm&armé64: update binary and Tibrary KL,

TFEER T IIMEREISDK R A ER 2 ITEZHY,
2.5 TEE linux kernel3Kzsj]

TEE linux kernelBRz{\F security/optee_linuxdriver/ 5 drivers/tee/ /A,
2.5.1 OP-TEE V1

SKFBOP-TEE VIRYE HBYIRENF security/optee_Tinuxdriver/ , BRMASBEHE. FEAEUOT :
config’FiFRINLATRECE

CONFIG_TEE_SUPPORT=Y

B 15ZREEFOP-TEE VIRYTEE linux kernel3Xzf) , OP-TEE V1E&IEEEROP-TEE V2HITEE linux
kernel3kzl) , Erkbin/binB R FTEE binaryX{4& 5 version >=v2.00 , MAEEHFOP-TEE V2AYTEE
linux kernel3kzl,

202058 B LAETEAYANdroid 10LAR LA_ERRASFOLInux iR ABRIAfERBOP-TEE V2ikernel3Kzf,
2.5.2 OP-TEE V2

SEF8 OP-TEE V2 RO R AYIEEN T drivers/tee/ & , FFE/ENT ¢
HIANIRSES dtsi RN T~

firmware {
optee: optee {
compatible = "linaro,optee-tz";
method = "smc";
#status = "disabled";
};
};

EFERABERTHERMIZTR , BE5FERIRE status = "disabled"; SEIZIKNEIAKA |, F
PINREFFopteedks) , REZPS status = "disabled”; BIH],
config FFRMLATRNEGE :

CONFIG_TEE=y
CONFIG_OPTEE=y
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2.5.3 I\ HE

EHI /dev/opteearmtz00 T , iBHoptee VIRITEE linux kernel3XzhEF/3 ;
LI /dev/tee0 F1 /dev/teepriv0 T5r , WiBHoptee V2AJTEE linux kernel3RzhEF/S.

2.6 TEEEEN %
2.6.1 Android

TEEIEERAHEANroid TFEE R vendor/rockchip/common/security 8} B 5
hardware/rockchip/optee T ( B&VIEV2URA , BRIEARFEEREABRAIE ) :

1. lib : B&32bit564bitEE4miIFEHEItee-supplicant, libteec.soLAM keymaster/gatekeepertf
KES.
2. ta | FRYmIFEIFAIkeymaster/gatekeeperFEEAXTAS 4,

2.6.2 Linux

TEEINEAEREMHEIinux TEER external/security/bin T ( BRVISV2IRAE , FREARFEXR
FIREMRASE ) -

1. lib : B&32bit564bitTEE&ImIFHRMtee-supplicant. libteec.sol AR EftCATEFEESI{E,
2. ta : FHERIEFAITAS 4,

3. CA/TAREZSMiR
3.1 KIRECE

1. HYRIFRSE No moduTe named Crypto.Signature , XEFFARBZEREpythonfIEZESE
89, PUTEN T ap< R ¢

pip uninstall Crypto
pip uninstall pycrypto
pip install pycrypto

2. ZEHWENT4EIR  ModuleNotFoundError: No module named 'Cryptodome'
FREN EiEREpythontd : pip3 install [-user] pycryptodomex

3.2 CA/TA demo

RKiE(Ht—ECA/TA demo , BHVE :

o BFKRERMSE
o HEATWHTEEBAS

CA/TA demoHJRIETEANdroid TFEEFEAY external/rk_tee_user , BiLinux TTEBFEM
external/security/rk_tee_user , HBXMmIFHBIN R CATAF SR &1

CA/TA demoB & rktest"Fl“xtest” , EHih"xtest"{YFEANdroid fiEH] external/rk_tee_user/v2 GFE
XHF, “xtest"2OPTEEFREASKAAS , B2R=ENHIN. BEN , MRATUKTEEMNERES
ERFR , B'rktest BEAGEHE. THEHNBrktestdIINEE

rktest demoBJCAZ u rktest” , TA9“1db57234-dacd-462d-9bb1ae79ded44e2a5.ta"8;"1db57234-
dacd-462d-9bb1-ae79ded4e2a5.ta", IEITCARERRRT , TMAINRESELABEHITXINAIIIRE. BILAR
NCAREFEZ+TIE+HERFR |, logBRnI NESE. SRirktesti2FSCHIATMERIIREN Tk,

&t WHEFRE R ERRIERNII8E | ABEOPTEESSHIFTAIIRE.


af://n297
af://n299
af://n300
af://n307
af://n314
af://n315
af://n322

MEESE Ihge =i

MK CASTA
transfer_data  Z/AHISEUE &F
B
<torage Witz 2%
& T
Mz{IREN
property
property
crypto_sha MEXSHAS X
crypto_aes MXAEDEX
. MR RSANNRR
PR m omews
stz MIRAEFFERIARS R ot pilid IR , WIFHFHE | 1B
otp_read S fE/host/rk_test/main.cehEN., otptERIFHEN T "OTPiR,
OEM_S_OTP PR
HED
. WHE
otp_write
OEM_S_OTP
FREX
otp_size OEM_S_OTP
BIRRN
MitisE
otp_ns_read
OEM_NS_OTP
. PR
otp_ns_write
OEM_NS_OTP
trng RENtrng &z

PATINARER: | #8940 ¢

# rktest transfer_data
# rktest [command]

CARERHUTRRINIRTRPASS | KR/ Fail,

i : MidSecure StorageINRERT , BEMHFRAIZIIN T MIFE , /dev/block/by-name/security XF
Msecurity’y X ; rpmbREFERE="11

=, /dev/block/mmcb1k%u , /dev/block/mmcbTk%urpmb |,
/sys/class/mmc_host/mmc%u/mmc%u:0001/cid , %uER0 1 2{EFE— ; B A M OIEIEHERINT



3.3 Android
3.3.1 BENE

TEE CAITAFAIMEELZETFEHR external /rk_tee_user | :

1. Android.mk : HFRE T HENTEMERMIFENca X4,
2. host : FFHICARIBRTRSI A,

3. ta : FERTARTRSI .

4. export* : FHURETA FTIKEAVIAE.,

3.3.2 miFF&RIREE

# external/rk_tee_user BR TFRBVI/ V2/FMNER |, iBAmastero TG EL&FHEIdevelop-
nexto's , masterp X BHRER . aFFmImasteryss 492flcbf testapp: support new OP-TEE
MSG , FUTUI FapSFHIRmE.

#OP-TEE VIFEHAVIER

cd external/rk_tee_user/vl
#OP-TEE V2EEHAV2ER

cd external/rk_tee_user/v2
rm -rf out/

./build.sh ta

mm

# external/rk_tee_user BER NEBV/ V2/IFANER , BAKSAERRE NS , OP-TEE V155t
Fmaster{yYz , OP-TEE V2igsctiZ develop-nextsz , T TS HARIE.

cd external/rk_tee_user/

rm -rf out/

./build.sh ta (git lTog@B&“Android.mk: remove build ta from android”N#fT , TUAH
(5D}

mm

RIFRIESEEMENAIRITIER | FUTIERF27CA ( Client Application , izfT#Enormal world ) #1
TA ( Trust Application , iz{T#Esecure world ) ,

o CAREBHITIH  miFREMTANdroid TFEoutE R,
o TARMHEAuuid , [BF59.tal 3 |, fRiIEFEERL T rk_tee_user/ta, rk_tee_user/out/ta,
rk_tee_user/v1/out/ta, rk_tee_user/v2/out/taEip—ANB RIS,

3.3.3 1IE17i{ TEEIRIR

1. adb sheliHENIEE

2. BFEXRTEEREN . CA. TAZRZEZNRES, Android 7 : libteec.sof{EZ! /system/1ib
g /system/1ib64 HFET ; tee-supplicant , CARRFHEZR/system/binBFET ; €
& /system/1ib/optee_armtz BRE , TATREHEZ! /system/1ib/optee_armtz BRT.

Android 8 EEIEA: libteec.soflEZ! /vendor/1ib B /vendor/1ib64 BRT ; tee-
supplicant , CAFZFEZ! /vendor/bin R ; i /vendor/1ib/optee_armtz B , TAT2
FHE&EZE /vendor/1ib/optee_armtz HE R,

( BEFFHltee-supplicantB/E50 , Wtee-supplicantfllibteec.soARFHBpush , KRFEHFEBIXFH NN
14 ; libteec.sofltee-supplicantERX 4 OP-TEE V150P-TEE V2 , iFEX 432 F16441 ;

push/5#0E T tee-supplicantfICARFEEBHUTIR )


af://n390
af://n391
af://n402
af://n413

3. HFRBshia Ttee-supplicant , MIFEFaNroottfRfG&1E1Ttee-supplicant :

# tee-supplicant &

EHI tee_supp_rk_fs_init: unsupported ¥TED , iBAparameter.txtdiBEEN securitysy
X , FEFESE2.2ET |, fAERFERrpmbo XS REEXARFTHITEZEFME , T LARIIZE

IRFTED.

4.i517CA , ﬂ%TA , MK TEEREXTHEE. rk_tee_userBHirktesti2fF , A B FEEMNIXTEER AT

g8, 1T
# rktest [command]

5. ErktestiIZESIEITEIY , WTEEINRIER |, AlIFTTEEARXFR.
EiTHEE | BRAEREREEN ;
thETRERrk_tee_userhRASTEE OSIRAAILESEL , INFAERLERXR :
o OP-TEEV1:
rkbin/binBRTTEE binary3 {44 version >=v2.00 ,
SN 492f1lcbhf testapp: support new OP-TEE MSG
rkbin/binB R FTEE binaryX {4 version <v2.00 ,
¥R e8d7215d Android.mk: support build in android R
8& 466515ec add tools for user to resign TA

o OP-TEEV2:

TEESEIMER B OFTEN"OP-TEE version: 3.13.0" , ¥ a566557 - v2: update to keep up

with v3.13.0 of optee_test

TEESTNNERER O+ TEN"OP-TEE version: 3.6.0" , X{ 1aa969e2 Android.mk:

build in android R

TEE/SZNMEREE FTED " OP-TEE version: 3.3.0" , XI aa0a0c00 Android.mk:

build ta from android

support

remove

TEEEGNMEXEE ¥ TEN"OP-TEE version: 2.5.0" , YJAZ 1ec9913a add tools for user to

resign TA

3.3.4 F&CA/TA

AISECA , TARRIMakefile S 34RIUVIDEEEBRFTEMRAIVUID , ATAuuidgenfp$amk.
FEBANTARINclude B R TRISL X ffuser_ta_header_defines.h/iiE M THERAIA/N | HHRIK/NAI32KB

( TA_DATA_SIZE ) , HHIA/INA2KB ( TASTACK SIZE ) . —fRIER TRIFFAERIER
BHREK , JESEA—E, HRANEBIIMB |, AN EBII64KB,

#define TA_STACK_SIZE (2 * 1024)
#define TA_DATA_SIZE (32 * 1024)

BLETIER
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3.4 Linux

3.4.1 BRENE
TEE CA/TAFFEEEIinux TFEE R external/security/rk_tee_user | :

1. build.sh : RFHFITHIA , wFRBESEMAPINERE.
2. Makefile : HRRE T RIFNTEANTERFNca X,
3. host : FFRCARIEXRIES LA XS R Makefile,

4. ta : FEITARSESIE.

5. export* : IFRURIETA FTRERAVIAE,

3.4.2 f@iEF&iREE

# external/security/rk_tee_user BRTRBVI/ v2/FNER , iwiEmasteroZLIBELSHE
develop-next33z , mastero B HIER , BF R /Imastersysz 492f1lcbf testapp: support new
OP-TEE MSG , HUTUI < FIALRIE.

#OP-TEE VIESHAVIER

cd external/security/rk_tee_user/vl

#OP-TEE V2EEHAV2ER

cd external/security/rk_tee_user/v2

rm -rf out/

./build.sh 3232 (32fiFEHUT, CA 32bits, TA 32bits)
./build.sh 6432 (64RISFEIT, CA 64bits, TA 32bits)

# external/security/rk_tee_user BRT&EV/ V2/FNER | RBIKAFERME NS , OP-TEE
V1iB5EIi%Emastersy sz , OP-TEE V2iB5ciIi%ZE|develop-nexti3z , BT TS HIAMRIE.

cd external/security/rk_tee_user/

rm -rf out/

./build.sh 3232 (32fFE&EHT, CA 32bits, TA 32bits)
./build.sh 6432 (64\FEHIT, CA 64bits, TA 32bits)

XN REEIENATHITIER | FUTIERACA ( Client Application , iz{T#Enormal world ) #1
TA ( Trust Application , iz{T#Esecure world ) ,

o CARNEBITIHE | fRIRE4ERTrk_tee_user/out, rk_tee_user/vi/out, rk_tee_user/v2/outE
P—PNER XIRAIS T,

o TARMMHZAuud , [F8.1afI3M4 |, fRiFfEERLTFrk_tee_user/out/ta,
rk_tee_user/v1/out/ta, rk_tee_user/v2/out/taEip—ANB RIS,

3.4.3 1517 TEEIAIS

1. adb shelliEHENIREE.

2. {EAEETEERESI, CA. TAZEEENGE, libteec.so*ERE BTN ibs/Iib64BRT ; tee-
supplicant , CARZFIEE/usr/binBRT ; Bl/lib/optee_armtzAR , TARFHE
Zl/lib/optee_armtzBRT.

( BEFFHltee-supplicantE3E50 , Mitee-supplicantfllibteec.soARABpush , RFEFHEGIXF NI
%,

libteec.softee-supplicantEEX 43 OP-TEE V150P-TEE V2 , ¥R X9 32F16401 ;
push/Z0&E T tee-supplicantFICAEFFE BB HUTINR )
3. HittZP , S5AndroidE&18RE , W LA "Android &7,
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3.4.4 F&CA/TA

AISECA , TAHEIMakefile S3L3HAIUVIDFEBE R AFEMAIVUUID |, BJAuuidgenin @4k,

EENTARINcludeBR FHISLSIE user_ta_header_defines.h FEN THIRAIA/N , HAEOA/NS
32KB ( TA_DATA_SIZE ) , ¥BIA/NA2KB ( TA_STACK SIZE ) . —RIER FERIFAELIEN , &LHE
ToERHEREXK , AEHMK—L | HIYKNAEBI1MB |, AKX/ NAEEIT64KB,

#define TA_STACK_SIZE (2 * 1024)
#define TA_DATA_SIZE (32 * 1024)
4. TAZH
4.1 [RIE

HERZETAR , RS BEENERrk_tee_user TFE export-user_ta/keys BRa& export-
ta_arm32/keys BR THIESANTARAHITES , 122 Hpemi&z{AY2048{<ERSARE | BREEER
ta IVAITASIS,

TEE binaryREBREFE—DRSARIA , TENIEIZITTARY , TEE OSIEFERIZATAMIETARIS AN | IIEE
T BEIERIZTTANA |, RERIEEITRITARZ S,

4.2 S H

HEELEFFAEANTAR IS TEFAEBIIRTF L @INFFREERNE.

FARECTLMERTEERTEE binaryhAA , RS T EfErk_tee_user T#Etools/ERH.
o Linux &z :

./change_puk --teebin <TEE binary>

Za SIEEER— 2048 ERIRSAZ Hoemkey. pemFHFFELRIER T . FHEERIZESH
FAINFAEHRTEE binary AR AH.

./change_puk --teebin <TEE binary> --key oemkey.pem

R AEISEIIZEPAI N SAKEMRTEE binary PRI NE , BHKEM2048KE,
e Windows & :
FJFFWindows_change_puk.exemdi 4 oemkey.pem A4 R FHRFZE.
NN R AYZEEEFOTEE binary , mE& A,
( BFWindows_change_puk.exe£i@FIBouncyCastle.Crypto.dIIEE=FE , i5Ha(RE
BouncyCastle.Crypto.dlli5Windows_change_puk.exeZEE—HB=RTF )

BIRNARE |, FRREBEAMAITEE binary (FH ) Biferkbin/BRTFHITEE binary (JRIARIE) , B
#FimiEU-Boot , IREHFEMAItrust.imgBlE , B FAtrustiTa#uboot.imgTLAREtrust.img , FF
K&EIRSuboot.imghPa],

FREFIEZ T EERNZRRHETEENZIAEM S Joem_privkey. pemFF&Eirk_tee_user T2
export-user_ta/keys BREZE export-ta_arm32/keys BFE FEZ5H , EHTRIFCA TAMAR , IXIFEE
AITANFERLET LA TEE binary ( #2058 ) IEFENEFHIZETT . Hit BB IEMMIATAESZRITAR BERI
IRETARBEIETT.
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5. RETAZIZ27=E

EEBRTTAFATRE , TAXASUBBNERAFERTIEZEXER G F |, HoNReMERKSR
OEM/ BAFBETALIBBX I EEHE | AT IFOEM] iX—&E3K , OP-TEE V2XIFHETARIR
277 (OP-TEEVIEASEF) .

5.1 |RIE

CAMEEAFZ £ RFHIITAXY | BIETARIRERIXLSOP-TEE OS , OP-TEE OSEINEITARIER ST
RIETARGEN | BTARGIERNBETAEMRTAINEER | (ERTAINEERNTASIERTINE | Bi5E
NTABIEMTAINEZRH TR 2FH | *eFERERINEZRRRGE—ERRE | S8IREEAME.
REFAEFETHNEER £ MRS PRITAXY |, BiIEBBXTAREE.

PiREERRG . CARLATEEERTARNA , BCAEBRLLFEFHITAR , OP-TEE OSSIRIBEAR
UUITELZ 2 FETEHIINTA , BEREINNTANBZFHIIEIZTTA , HEERENTANSZEIHE
TEXHRFHERIINTA,

5.2 SELIR

AR ACAIRAED , FRRERLASTERETAN | 2AS8i install_ta BREGETARIEAIXZEIOP-TEE OS,

static void install_ta(void *buf, size_t blen)
{
TEEC_Result res = TEEC_ERROR_GENERIC;
uint32_t err_origin = 0;
TEEC_UUID uuid = PTA_SECSTOR_TA_MGMT_UUID;
TEEC_Operation op;
TEEC_Context ctx = { };
TEEC_Session sess = { };
int i = 0;

res = TEEC_InitializeContext(NULL, &ctx);

if (res != TEEC_SUCCESS) {
printf("TEEC_InitializeContext failed with code 0x%x\n", res);
goto exit;

res = TEEC_OpenSession(&ctx, &sess, &uuid,
TEEC_LOGIN_PUBLIC, NULL, NULL, &err_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_Opensession failed with code 0x%x origin 0x%x\n",
res, err_origin);
goto exit;

memset (&op, 0, sizeof(op));

op.paramTypes = TEEC_PARAM_TYPES (TEEC_MEMREF_TEMP_INPUT, TEEC_NONE,
TEEC_NONE, TEEC_NONE);

op.params[0] .tmpref.buffer = buf;

op.params[0] .tmpref.size = blen;

res = TEEC_InvokeCommand(&sess, PTA_SECSTOR_TA_MGMT_BOOTSTRAP, &op,
&err_origin);
if (res != TEEC_SUCCESS) {
printf("TEEC_InvokeCommand failed with code 0x%x origin Ox%x\n",
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res, err_origin);
goto exit;

}
printf("Installing TAs done\n");

exit:
TEEC_CloseSession(&sess);
TEEC_FinalizeContext(&ctx);

return;

6. NETA

LT "NETARIREFE PNR T BRRERERXTAN—75%  (BERRETAZIREFHESER
REefFERNTE , BINETARNZREMIERR  FEFAE B CHINEER  AETRBNABI—
INEETARSTSIE ( OP-TEE V237§ , OP-TEE VIEIARSHF ) .

6.1 MF/TATTE

FRBZEIE export-ta_arm32/mk/Tink.mk 3 FFfZ CFG_ENCRYPT_TA 7= , [EIBMEH TA_ENC_KEY AFF
REECHINZEZER , AR REEmFTANBNHAS BN TARITEZFINE.

6.2 IRE5TA encryption key

FaE{FERASDKTFERKToolsBHE T RkDevInfowriteTool TH ( lRASATFET1.2.8) EETA
encryption key,

ERRIFRERHE—NERNMG | LU 6HHIRESIFIZM | X hiRmiEF AR ER32FHINE
48 , ¥JFFRKDevInfoWriteTool TH , ‘Ai%k “TA encryption key” , &R A EFENZHEX
 , FAREHN LOADEREER G , R "B\ TS | ZRRESBANIIREOTPH (OTPK
H—BEBANATEY , FL—aREERRERE—X) .

AIBALETA encryption keyithis , TEAZIFETA encryption key,

[0] RKDevinfoWriteTool V1.2.8 &

BE HB#E =T
SM:
WIFL:
LAN:
BT:

IMET:

BEXL
BiEXZ:

HDCP 1. 4HDMIL:

1255
125
2%

HDCP1.4DP:
HDCPZ XWFD:
Attention Key

WideVine Key

PlayReady CERT

PlayReady SL2000

OO0 OO0 O0OCOoOoOE@oOoOoOomO

4

FlayReady SL3000

TA encryption key CilUsers'™

LOADER: C:\Desktop\MiniLoaderAll bin E]

I —MLOADERIEE



af://n520
af://n522
af://n524

6.3 FEFEITTA

INETASEEX TATEER L5322 —5 , OP-TEE OSTENNETASIESBENRBIZITAZRINZR] , OP-TEE OS
SB&MENOTPHTA encryption keyFEEIEITTA |, iZIFEHOP-TEE OSBiIFEMK.

7. REE FS TAPGELE

H'RETARILZEFE ETIA] , OP-TEE V2R AEESZIHEB TAB X FHIEIELR 24 ER St (REEFS)
h, BSIHETAFRELZ S # ( Secure Storage ) 1, X3 FTABESIFRITEREE FSRUIAS , OP-TEE V2
IRASZIHETABSELR |, BHLEEREEIF LS INE R TARRAIER,

7.1 {EETABAELE
REE FSEYTABSEIRINBEIRARTTS | FFAZE oliBIYEMakefilelE X TARIRR A SR (FEFEHEIRTDAE.
WNERTARIMakefiledG2RARENX CFG_TA_VERSION , RFIRFITARASH0 , FEEMRASHTAET.

WNERTABIMakefileE N 2481 CFG_TA_VERSION ATF0 , ™BIA0T , MISEEEE IEZTARRANPELR

# unsigned integer format
CFG_TA_VERSION=1

8. TARINZG &
8.1 optee VIEH

TAHII S ERSFTEIIN™MER.

user TA data-abort at address Ox2a
esr 0x92000021 ttbr0 0x400000852fc00  ttbrl 0x00000000 cidr 0xO0
cpu #4 cpsr 0x20000130

#32(R[FZEFTEro-r12, sp, 1r, pc(402000a0)
#64(FZEFTEIX0-x30, sp_el0, e1r(00000000402000a0)

Status of TA 8cccf200-2450-11e4-abe20002a5d5c52c (0x85109b0) (active)
- Toad addr : 0x40200000 ctx-idr: 4

- code area : 0x9200000 2097152

- stack: 0x9400000 stack:2048

TEEC_InvokeCommand failed with code Oxffff3024 origin 0x3

SETENRpcEelrfERE ALY |, load addrETAINEEIRTETRHSEITRESMELE , Frllelr - load
addr = 0x402000a0 - 0x40200000 = OxaOFt 2 S HEIBIETAF R RISHbHE,

ATAXHRERKR B R TE uuid.dmpIXfh | iz RTARIRICHE S | IBR T TARSZ R RFRBHIL
FJFruuid.dmpXX4FE a0 , 5 a0:  681b 1dr r3, [r3, #0] FLESEREHELL ,
testapp_ta.c:97 FrRFENIBEtestapp_ta.c589717,

/home/xxx/android/vendor/optee_test/ta/testapp/testapp_ta.c:97
98: 6823 1dr r3, [r4, #0]
9a: 2202 movs r2, #2
9c: 2161 movs rl, #97 ; 0x61
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9e: 4820 1dr r0, [pc, #128] ; (120
<TA_InvokeCommandEntryPoint+0xa0>)

al: 681b 1dr r3, [r3, #0]

az: 4478 add r0, pc

ad: 3033 adds ro, #51 ; 0x33

ab6: 9301 str r3, [sp, #4]

al8: 4ble 1dr r3, [pc, #120] ; (124
<TA_InvokeCommandEntryPoint+0xa4>)

aa: 447b add r3, pc

ac: 9300 str r3, [sp, #0]

ae: 2301 movs r3, #1

b0: 002 fbcO bl 2834 <trace_printf>

8.2 optee V2 &

TAHIISERSFTEIII™MER.

E/TC:? 0 User mode data-abort at address Ox2a (translation fault)
E/TC:? 0 esr 0x92000005 ttbr0 0x20000084a7020 ttbrl 0x00000000 cidr Ox0
E/TC:? 0 cpu #1 cpsr 0x20000130

#32E&$TENIr0-r12, sp, 1r, pc(c00870a4)
#6431 FAFTEIX0-x30, sp_el10, e1r(00000000c00870a4)

va 0xc0004000 pa 0x08600000 size 0x002000 flags rw-s (1delf)
va 0xc0006000 pa 0x08602000 size 0x008000 flags r-xs (ldelf)
va 0xc000e000 pa 0x0860a000 size 0x001000 flags rw-s (ldelf)
va 0xc000f000 pa 0x0860b000 size 0x004000 flags rw-s (1delf)
va 0xc0013000 pa 0x0860f000 size 0x001000 flags r--s

va 0xc0014000 pa 0x08625000 size 0x001000 flags rw-s (stack)
E/LD: region va 0xc0015000 pa 0x09201000 size 0x002000 flags rw-- (param)
E/LD: region : va 0xc0087000 pa 0x00001000 size 0x009000 flags r-xs [0]
E/LD: region 8: va 0xc0090000 pa 0x0000a000 size 0x00c000 flags rw-s [0]
E/LD: [0] 8cccf200-2450-11e4-abe2-0002a5d5c52¢c @ 0xc0087000

E/LD: call stack:

E/LD: 0xc00870a4

E/LD: 0xc0088b21

E/LD: 0xc008d507

E/LD: 0xc008716¢

E/LD: region
E/LD: region
E/LD: region
E/LD: region
E/LD: region
E/LD: region

N O v AW N RO

SEITEDPpcaielr R RE KRR | region 0 F region 8 ETARIBERERFHAGBIL , XEHE
HbHEOxc00870a4 J&F region 7 fXAZER , FirlAelr - region 7 :va = 0xc00870a4 - 0xc0087000 = Oxa4
MEFERBETAFAY RSB,

ATAXHRER B R TE M uuid.dmp3Xfs | ZSHUGERTARRICHE] S | iIER T TAF SRR RIEHIL
FIFFuuid.dmp3 etk a4 , HH a4:  681b 1dr r3, [r3, #0] HESEMEHBIL,
testapp_ta.c:101 FRREFEIDEtestapp_ta.c5E10117,

/home/xxx/rk_px30_1inux/external/optee_test/ta/testapp/testapp_ta.c:101

9c: 6823 1dr r3, [r4, #0]
9e: 2202 movs r2, #2
al: 4d28 1dr r5, [pc, #160] ; (144

<TA_InvokeCommandEntryPoint+0xc4>)
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az: 4e29 1dr r6, [pc, #164] ; (148
<TA_InvokeCommandEntryPoint+0xc8>)

a4: 681b 1dr r3, [r3, #0]

ab6: 447d add r5, pc

a8: 447e add r6, pc

aa: 3533 adds r5, #51 ; 0x33
ac: 4628 mov rO, r5

ae: 9600 str r6, [sp, #0]

b0: 9301 str r3, [sp, #4]

b2: 2301 movs r3, #1

b4: 000 f912 b1 2dc <trace_printf>

8.3 Bt

EFRERXNEBEAMUNEEEEFFEI | FEEERMNREERIL , optee V2EEIRETHIA
export-ta_arm32\scripts\symbolize.pyBIASCINZINEE, optee vIFEEATEE,

F—2 , RENATENmISRER  AREFIREES A mZSREETRE,
#3220 TAIIT
export PATH=/homel/hisping/rk_px30_1linux/prebuilts/gcc/Tinux-x86/arm/gcc-Tinaro-

6.3.1-2017.05-x86_64_arm-1inux-gnueabihf/bin: $PATH
export CROSS_COMPILE=arm-T1inux-gnueabihf-

#OANITAAT

export PATH=/homel/hisping/rk_px30_1linux/prebuilts/gcc/Tinux-x86/aarch64/gcc-
Tinaro-6.3.1-2017.05-x86_64_aarch64-1inux-gnu/bin:$PATH

export CROSS_COMPILE=aarch64-1inux-gnu-

F2F, FUTHIAR , Hp-dS8ismARERFLHATAERR.

./export-ta_arm32/scripts/symbolize.py -d out/ta/testapp/

F=2 , WASEFFARERASEIEEER  EFFHRESEFIEMER , JLERINTER |,
Call stackif 2 EREE .

I/TA: Hello Test App!

E/TC:? O

E/TC:? 0 User mode data-abort at address 0x2a (translation fault)
E/TC:? 0 esr 0x92000005 ttbr0 0x20000084a7020 ttbrl 0x00000000 cidr 0x0
E/TC:? 0 cpu #1 cpsr 0x20000130

E/TC:? 0 x0 00000000000069ee x1 0000000000000062

E/TC:? 0 x2 0000000000000002 x3 000000000000002a

E/TC:? 0 x4 00000000c0014f30 x5 00000000c0014f40

E/TC:? 0 x6 00000000c0074080 x7 00000000c0074308

E/TC:? 0 x8 00000000c00742e8 x9 00000000c0014f30

E/TC:? 0 x10 0000000000000065 x11 00000000c007f2d8

E/TC:? 0 x12 0000000000000773 x13 00000000c0014f00

E/TC:? 0 x14 00000000c006cb0d x15 0000000000000000

E/TC:? 0 x16 0000000000000000 x17 0000000000000000

E/TC:? 0 x18 0000000000000000 x19 0000000000000000

E/TC:? 0 x20 0000000000000000 x21 0000000000000000

E/TC:? 0 x22 0000000000000000 x23 0000000000000000

E/TC:? 0 x24 0000000000000000 x25 0000000000000000


af://n553

E/TC:? 0 x26 0000000000000000 x27 0000000000000000
E/TC:? 0 x28 0000000000000000 x29 0000000000000000
E/TC:? 0 x30 0000000000000000 elr 00000000c006b0a4
E/TC:? 0 sp_el0 00000000c0014f80

E/LD: Status of TA 8cccf200-2450-11e4-abe2-0002a5d5c52c
E/LD: arch: arm

E/LD: region
E/LD: region
E/LD: region
E/LD: region
E/LD: region
E/LD: region

va 0xc0004000 pa 0x08600000 size 0x002000 flags rw-s (1delf)
va 0xc0006000 pa 0x08602000 size 0x008000 flags r-xs (ldelf)
va 0xc000e000 pa 0x0860a000 size 0x001000 flags rw-s (ldelf)
va 0xc000f000 pa 0x0860b000 size 0x004000 flags rw-s (1delf)
va 0xc0013000 pa 0x0860f000 size 0x001000 flags r--s

va 0xc0014000 pa 0x08625000 size 0x001000 flags rw-s (stack)
E/LD: region va 0xc0015000 pa 0x09201000 size 0x002000 flags rw-- (param)
E/LD: region : va 0xc006b000 pa 0x00001000 size 0x009000 flags r-xs [0]
.ta_head .text .rodata .ARM.extab .ARM.exidx .dynsym .dynstr .hash

E/LD: region 8: va 0xc0074000 pa 0x0000a000 size 0x00c000 flags rw-s [0]
.dynamic .got .rel.got .data .bss .rel.dyn

E/LD: [0] 8cccf200-2450-11e4-abe2-0002a5d5c52¢c @ 0xc006b000
(out/ta/testapp/8cccf200-2450-11e4-abe2-0002a5d5c52c.elf)

E/LD: call stack:

E/LD: 0xc006b0a4 TA_InvokeCommandEntryPoint at ta/testapp/testapp_ta.c:98
E/LD: 0xc006chb0d entry_invoke_command at
/home/zhangzj/secure/optee_3.6.0/optee_os/Tib/Tibutee/arch/arm/user_ta_entry.c:3
57

E/LD: 0xc00714f3 __ta_entry_c at export-ta_arm32/src/user_ta_header.c:48
E/LD: 0xc006b158 __ta_entry at export-ta_arm32/src/ta_entry_a32.5:20

N O v A W N RO

9. RATFEXIER
9.1 OP-TEE V1

ARMVBZEHEIS R FRTEERTF D ECIEANT

20 TEE_Ra&M
2411 TA RAN
41 SHLEM

EE : HFEWREEIE30M , Secure OSIZ{TIETEE_RAM , TAIE{TIE TA_RAM , =R EFELHHEAMSSE,

ARMV7ERHEIS R AR TEERTF D ECIEANT

1M TEE_Ra&M
121 TA RAN
1M SHIWEM

BE . SEWNEELE14M, Secure OSIT{FFETEE_RAM , TAIZ{T/ETA_RAM , HE=EREFEHBIMZSE,
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9.2 OP-TEE V2

BFEXNAERE  FRISTRANTESHEE , XERASE—RET .

10. Z21=F(#

10.1 9X

1. ZLFER0OPTEE OSEEMINEEC — , —RATHFHEEFEELE | FUREIOPTEE OSINZETFi%
Fsecurityn Kai&rpmb > XeBREEXA RS , EMRFHET NS XHCAEBESEEHTA | H
TATRERFE.

2. Ubootim&efFi# , ubootimoptee clientftA3FHTF 1ib/optee_client BRT , —&iER ~EMA
emmcitLeF#EFTrpmb |, FEREnanditLE2F#EFE Fsecurity? X , HemmclrpmbAa]FERS
ATLAFF/S CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION s&l{FE Esecurityn X , HHEEEN
wnr

CONFIG_OPTEE_CLIENT , U-Booti@FHOP-TEERTFFX,
CONFIG_OPTEE_V1 , SRFAOP-TEE V1H9EES(FH.
CONFIG_OPTEE_V2 , SXFHOP-TEE V2HIEE(ER.

CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION , ZemmcHIrpmbARBEA , ZFHXNE , B
AT,

Ubootin A2 AR E TR B CHITANA |, (BRALIFFA B CHICATEROPTEE OSHIEREHSTATZAE
FREBCHEE  ArERFBRENNAXUSFEUERI T HITZ2FE A iEs%E
lib/optee_client/OpteeClientinterface.cHAYEREL,

3. Androidiz &£ 17 , T£ M PRODUCT_PROPERTY_OVERRIDES += ro.tee.storage=auto {XZF=iREiE
RIS 2 FEXE , emmcfEArpmb , nandf#fsecurity ;

TEN PRODUCT_PROPERTY_OVERRIDES += ro.tee.storage=rpmb {XZ&ERrpmb
TEX PRODUCT_PROPERTY_OVERRIDES += ro.tee.storage=rkss {{&FERHsecurity’>X

4. EHTREFEBE NEENBHRIRE AR ERTE | BRI TRERFRIFULL  AFRIEHR
FreEM |, FTUENIFABRONEEHIENENAE  HRB(FLeHENIARIRENS.

10.2 gt

OPTEE V14 , RK3399 Linux3E4 , CPUESR1200000 , DDRESH200000000 , (TR :
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Xl
Linux3 145
Linux3 14 & 5
Linux3 455
LinuxSZ4ERSE
security> X
security X
securityy X
securityy X
rpmb43 X
rpmb4 X
rpmb X

rpmb X

OPTEE V23 & , RK356x Linux3E&

X
Linux3 455
Linux3 145
Linux3 {4 & S5
Linux3 455
securityy X
security X
security X
securityy X
rpmby X
rpmb4 X
rpmb4 X

rpmb X

iR
30K
4K
1K
32
30K
4K
1K
32
30K
4K
1K

32

SRR
30K
4K
1K
32
30K

4K

32
30K
4K
1K

32

el
16ms
17ms
18ms
23ms
97ms
101ms
104ms
103ms
20ms
20ms
22ms

27ms

B
17ms
17ms
18ms
19ms
12ms
12ms
13ms
15ms
23ms
24ms
23ms

30ms

1. 3RS RS FRANRAIGE

Sz
67ms
23ms
16ms
16ms

181ms
74ms
56ms
55ms

233ms
36ms
14ms

8ms

S5z
28ms
11ms

9ms
8ms
12ms
3ms
2ms
3ms
287ms
50ms
22ms

12ms

SR
61ms
13ms
7ms
7ms
54ms
14ms
7ms
7ms
10ms
3ms
2ms

2ms

EEatiE
3ms
Tms
Tms
Tms
4ams
ms
Tms
Tms

1ems
7ms
5ms

5ms

HRIBRIZ 1
19ms
7ms
6ms
7ms

277ms
101ms
64ms
73ms
7ms
6ms
6ms

ems

, CPUTEST1416000 , DDRESR324000000 , #H1TMI :

HRIBRIZ 1
8ms
8ms
8ms
7ms
12ms
11ms
11ms
14ms
5ms
6ms
6ms

5ms
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11.1 HRAEMHEE
HEIERT : RK3588%7%1,

11.2 F5FEIR

EFERABRZE , ARERIELUTEI

o EEEXNTEHEGEZH , HilubootfIECEINCONFIG_OPTEE_SECURITY LEVELEIREREIE., ™
FRE—IREE |, RETTHEN.
o NNEXABETEHE2", BT E"RKDevinfoWriteTool(V1.3.0 L EERA)" , FEOEM

HUK,
11.3 B =5
FEZEFHRFAEREOPTEENZEESR , FRNZEEFR N TeMMCU/ZeFEARIFREARR.
7Z2E 3408 CONFIG_OPTEE_SECURITY_LEVEL
Vvt (ubootBIEEEIR)
Bzee FiEfleMMC/Z2FEIEURREE |
= TR |, ERLSEReMMGERTIERE 2
- b FHEEIE
FiEfleMMC/ZEFERVEURISLE |
e BAAAEENHOEM HUKREREeMMC/ZE
22 FERYRIPEER |, EinERE 1
- HNERTEABRAIOEM HUK , BTk E RS
eMMCE R IE bR 2R EEIE
sszee FEMeMMC/Z 2 EFEEURREEE |
;%E BittEE , AREFEREENeMMGE R ORfABLE

HitiZz 2B

UEARRZEERNES , BTFeMMCIILZ2FHEERAZRNER. TENAERSEZHEFHIEHR.
e HUK : FBFIRERPMB key. Secure storage keysUAREAMZH, FAREIZEHESR , HUKRRE , i#

WA,

Hard HUKE&EF Device root keyiRER , —H1—53,

OEM HUKZRHEHAREEXH , FiEELE0TPH,

Soft HUKZRockchipEXRY , MBS AR—1MESR | EWERHRIEE,
e RPMB key : eMMCiS FHITFHERIPEA.
e Secure storage keys : LRIFMERIFERE,
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58

12. OTPijiBB

2

el

1

RPMB key

Device root key » Hard HUK » Secure storage keys
Other keys
Device root key » Hard HUK » Other keys
/—> RPMB key
OEM HUK
\b Secure storage keys
Device root key » Hard HUK » Other keys
» RPMB key

Soft HUK

Secure storage keys

OTP#gEOne Time Programmable Memory , OTPXI#F2RiEE , (BREEEAN—IR.

RKSZIFLAITOTPERL,
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OTPZE! i"Ag
SRR 20TP, HARENEARIFL S HFRIE
5, Re R NEFENHIEENENE ;| HECENEREEHERT |,
OEM HR OTP FREIFFERETERIOEEIEUE | $UEAENELZ S NIFRS
- HRERFES, XBETRATRIPZESHEEEE | KAFHS
CPUIAPRERIBRY. LI EEEHEEEEMOTPHLHEH R EE
Eti—x, TEOoTP API ETHRM THEXIRIEREO.
= S = =r—-4g
OEM_S_OTP Z4£0TP, Rﬁﬁt{%ﬂﬁb&'—ﬁ: E oTP API ETHIRIHTHEX
B0,
EBLELERAI0TP , BRIDAFR | 1 2@ITCAEOPTEER
OEM NS OTP EBTARTIAE , HEIE K/ NEES64Byte ; 227EREEINE BT
- HhsXEEAE., &R , 23Z0EM_NS_OTPIEHES
ki
13. TA APl BB
kg

RKIZHIATTA APl , BEANER :

o HFFAEESEERBIIGIobalPlatform TEE Internal Core APIBYFE;E

o HIFREERERAPI

APIRYIR[EIE
APISEEEE |

e TEE_SUCCESS: p¢Ih
e TEE_ERROR_BAD_PARAMETERS: £#iEiR
o HfthiEiR: Il tee_api_defines.h

APIiEH
Crypto API

rk_crypto_malloc_ctx

crypto_ctx_t *rk_crypto_malloc_ctx(void);

INgE
FRIBCryptol{FIRSIR.
S8

e K

ZHFAIF

P4N
[=]

rk3588%
il

rk3308 ,
rk3326 ,
rk3358 ,
rk3568 ,
rk3588 ,

rv1126

rk3308 ,
rk3326 ,
rk3358
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rk_crypto_free_ctx

void rk_crypto_free_ctx(crypto_ctx_t **ctx);

Lhgg
B cryptoFOIR |, FBRIBIERITRE | SHUTARELARNEIR.
e

o ctx: B{EDIR

rk_hash_crypto

TEE_Result rk_hash_crypto(uint8_t *in, uint8_t *out, uint32_t in_len,
uint32_t out_len, uint32_t algo);
Inge
HEWEREL, WMFESE , 7 rk_hash_begin/update/finish #&[,
8%

o in:EINEUE

o in_len: MIAZUEKE

* out: R

* out_len: EHEUEKE

o algo: EiEEAY | 745 TEE_ALG_MD5, TEE_ALG_SHA1l, TEE_ALG_SHA224, TEE_ALG_SHA256,
TEE_ALG_SHA384, TEE_ALG_SHA512

rk_hash_begin

TEE_Result rk_hash_begin(crypto_ctx_t *ctx, uint32_t algo);

Tge
HERESREL | YIRS,

W
&

o ctx: BAEIIR

o algo: ENERAY | ST TEE_ALG_MD5, TEE_ALG_SHAl, TEE_ALG_SHA224, TEE_ALG_SHA256,
TEE_ALG_SHA384, TEE_ALG_SHA512

rk_hash_update

TEE_Result rk_hash_update(crypto_ctx_t *ctx, uint8_t *in, uint32_t in_len);

Thae
HERESREE , MRAREIE , ERESTERE.
S8

o ctx: IREEIRE
e in: MAEUE
o in_len: MINZUEKE
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rk_hash_finish

TEE_Result rk_hash_finish(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint32_t in_len, uint32_t *out_len);

Tge
HERESREL | IHERE—REEF R EERE.
24

o ctx: EIIR

o in: BIANEUE

e in_len: MIABUEKE
o out: EHEEE

e out_len: HEUERE

rk_cipher_crypto

TEE_Result rk_cipher_crypto(uint8_t *in, uint8_t *out, uint32_t Tlen,
uint8_t *key, uint32_t key_len, uint8_t *iv,
uint32_t algo, TEE_OperationMode mode);

Thie
MFRIFRZERIEEO., WFDER , AIfEA rk_cipher_begin/update/finish #[.
£

o in: BIANEHE

o len: MAEIRAIKE

* out: AR

o key: algoXIMAIEZEH

o key_len: BEAKE , ARAMYalgo , THRINZBKEREAR

o iv: {JiRME

e algo: EiXER | STFLATEIA(OP-TEE VIRAAZIFSMER)

TEE_ALG_AES_ECB_NOPAD
TEE_ALG_AES_CBC_NOPAD
TEE_ALG_AES_CTR
TEE_ALG_AES_CTS
TEE_ALG_AES_XTS
TEE_ALG_SM4_ECB_NOPAD
TEE_ALG_SM4_CBC_NOPAD
TEE_ALG_SM4_CTR
TEE_ALG_DES_ECB_NOPAD
TEE_ALG_DES_CBC_NOPAD
TEE_ALG_DES3_ECB_NOPAD
TEE_ALG_DES3_CBC_NOPAD

* mode: IIEEfFEET
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rk_set_padding

TEE_Result rk_set_padding(crypto_ctx_t *ctx, int padding);

Thae
IREX IR SRR TR,
24

o ctx: EMFEIR
e padding: Z#FAEZLIL rk_padding_t

rk_cipher_begin

TEE_Result rk_cipher_begin(crypto_ctx_t *ctx, uint8_t *key, uint32_t key_len,
uint8_t *iv, uint32_t algo, TEE_OperationMode mode);

IngE
XIFRINRZ > BB ARIWIIA IRIE.
8H

o ctx: BIFIIR

o key: 48

o key_len: Z5AKE , FAEMalgo , HHFNZAKEREARR
o iv: YIREE
o algo: EiEER , STIFLITEIL(OP-TEE VI IRAARSTIFSMEE)

TEE_ALG_AES_ECB_NOPAD
TEE_ALG_AES_CBC_NOPAD
TEE_ALG_AES_CTR
TEE_ALG_AES_CTS
TEE_ALG_AES_XTS
TEE_ALG_SM4_ECB_NOPAD
TEE_ALG_SM4_CBC_NOPAD
TEE_ALG_SM4_CTR
TEE_ALG_DES_ECB_NOPAD
TEE_ALG_DES_CBC_NOPAD
TEE_ALG_DES3_ECB_NOPAD
TEE_ALG_DES3_CBC_NOPAD

e mode: IIZEEBEZIER
rk_cipher_update

TEE_Result rk_cipher_update(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint32_t in_len, uint32_t *out_len);

Tge
XIFRIIRRE D BREE |, SRR S TINRE
24

F

°
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o ctx: EERIIR

o in: FFINRERYBNEIE
e in_len: IAZURIKE
e out: HHEHE

e out_len: BIHEUEKE

rk_cipher_finish

TEE_Result rk_cipher_finish(crypto_ctx_t *ctx, uint8_t *out, uint32_t *out_len);

Ihge
XIFRINRE D EREE | SohINREERE.
24

o ctx: B{EQIR
e out: BIHEIR
e out_len: HIHEIEKE

rk_ae_begin

TEE_Result rk_ae_begin(crypto_ctx_t *ctx, uint8_t *key, uint32_t key_len,
uint8_t *iv, uint32_t iv_len,
uint32_t add_len, uint32_t tag_len,
uint32_t payload_len, uint32_t algo, TEE_OperationMode

mode) ;
Inge
AES-CCMERAES-GCMELZRIWIIALIRIE.
8%

o ctx: EFAIR

o key: Z4H

o key_len: BIHKE , X516, 24, 32

o iv:¥ltamE

o v len: MEKE

e add_len: AES-CCMATHIADDICEE

e tag len: tagi<E (bit) , AES-GCM3Z35128, 120, 112, 104, 96; AES-CCM3235128, 112, 96, 80,
64, 48, 32

e payload_len: AES-CCMAtHpayloadi<iE

o algo: EERAY | S7HF TEE_ALG_AES_GCM, TEE_ALG_AES_CCM

e mode: INZFEFZIED,

rk_ae_update

TEE_Result rk_ae_update(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint32_t in_len, uint32_t *out_Tlen,
rk_ae_update_type_t is_aad);

Inge
AES-CCMERAES-GCMEE |, XHINREUEFHITINME.

24
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o ctx: BIFIIR

o in: NIRRT EYE

o in_len: MIAZIEIKE

e out: HIHEHE

e out_len: WHEUERE

e is_add: EBEAAD(Additional Authentication Data)

rk_ae_finish

TEE_Result rk_ae_finish(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint8_t *tag, uint32_t in_len,
uint32_t *out_len, uint32_t *tag_len);

Tge
AES-CCMERAES-GCMEIE |, STRUINARERIE,
24

o ctx: BAEDIK

o in: U ENRE—ERBINEIE
e in_len: IAZUEKE

e out: HEEE

e out_len: WHEIERKE

o tag: BHEIREE P XIEFHtag
e tag_len: tagi<fE

rk_gen_rsa_key

TEE_Result rk_gen_rsa_key(rsa_key_t *rsa_key, uint32_t key_len,
uint64_t public_exponent);

g
2

BEHLAEFERSALNFASART
2%

e rsa_key: REAIRSANFATEXS
o key len: RSAZSBEIKE (F15) , 39532, 64,96, 128,192, 256, 384, 512
e public_exponent: §#1 , 3253 , 65537

0

rk_rsa_crypto

TEE_Result rk_rsa_crypto(uint8_t *in, uint8_t *out, uint32_t len,
rsa_key_t *key, uint32_t algo, TEE_OperationMode mode);

INEE
RSANNZ, fRZEIL. tBel{$H rk_rsa_begin/finish ZOSLHL,
S8

o in: EWIANEUE
o len: MIASUEKE
e out: HIHEHE
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o key: RSAZZ4H

e algo: RSAETEIEFIER, , STHFLAT
TEE_ALG_RSAES_PKCS1_v1_5
TEE_ALG_RSAES_PKCS1_OAEP_MGF1_SHAl
TEE_ALG_RSAES_PKCS1_OAEP_MGF1_SHA224
TEE_ALG_RSAES_PKCS1_OAEP_MGF1_SHA256
TEE_ALG_RSAES_PKCS1_OAEP_MGF1_SHA384

TEE_ALG_RSAES_PKCS1_OAEP_MGF1_SHA512
TEE_ALG_RSA_NOPAD

e mode: NIfRZHET, , TEE_MODE_ENCRYPT By, TEE_MODE_DECRYPT

rk_rsa_sign

TEE_Result rk_rsa_sign(uint8_t *digest, uint8_t *signature, uint32_t digest_len,
uint32_t *signature_len, rsa_key_t *key,
uint32_t salt_len, uint32_t algo, TEE_OperationMode
mode) ;
Inge
RSAER. 1%, tBAIfEM rk_rsa_begin/finish Z[LHL,
8%

o digest: HEE

e signature: FMEANE , HEWMANFINSAE

e digest_len: FHEKRE

e signature_len: SEEKE

o key: rsaZ$H

o salt_len: satlIF158) , WSEENEN., MRAFE |, sat KESFTHERKE
e algo: &% , ¥ GPD_TEE_Internal_Core_API_Specification , Table 6-4

e mode: &=, , TEE_MODE_SIGN Bf, TEE_MODE_VERIFY

rk_set_sign_mode

TEE_Result rk_set_sign_mode(crypto_ctx_t *ctx, unsigned int mode);

1
IRERSAEZIRT , WHIREREXIRES R,
ol

o ctx: IR{FIIR
e mode: #3E SIGN_DATA BiiHZE SIGN_DIGEST

rk_rsa_begin

TEE_Result rk_rsa_begin(crypto_ctx_t *ctx, rsa_key_t *key,
uint32_t algo, TEE_OperationMode mode);

Tk
RSANDE. fBEE. 4. EEAMWIEIIRIE.
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o ctx: BIFDIR

o key: RSAZH

e algo: EHAEFRIER | AEAIModestiFialgoRRE , #R
GPD_TEE_Internal_Core_API_Specification , Table 6-4

e mode: E;x3EHY |, 745 TEE_MODE_ENCRYPT, TEE_MODE_DECRYPT, TEE_MODE_SIGN,
TEE_MODE_VERIFY

rk_rsa_finish

TEE_Result rk_rsa_finish(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint32_t in_Tlen, uint32_t *out_len, uint32_t salt_len);

Lhge
£ rk_rsa_begin ZJSHATHIRSAINE, fEE. &8, BEHL,
24

ctx: REDR

o in: BINZUE

e in_len: MINEUEKE

o out: HtHEHE

e out_len: HEIERKE

e salt_len: satlF 1%L , WESEEAIERY

rk_gen_ec_key

TEE_Result rk_gen_ec_key(ec_key_t *ec_key, uint32_t key_len, uint32_t curve);

INeE
BEAAERRECCEREANT,
2H

o ec_key: ERHIECCAFAART
o key len: BRI (bit) , #F192, 224, 256, 384, 521
e curve: ECCHi%: , #5H9HHZEI tee_api_defines.h

rk_ecdh_genkey

TEE_Result rk_ecdh_genkey(uint8_t *private, uint8_t *publicx, uint32_t *publicy,
uint32_t algo, wuint32_t curve,
uint32_t keysize, uint8_t *out);

INgE
H/TECDH , thEXIFREE4A,
2%

e private: ECCFA$A
o publicx: ECCAFAXALTR
e publicy: ECCASBYASR
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e algo: x¥F TEE_ALG_ECDH_P192, TEE_ALG_ECDH_P224, TEE_ALG_ECDH_P256,
TEE_ALG_ECDH_P384, TEE_ALG_ECDH_P521

e curve: ECCRi%L , 3785 TEE_ECC_CURVE_NIST_P192, TEE_ECC_CURVE_NIST_P224,
TEE_ECC_CURVE_NIST_P256, TEE_ECC_CURVE_NIST_P384, TEE_ECC_CURVE_NIST_P521

o keysize: B$AKE (bit) , x¥$192, 224, 256, 384, 521

* out: HIHAIKIFRER

rk_ecdsa_sign

TEE_Result rk_ecdsa_sign(uint8_t *digest, uint8_t *signature,
uint32_t digest_len, uint32_t *signature_len,
ec_key_t *key, uint32_t algo, TEE_OperationMode mode);

IngE
ECDSAR . KW&E X, thalfHEA rk_ecdsa_begin/finish L,
88

o digest: MINRIHE

e signature: ItHAYEE(E , SIERANGEINE

e digest_len: FIEKRE

e signature_len: &ZEKE

o key: ECCZH

e algo: S7#F TEE_ALG_ECDSA_P224, TEE_ALG_ECDSA_P256, TEE_ALG_ECDSA_P384,
TEE_ALG_ECDSA_P521

e mode: x4% TEE_MODE_SIGN, TEE_MODE_VERIFY

rk_ecdsa_begin

TEE_Result rk_ecdsa_begin(crypto_ctx_t *ctx, ec_key_t *key,
uint32_t algo,TEE_OperationMode mode);

&g
ECDSAE R, WERZAIFIAIRE.
24

o ctx: BIFIIR

o key: ECCE4H

e algo: x¥F TEE_ALG_ECDSA_P224, TEE_ALG_ECDSA_P256, TEE_ALG_ECDSA_P384,
TEE_ALG_ECDSA_P521

e mode: S7#% TEE_MODE_SIGN, TEE_MODE_VERIFY

rk_ecdsa_finish

TEE_Result rk_ecdsa_finish(crypto_ctx_t *ctx, uint8_t *in, uint8_t *out,
uint32_t in_len, uint32_t *out_len);

Ihae
ECDSAE®R. BERE  WRANBEHTESR , SENBANREE. S2EHTRE.
24

o ctx: B{EDIRE


af://n1196
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o in: MARIRE

e out MIHMNERE , SEBANFRSNE
e in_len: HEKE

e out_len: EEEKE

rk_sm2_pke
TEE_Result rk_sm2_pke(uint8_t *in, uint32_t in_len, uint8_t *out,

uint32_t *out_len, ec_key_t *key,
uint32_t algo, TEE_OperationMode mode);

IngE
SM2/NZF. f#2, OP-TEE V1ERAASZIHRZIEZO.
2%

in: MARFINZRRZEREYE

e in_len: MIAZIEKE

e out: iR

e out_len: IHEUERKE

o key: SM2%4H

o algo: BiL , S7FF TEE_ALG_SM2_PKE

e mode: #=; , S7$5 TEE_MODE_ENCRYPT #[] TEE_MODE_DECRYPT

rk_sm2_dsa_sm3

TEE_Result rk_sm2_dsa_sm3(uint8_t *digest, uint32_t digest_len,
uint8_t *signature, uint32_t *signature_len,
ec_key_t *key, uint32_t algo, TEE_OperationMode mode);

Ingk
SM2ELZaISE, OP-TEE VIERAASTRZEO,
28

o digest: SM3FE

e digest_len: SM3fFEKE , ElEH32

e signature: AV ZEUE | SEMARNFFIENSZEUE
e signature_len: EZHUBHIKE

e key: SM2Z34H

o algo: Bi% , 755 TEE_ALG_SM2_DSA_SM3

e mode: &%4 TEE_MODE_SIGN B J&% TEE_MODE_VERIFY

rk_sm2_kep_genkey

TEE_Result rk_sm2_kep_genkey(rk_sm2_kep_parms *kep_parms, uint8_t *share_key,
uint32_t share_key_len, uint8_t *conf_out);

INRE
EHFSM2HIECDHES X, OP-TEE VIRAATIFZIEZO,
2H

e kep_parms: SM2ZHER , EEARIFATEFIBIOAIA


af://n1246
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e share_key: #itH ECOHIFRINIFRZER
e share_key_len: share_key{E
e conf out: B FRIEHISIEER

rk_mac_crypto

TEE_Result rk_mac_crypto(uint8_t *in, uint8_t *out, uint32_t in_len,
uint32_t *out_len, uint8_t *key, uint32_t key_Tlen,
uint8_t *iv, uint32_t algo);

Inge
MACIHE., WFESER , AIfE rk_mac_begin/update/finish [,

24

in: BIANEHE

o in_len: MIAZIEIKE

e out: HIHEHE

e out_len: WHEIERKE

o key: MACZ5E

o key len: BAKE

o iv: ¥tRMEE

e algo: MACEEZREY, (OP-TEE VIMRAARSZRFSMEE) , TEE_ALG_HMAC_MDS,
TEE_ALG_HMAC_SHA1l, TEE_ALG_HMAC_SHA256, TEE_ALG_AES_CMAC, TEE_ALG_HMAC_SM3

rk_mac_begin

TEE_Result rk_mac_begin(crypto_ctx_t *ctx, uint8_t *key, uint32_t key_len,
uint8_t *iv, uint32_t algo);

Thae
MACTEREIZ | ¥IIatiR(E.
24

o ctx: AR

o key: MACE$H

o key len: ZAKE

o iv: {IEAEE

e algo: MACEEEAY, (OP-TEE VIRRAAZIEFESMELE) , TEE_ALG_HMAC_MDS,
TEE_ALG_HMAC_SHA1, TEE_ALG_HMAC_SHA256, TEE_ALG_AES_CMAC, TEE_ALG_HMAC_SM3

rk_mac_update

TEE_Result rk_mac_update(crypto_ctx_t *ctx, uint8_t *in, uint32_t in_len);

IngE
MACLEREL , FREMASIRE , BFiTEMAC,
2%

o ctx: BIFIIR
o in: EINEUE
e in_len: IABUEKE
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rk_mac_finish

TEE_Result rk_mac_finish(crypto_ctx_t *ctx, uint8_t *in, uint8_t *mac,
uint32_t in_Ten, uint32_t *mac_len, rk_mac_mode_t

mode) ;
Inge
MACHEREL ARG —EBEIEITEMAC , iEFBMARE—EBREIEFIFTHINMACE |, MHRIGER.
8%

o ctx: HEIIR

o in: g —ERBAEIE

e in_len: MINEUEKE

e mac: 24 mode=RK_MAC_SIGN BT MACIE , 24 mode=RK_MAC_VERIFY B , BMIATRHEFIMACIE
e mac_len: MACEIEKE

e mode: Il"mac”

rk_hkdf_genkey

TEE_Result rk_hkdf_genkey(uint8_t *ikm, uint32_t ikm_len,
uint8_t *salt, uint32_t salt_len,
uint32_t *info, uint32_t info_len,
uint32_t algo, uint32_t okm_len, uint8_t *okm);

Insg
HKDFEZSRIRAE RS,
23

o ikm: EIARIERS

e ikm_len: BIEKE

o salt: BIAAYsalt

e salt_len: salti<E

e info: #IAMinfo

e info_len: infol<E

e algo: Sx¥F TEE_ALG_HKDF_MD5_DERIVE_KEY, TEE_ALG_HKDF_SHAl_DERIVE_KEY,
TEE_ALG_HKDF_SHA224_DERIVE_KEY, TEE_ALG_HKDF_SHA256_DERIVE_KEY,
TEE_ALG_HKDF_SHA384_DERIVE_KEY, TEE_ALG_HKDF_SHA512_DERIVE_KEY

e okm_len: BINRRERIZSHIKE

o okm: JR&ERIESA

rk_pkcs5_pbkdf2_hmac

TEE_Result rk_pkcs5_pbkdf2_hmac(uint8_t *password, uint32_t password_len,
uint8_t *salt, uint32_t salt_len,
uint32_t iterations, uint32_t algo,
uint32_t key_len, uint8_t *out_key);

Ihie
BidfeErsaltfliteration countbAKpassword , REZH.

W
%
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e password: EARIZS

e password_len: BRIKE

o salt: BIAAYsalt

e salt_len: salti<E

e iterations: i A\literation count{&

e algo: S7#%F TEE_ALG_PBKDF2_HMAC_SHA1_DERIVE_KEY
o key_len: B NRIRAEHIBSEKE

e out_key: JREAIZH

TRNG API

rk_get_trng

TEE_Result rk_get_trng(uint8_t *buffer, uint32_t size);

Tge

SRENEE(A BB AL,

XEBDFaHF  RASHFZEO | FIRETEE_ERROR_NOT_SUPPORTED,
e

o buffer: IREIAVFEAHFENEY , bufferIE=EMAAI\Fsize
o size: FIREHIBENEU<E

OTP API

rk_otp_size

TEE_Result rk_otp_size(uint32_t otp_type, uint32_t *otp_size);

12
SRENOTPRIRA/ , BIEEBFAKRERIAR/N, ZFFOEM_HR_OTPFIOEM_S_OTP,
e

e otp_type: OTPZEEY | S73ETYPE_OEM_HR_OTPFITYPE_OEM_S_OTP
* otp_size: IREIRJOTPHIZK/N

rk_otp_read

TEE_Result rk_otp_read(uint32_t otp_type, uint32_t offset, uint8_t *data,
uint32_t Ten);

Thee
IEENOTPHUE, X#FOEM_HR_OTPFIOEM_S_OTP,
e

o otp_type: OTPZAY |, THETYPE_OEM_HR_OTPFITYPE_OEM_S_OTP
o offset: fHEAIOTPX I B RS

e data: IREIRJOTPEHE , dataF=EWAA/NFlen

o len: FEBAIKE


af://n1414
af://n1415
af://n1425
af://n1426
af://n1436

rk_otp_write

TEE_Result rk_otp_write(uint32_t otp_type, uint32_t offset, uint8_t *data,
uint32_t Ten);

INgE
SHIEFOTP, SF0OEM_HR_OTPFIOEM_S OTP,
28

o otp_type: OTPZE! , #ETYPE_OEM_HR_OTPFITYPE_OEM_S_OTP
offset: FFENZIOTPIFHINI BRI

data: FFEN\ZIOTPRIZUE

len: datat<fE

14. HXEEY B

ARMEATrustZone

https://developer.arm.com/ip-products/security-ip/trustzone

GlobalPlatformE&EX :

https://globalplatform.org/

Z LB FERCAFFAAPIZEIRY © TEE Client API Specification

TAFFEZAPIZEIEY : TEE Internal Core API Specification

DYSESE|22 S APaTiETe v =
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